Toward Criteria for International Cyber Weapons
Bans

Merritt Baer

Merritt Rachel Baer, LLC
Washington, DC USA
mbaer@post.harvard.edu

Abstract—This paper considers the possibility and envisions
some of the limitations in applying arms control masures to
cyber weapons. It surveys weapons bans in other fms of
weapon including chemical, biological, and nucleaand points to
characteristics that are associated with a basis fa ban. Based
on those characteristics, it then presents some taria that are
likely to surface in a discussion of whether and he to institute a
cyber weapons ban.
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. INTRODUCTION
“[S]cience does not...answer the question: 'What Iskealdo,
and, how shall we arrange our lives?"”

Max Weber, quoting Tolstoy [1]

In this paper, | examine the possibility of cregten subset

1. BRIEF OVERVIEW OF ARMS CONTROLMEASURES

Cadification of international norms about weapoagdn
in 1899. A Conference of 50 countries [2] at Theytia
banned projectiles “the sole object of which is diféusion of
asphyxiating or deleterious gases,” [3] among otbens of
weapon. That being said, this agreement “was evaded
violated during World War I—first by the GermansyYatres
in April 1915, and then by all the major powergl] A quarter
century later, the 1925 Geneva Protocol reinfotbed
prohibition, outlawing first use of chemical analoigical
weapons. [5] Current proscriptions include chemical
biological and nuclear weapons as well as certaitventional
weapons such as landmines. [6]

The use of weapons bans has sometimes elicitecigrit
as a political tool masquerading as a moral imperatn
recent US-Syria tensions, Atlantic writer Dominierhey
accused Obama of political gaming [7] because tBasU
dominant in conventional weapons, while chemicialldgical

of cyber weapons that can or should be subject o aand nuclear weapons could allow a small actor &xen

international arms control treaty. | explore thelagation of
international humanitarian law principles and ther lof war,
given existing bans on chemical, biological and |earc
weapons.

International law has enforced a number of
surrounding war. These usually fall into the categoof why
you fight (jus ad bellum), and how you fight (jus bello).
There has been some movement in the area of agptgin
cyber the principles of jus ad bellum—delineatindnew
violent action is justified in the cyber landscapée debate
surrounding the use of preemptive force is pamidylripe and
uncharted.

International dialogue has remained vague on thgstof
whether there are certain cyber weapons that cwgtrigger
international humanitarian regulations. While thallifin
Manual provided a lengthy international law disemssit did
not deal specifically with weapons classes. Moreowdile
the Manual is an important step in the academivemation
about cyberwar, it is guiding and not binding. Tdiscussion
that is happening between and among governmentsssecbe
largely separate from that of the intellectual @msations. So
to the extent that an issue exists in potentialecylseapons
bans, the Tallinn Manual has not settled it.

disproportionately large damage. Critics suggest tather
than uplifting standards of human decency, weapans
target “equalizers.”[8] Cyber weapons bans might/ihin
the same set of critiques: perhaps attempts talatdize

rulegnorms shroud a desire to disarm countries thatavoul

otherwise hold power disproportionate to theirinédional
clout. The context of cyber weapons is especiallitipized
and a weapons ban would likely elicit internatioresistance
or noncompliance. That being said, applying intgomal
humanitarian proscriptions to cyber weapons predaterent
political agenda. | explore the possibility of ayiph the
underlying principles to the cyber context.

I1l.  INTERNATIONAL NORMS AND LAWS AROUND CYBER
WEAPONS

Research on the applications and effects of a cyber
weapon, current technological capabilities and iptss
effects, is a critical area for study. Technol@gg moving
target and will continue to evolve. The capabiditibemselves
are not the focus of this paper. Rather, thisdéstcribes
features of weaponized uses of cyber technologyntight
trigger international humanitarian concerns enctoghstify a
ban on that technology as a weapon.



Cyber weapons are young in the timeline of war, andcodification of cyber norms. Whether or not inteiomal law

there is less empirical evidence upon which to dideave
for another day the insertion of specific examjahés this
framework. Most technologists can imagine exampfesy/ber
uses—current or future—that might fall within thesstricted
categories. In this article | provide a synopsisarhe traits
that are likely to form the criteria for determigimhich cyber
weapons are beyond the pale.

IV. PLAUSIBILITY OF DIPLOMATIC APPROACHES

There are three basic principles in the law of viar:
distinction, 2) proportionality and 3) military nessity.
Weapons that have been banned by internationahtawhose
that not only do not fall within these principldsit in their
envisioned uses, can not.

Some have scoffed at cyber treaty-making as an
unrealizable goal. Indeed, | have presented relsesrc
technological and practical barriers to cyber digament
diplomacy [9]. It is certainly true, as Christopl@apozzola
points out, that “treaties and protocols have heesigned,
unratified or violated by some countries.” [10] Hower, that
does not detract from the relevance of establishirige
context of cyber an “international norm againstisrof
warfare that have devastating effects on soldavdians and
natural environments.” [11]

| disagree with those who claim that diplomacyas n
possible because “All you need is training in cotepu
software engineering and some talent.” [12] | gthat it may
require minimal resources to execute ongoing astackven
persistent, sophisticated attacks targeting sicguifi payloads.
Recent sources confirm that cyber weapons of mealgs are
for sale on a black market. But the class of adtiamget in
this paper is a different mode of weapon. It i®afmed
subset of extraordinary as-applied technologiedams ones
that do not exist yet. The vast majority of cybetaeks do not
and should not trigger strong international normreatesponse.

Martin Libicki, who points out that “No person has
ever died from a cyberattack,” [13] advocates for
establishment of “international norms” as an akirre to
treaty-making. [14] | view international norms anelaty-
making as functionally interrelated, particularlitmthe
understanding that the role of international tesais to
formalize accepted terms rather than to enforcethe
(Enforcement requires a separate architecturegthoti
course it lends weight to the restrictions.)

Academic Mary Ellen O’Connell asserts, “Moving
away from military analogy in general and Cold War
deterrence in particular, will result in the iddicttion and
application of rules with a far better chance cxiag the
Internet open and safer for all.” [15] She seegiptil to
apply to cyber the international law of economiod a
communications, and discusses the usefulness lotectures
that exist in international law as an alternatitiarmel for

can be effective at regulating ongoing lawlessoastionline,
international leaders might consider independemttpntained
cyber weapons ban for high-level violent technoltgst
triggers humanitarian concerns.

V. CRITERIA FORPOTENTIAL CYBER ARMS CONTROL

The following are factors that are likely to be smtered
(all will need to be accompanied by damage thadally
rises to fatality):

» They target civilians intentionally or collaterally

The need to focus force on military targets witprapriate
precision and intent is a fundamental principl¢hef law of
war.

» They have few or no civilian uses.

Like cyber, chemicals that are used in chemicatcitt may
have a dual use. But when the international conityiun
witnesses stockpiling of resources to a degree jastified
by a weaponized use, there may be cause to take not
Context is supremely relevant, and this factoikisly to be
paired with other concerns.

» They create extraordinary amounts of suffering.

Because of the nature of cyber, this might takefoha of
an as-applied weapon: an attack on critical infuastire
SCADA systems or a hack of a medical device company
(In accordance with this as-applied focus, chemical
weapons are categorized by their effects upon haman

[16])

« They have ‘“indiscriminate effects” or cannot be
accurately tailored to their target.

This is a principle that has been raised but isunotersally
agreed upon. International Committee of the Reds€ro
(ICRC) lists the international treaties and varicosintry-
specific laws that formalize the customary inteoval
humanitarian law prohibiting weapons that are bjurea
indiscriminate. [17]Eugene Kaspersky has takenatting
for a ban on certain cyber weapons because “A tedge
attack on one piece of critical infrastructure coelasily
spiral out of control, resulting in damage that \dobe
nothing short of cataclysmic in an age where jusiua
everything relies on access to a network to perfarm
critical function.” [18] In other words, even tatgd attacks
cannot be contained in cyber and effects may enloleinm
indiscriminate because of collateral damage.

VI. BARRIERS TOIMPLEMENTATION OFCYBER ARMS
CONTROL

As | have described, there may be promise to apply
weapons ban to cyber weapons as they trigger atieral
humanitarian concerns. There are also, howeveriner
unigue barriers to establishing a framework foresylveapons
ban. These include:

 Difficulty in isolating the harm.



Can there be a humanitarian concern for harm shaobt
directly kinetic? How kinetic need the harm be? Hiirect
need the connection be from the cyber weapon téittetic
outcome?

* We lack some of the experiential aspect.

Weapons bans arose after WWI, and were revisited af
WWII. Just War Theory is old but the distinctiontween jus
ad bellum and jus in bello emerged 10 years afté/\\M[19]
Chemical weapons were banned before they were bséd,
much of the force of their normative proscripticrigdes from
witnessing the use of those weapons. [20] Can waksp
authoritatively about what a normative response faalylike,
when we have not experienced a cyber intrusiohisfdcale?

e Government has traditionally held sole responsbili
for national security, yet private industry ownseth

architecture of cyber.

It is government’s role to make decisions about pogkibly
authorize the use of certain weapons. In the chsgber
weapons, it is possible that the technology anthitgets are
not directly within the control of government. Cae control
who creates new cyber weapons or new uses for cyber
weapons to ensure that they do not violate intemnak law?
If a cyber weapon is deployed against an industmyet and
not a government entity, would it trigger the sasonacerns?

* Enforcement is unclear.

While Obama recently declared the existence oéd line”
[21] in Syria’s stockpiling of chemical weapons pligs, in
fact there is not international consensus upon attese

lines lay, and what should happen if a state (orstate actor)

were to cross that line.

VII.

While the criteria outlined above may not yet dimcany
existing technology, it is a worthwhile thought exment to
consider whether there are certain cyber tools mhight be

CONCLUSION

applied as weapons in violation of international.l&€oncerns

about enforcement, moral perimeter drawing, andymedic
applications are not unique to cyber, and have l@enght

into conversation and confronted internationallyttie context

of chemical, biological and conventional weaponssb& here
is room to contemplate a cyber weapons ban, andught to
revisit the possibility as use of technology in peas evolves.
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