2

Promoting Norms of Responsible Behavior in Cyberspace

5

Global Commission on the Stability of Cyberspace Executive Summary and 2017 Agenda
Greg Austin, “Universalization of the 2015 GGE Consensus: Draft Summary”
Martha Finnemore, “A Short Primer on Norms”

6
7
8

Ubiquitous Encryption and Lawful Government Access

15

EWI Working Paper: “Encryption Policy in Democratic Regimes: Finding Convergent Paths”
EWI Hague Encryption Workshop Backgrounder
Business Software Alliance: “Encryption Principles”

16
38
40

Resilient Cities and the Internet of Things

43

Richard Chirgwin, “Thanks IoT Vendors: Your Slack Attitude Will Get Regulators Moving”
Lee McKnight, “Internet of Things Cyberphysical Security Innovation:
WiTec Open Specification Model Enables Resilient Cities”
Internet of Things: Annotated Bibliography

44

Systemic Risk and Cyber Insurance

61

EWI Working Roundtable Report: Impacts of a Growing Cyber Insurance Market
The Geneva Association: “Ten Key Questions on Cyber Risk and Cyber Risk Insurance”
World Economic Forum White Paper: “Understanding Systemic Cyber Risk”

62
69
73

Increasing the Global Availability and Use of Secure ICT Products and Services

93

EWI Report: Purchasing Secure ICT Products and Service: A Buyers Guide

94

Election Systems Security

131

Thorsten Benner and Mirko Hohmann, “Europe in Russia’s Digital Cross Hairs”
U.S. Executive Order 13757: “Taking Additional Steps to Address the National Emergency
with Respect to Significant Malicious Cyber-Enabled Activities”

132

46
48

142

3

4

G

lobal security and prosperity depend on a secure and stable cyberspace. A myriad of factors threaten
equilibrium including: cyberspace's continued militarization, growing activism by non-state actors, sector
based risks that require specialized knowledge and persistent asymmetries in capability. These
considerations create the need for an international forum that seeks to deepen consensus on the topic of cyber
norms.
The Global Commission on the Stability of Cyberspace (GCSC) was formally launched at the Munich Security
Conference in February 2017 with the support of the Government of the Netherlands. The GCSC serves as a multiparty institution to generate, evaluate and recommend various state and non-state norms of behavior in
cyberspace and propose policy initiatives for inclusion in wider dialogue. The GCSC will meet throughout an initial
three-year period to formulate policy recommendations for action—applicable to both government and private
sector led initiatives. Detailed recommendations will be published and advocated in capitals, corporate
headquarters, and with the general public worldwide. At the Global Cyberspace Cooperation Summit VII, this
breakthrough group will discuss multi-party norms-building processes, as well as the particular challenges that
remain in bridging normative divides.
Accomplishments:
In December 2015, EWI advocated for the establishment of a forum to help deepen consensus around emerging
cyber norms and bridge remaining substantial divides on normative issues. EWI, in cooperation with The Hague
Centre for Strategic Studies, is supporting the operation of the Global Commission on the Stability of Cyberspace.
The Commission was officially launched by the Dutch Minister of Foreign Affairs Bert Koenders at a press
conference and panel session at the Munich Security Conference in February. Commissioners convened their first
official meeting following the conference, and will meet again informally on the sidelines of the Global Cyberspace
Cooperation Summit VII.
Goals:
EWI will support the Global Commission on the Stability of Cyberspace to facilitate new norms, policies and
initiatives that support the security and stability of cyberspace through research, information exchanges, capacity
building and advocating proposals for action.
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A vital step towards a stable cyberspace
The Global Commission on the Stability of Cyberspace (GCSC) will bring together key stakeholders from across the
international security and cyberspace communities to develop proposals for norms and policies to enhance the
international stability of cyberspace.
Background
We have reached the end of a twenty-five-year
period of strategic stability and relative peace
among major powers. Conflict between states will
take new forms, and cyber-activities are likely to play
a leading role in this newly volatile environment.
The rise of offensive cyber operations risks
undermining the peaceful use of cyberspace to
facilitate the economic growth and the expansion of
individual freedoms. Cyberspace is becoming an
increasingly exploited resource that few feel
compelled to take responsibility for, leading to a
steady decay of the stability and security of the
entire environment itself. To counter these
developments more dialogue, research, and
actionable initiatives are needed.
Cyberspace is formed and governed by a range of
different institutions and processes. A major
challenge is insufficient awareness and mutual
acceptance among the various cyberspace
communities working on issues related to
international security in and of cyberspace. By
finding ways to link the well-established dialogues
on international security with the new communities
created by cyberspace, the GCSC has a genuine
opportunity to contribute to an essential global task:
supporting policy coherence related to the security
and stability in and of cyberspace.
Mission
The Global Commission on the Stability of
Cyberspace will develop proposals for norms and
policies to enhance international security and
stability and guide responsible state and non-state
behavior in cyberspace. The GCSC will engage the
full range of stakeholders to develop shared
understandings, and its work will advance cyber
stability by supporting information exchange and
capacity building, basic research, and advocacy.

Set-up
Core: 24 Commissioners – representing a truly global
range of government, industry, academia, technical,
and civil society stakeholders with legitimacy to
speak on different aspects of cyberspace.
Support: Secretariat, Government Advisory Board,
Research Advisory Group, Management Board – all
constituted by and of governments, civil society and
research organizations, as well as the private sector.
Connects to: established state and non-state
initiatives (e.g., the London Process, Global
Commission on Internet Governance, et al.).
Deliverables
1. Facilitating information exchange: the GCSC will
meet physically a number of times over a three year
period, encouraging the flow of information and
knowledge across various cyberspace initiatives. An
active outreach program will encourage crossfertilization and capacity building amongst various
initiatives.
2. Supporting basic research: together with the
Research Advisory Group, the Commission will fund
and conduct research on norms as well as on
emerging themes and ideas of relevance to the
stability of cyberspace.
3. Advocating proposals for action: the Commission
will formulate recommendations for action,
applicable to both state and non-state led initiatives.
These will include Commission Positions and
Commission White Papers. The Commission will
advocate for these recommendations in capitals,
corporate headquarters, and civil society centers, as
well as the wider public.

Contact and information
Alexander Klimburg, Director of the Initiative, alexklimburg@hcss.nl
Bruce McConnell, Co-Director of the Initiative, bwm@eastwest.ngo

Objectives: The 2015 UN GGE consensus on norms in cyberspace is a remarkable achievement. States are now
looking at how to universalize and institutionalize the norms, to take them from “possible voluntary norms” to
binding force. The Global Cooperation in Cyberspace program of the EastWest Institute believes it is important to
mobilize international support for the 2015 GGE consensus.
The purpose of this breakthrough group is to look at how universalization of the proposed voluntary norms in the
2015 GGE consensus can be achieved. The group will produce a discussion paper, and its individual members will
socialize the findings and discussion. The work of the Breakthrough Group is intended to move in parallel to the
Global Commission on the Stability of Cyberspace. The group’s assumption is the universalization of these norms is
likely to be slow and more difficult than some hoped. At the same time, we cannot exclude rapid breakthroughs, as
happened with the question of commercial cyber espionage, with the United States and China quickly agreeing
(after several years of dispute) to prohibit state involvement in that, independent of the work of the GGE. This
Breakthrough Group is seeking to understand how states might flesh out some practical steps towards getting
further consensus or political will around the proposed voluntary norms. An initial milestone for this group is to
have a discussion draft to bring to the Global Cyberspace Cooperation Summit VII in Berkeley in March 2017, and
develop further in later months, with a view to finalizing a report by 1 June 2017.
One important purpose of the group will be to clarify standards of implementation of the proposed norms.
The group has initially focused on three possible voluntary norms from the 2015 GGE consensus that have a
constraining character and which may be worth some special attention:
states should not knowingly allow their territory to be used for internationally wrongful acts using ICTs;
states should not conduct or knowingly support ICT activity that intentionally damages critical infrastructure;
states should not conduct or knowingly support activity to harm the information systems of another state’s
emergency response teams (CERT/CSIRTS) and should not use their own teams for malicious international
activity;
A Disclaimer: The EastWest Institute is co-directing the Secretariat for the newly-established Global Commission on
the Stability of Cyberspace (GCSC), launched during the Munich Security Conference in February. The GCSC will
elaborate and help give context to possible voluntary norms. The work of this paper is not official work of the
GCSC, nor of the EastWest Institute in its role as co-director of the Secretariat, but rather a continuation of
EastWest’s earlier work on the subject of mutual restraint in cyberspace.
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A Short Primer on Norms
By Martha Finnemore, George Washington University
Prepared for the Global Commission on the Stability of Cyberspace Inaugural Meeting,
17 February, 2017, Munich

Calls for norms to secure and stabilize cyberspace are ubiquitous now. These appeals are often detailed
in their knowledge of cybersecurity but rarely say much about the norm concept, itself - what norms
are, how they work, how they spread, why anyone might prefer them to other policy instruments on
offer, particularly law. Drawing on the academic norms literature, this memo briefly sketches basic
features of the norm concept and how it works, along with lessons we might learn from other policy
arenas where norms have been used successfully, or not. 3
What is (and is not) a norm?
According to by-now standard definitions, a norm is a collective expectation for the proper behavior of
actors with a given identity.4 Several features of this merit discussion. First, norms are “collectively held
expectations.” They are shared beliefs held within a community. It’s not a norm just because someone
says it is; it’s a norm only when some relevant group agrees and also holds these beliefs about expected
behavior. Thus, simply solving the puzzle of what substantive normative prescriptions might solve
cybersecurity problems and announcing this to the world does not create a norm. Others need to “buy
in” and recognize that the norm’s behavioral prescriptions apply to them (or to other actors who can be
held to account). US preaching that commercial cyber espionage is bad did not make a norm. Only when
China, and then Germany, the UK, and the G20 signed on did the norm start to take shape. We don’t
need to like a norm to recognize that its expectations are, indeed, widely shared, and we don’t need to
like a norm to feel the pull of its behavioral prescriptions. Most of us would not choose to wear neckties
or high heels, but we do so when the occasion demands it. Similarly, states, regulatory bodies, firms, and
other actors may chafe a norm’s behavioral prescription but conform because they want to maintain our
standing in the group and/or because we value the group’s goals.
Second, normativity and the conformity pull of a norm arises from its being shared within a group with
which relevant actors identify. States may not be enthusiastic about every feature of the GGE’s output
but many, particularly Western, states feel more pressure to conform to those norms than, for example,
those promulgated by the Shanghai Cooperation Organization, because they identify with the UN GGE
and want to be seen as “states in good standing” in that group. This identity component of norms has
consequences for norm promulgation strategies. Savvy entrepreneurs can play upon actors’ desires for a
3

A much fuller treatment of all these issues can be found in my article with Duncan Hollis, “Constructing Norms for Global
Cybersecurity” American Journal of International Law, 110.3 (2016): 425-479 [included in the Additional Reading List]. I am
grateful to Hollis for helpful comments on this draft, but responsibility for errors is my own.
4 Peter J. Katzenstein, ed., The Culture of National Security: Norms and Identity in World Politics. New York: Columbia University
Press, 1996, p5.
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good reputation or for membership in a select group when they promulgate norms, arguing that “good”
or “responsible” states or firms follow the norm. Early adoption by states (or firms) widely perceived to
have that reputation (for being good or responsible) adds credibility and compliance pull to the norm.
Widespread adoption of NI T’s “voluntary cybersecurity framework” which includes an array of norms
helped signal intentions and build trust in supply chains (and with governments) in this way.
How are norms related to other policy instruments like law or principles?
Policy discussions and media coverage often apply the term “norms” to policy instruments that are not,
in fact, norms. The conflations are understandable but can create unnecessary confusion. They also
detract from essential tasks in the norm construction process.
Principles are “statements of fact, causation, or rectitude”5 and guide action in a variety of ways. Often,
they articulate a goal or vision of what a group wants to achieve. This is useful. Agreement on what it is
we want to achieve can help coordinate activity a host of ways, and articulating shared principles can be
difficult. or example, “protecting human rights online” might be a guiding goal or a principle but forging
a shared belief in this can be challenging even among states that have signed on to the core human
rights instruments (which is virtually all states).
Principles are often silent or imprecise, however, about which actors should do which behaviors to
achieve the stated goal. In this way, principles differ from norms. Principles may be stated in the passive
voice or be vague about who should do what to achieve the shared goal. Norms, by contrast, explicitly
link specific actors to desirable behavior. If principles distribute labor and assign responsibility clearly,
and if those understandings are widely shared by relevant actors, they are norms. If, by contrast, we see
an articulation of goals without assignment of responsibility and specification of expected behavior,
those are principles (or goals or visions or something else ; they are not norms. “Information wants to
be free” might be a principle, but it is not a norm.
Pursuing agreement on principles, as opposed to norms, may be politically attractive because it is often
easier to achieve precisely because it allows some fudging about behavioral obligations. Articulating
specific behavioral obligations for specific actors (i.e., articulating norms) invites scrutiny and
accountability claims in a way principles do not. For that reason, constructing norms may be more
controversial. Of course, this is also why norms can be more valuable as tools of policy. By clarifying
responsibility and who should do what, norms create obligations for identifiable actors and trigger more
active accountability politics than vaguer principles usually produce.
Law is another prominent policy instrument at work in the cyber arena. Like principles, law often works
alongside norms to achieve policy goals, but it is distinct from norms in important ways. Norms are a
broader phenomenon than law. Notions of “proper behavior” can have many sources, notably culture,
and a variety of cultures intersect in cyberspace. The culture of Silicon Valley tech firms differs markedly
from that at Cyber Command or the NSA, for example, and this can create norm and value clashes, as
well as legal ones, around issues like front and back doors in software. Many such powerful social norms
have little or no legal standing. At the same time, law is not entirely autonomous from norms; most
5

Stephen D. Krasner, International Regimes New York: Cornell University Press, 1983, p.2.
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forms of law have a strong element of normativity that bolsters and strengthens the law. Indeed, one
objective of many laws is to create norms by using the legitimacy of law to define shared expectations.
Collective expectations in most states include law-following, and law often performs the important
functions of spelling out the “who should do what” features of norms. Not every law enjoys broad
normative support, as intellectual property lawyers battling social norms about file sharing understand
very well, but most do. For that reason, one common goal of norm promoters is to construct ties to law
that strengthen and refine behavioral expectations of the norm.
For example, a great many professional norms in the cyber world which began as “best practices” have,
over time, been written into law in various ways. Liability concerns over data breaches and law suits,
real or potential, have been powerful engines for formalizing in law these normative expectations about
what constitutes due diligence and responsible care by firms and technical professionals. Not all
professional norms have become legalized, however. Teaching and socialization efforts like that of the
US Telecommunications Training Institute (USTTI) or the Program on Cyber Security Studies at the
Marshall Center train government and regulatory officials from diverse states around the world in ways
to manage cyber challenges, and in so doing, they spread norms. They aim to shape expectations and
behavior, not through law or enforcement and coercion, but by tapping into participants’
professionalism and disposition to share the expectations about proper performance in their
professions.
The attraction of writing norms into formal laws, particularly domestic laws, is that the coercive power
of the state can backstop expectations and compel compliance. This can, indeed, be powerful
particularly when good mechanisms exist to bring suit and compel enforcement, as the liability situation
suggests. aw’s power to create norm-conforming behavior depends heavily on the nature of the
domestic legal and political system, however. Formalizing norms in law buys more compliance and
enforcement in some systems than others.
Tying norms to law is not a silver bullet for the compliance problem, however, particularly for norms
among nation states. Human rights advocates have been trying for decades to hold states’ feet to the
fire and get enforcement of a wide range of international human rights laws and obligations to which
governments have formally agreed but refuse to implement. (Recall that Saudi Arabia is a signatory to
the Convention on the Elimination of all forms of Discrimination Against Women.) States use
reservations to treaties strategically to hedge, create ambiguity, and duck accountability under law.
Theoretically, reservations that are incompatible with the object and purpose of the treaty are,
themselves, illegal, (but efforts to point this out to the Saudis have not been particularly successful.)
Simply writing shared beliefs into law thus does not always indicate shared beliefs or patch cracks in a
normative consensus.
Part of the current enthusiasm for voluntary norms as a policy tool seems to stem from widespread
doubts about the effectiveness of formal treaties in the cyber domain. Treaty making is seen by many as
far too slow and clunky for this fast-moving policy space, and fears of locking in an undesirable
substantive or procedural outcome are widespread in the US government. Norms are may offer a better
alternative. Norms can be created through multiple channels including through political agreements (i.e.
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no Senate ratification), and at multiple levels of action. Norms among regulatory and technical agencies
can be particularly important in managing shared threats. The US and other actors thus see norms as a
more nimble and flexible way to manage mounting cyber threats.
Where do norms come from? How do they spread?
Norms can develop in a variety of ways. Of particular importance are habit and entrepreneurship. Some
norms emerge spontaneously without any particular intent by any particular actor, and become
entrenched through habit. In any group that interacts regularly, norms will develop simply through
repeated behavior since regularized behavior shapes expectations within the group. Much of the
foundational engineering of the Internet involves this kind of path dependent norm development. For
example, widespread preference for using Simple Network Management Protocol (SNMP) to manage
devices on a network arose from repeated use. Policy makers also understand this power of
unchallenged repetition and often seek to shape it. U.S indictment of five Chinese hackers in May 2014
was clearly an effort to disrupt expectations that state-sponsored cyberespionage for commercial
advantage is acceptable.
The majority of policy norms, however, are the result of hard work by interested parties who in the
academic literature are called norm entrepreneurs. Norm entrepreneurs may be individuals, like Henry
Dunant, founder of the International Committee of the Red Cross, who in 1863 proposed the norms that
are now the heart of the Geneva Conventions. They may be NGOs like Transparency International who
promulgate and promote anti-corruption standards. They can be firms, like Microsoft, which is actively
involved in the effort to define and promote cybernorms; they can be international organizations, like
the UN or nation states like the US, both of whom are busily pushing desired norms on many fronts.
There is now voluminous scholarship on how norms spread (or fail to spread) in various policy domains.
There is no magic recipe for success but there are some clear strategic choices that norm promoters
need to consider.
To whom does the norm apply? One distinctive feature of digital governance is the diversity of actors
and stakeholders involved. This is not simply a problem to be solved by governments. Unlike nuclear
weapons, governments neither own nor monopolize production and use of this technology. This creates
opportunities to think creatively about where, exactly, cybernorms might be cultivated to best effect
and who, exactly, should be their subjects. There are a great many cybernorm promotion projects to
govern state behavior, but even here there are trade-offs and choices.
One is between what we might think of as “breadth” vs “depth” of the norm. It might be easier to
develop collective expectations in a smaller, relatively like-minded group, (for example, NATO). One
might also be able to develop deeper expectations for more far-reaching coordination among a likeminded group. The risk may be that one ends up with norm “silos” across the digital landscape. Groups
that are not “like minded” may generate different sets of competing norms. Compare, for example, the
Freedom Online Coalition’s support for free expression online with the Shanghai Cooperation
Organization’s norms for limiting subversive political speech. Norm adherence is dynamic and it may be
possible to start small and build out the “collectivity” that shares the norm. This may be part of the logic
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underlying the US-China agreement on cyberespionage for commercial advantage. When powerful or
influential actors publicly embrace a norm, this can have contagion effects and induce others to follow
suit (the G-20, in the espionage example) strengthening the norm that prominent players support.
How is the norm “framed” and what does it say? Framing of any issue can have a large impact on its
success. Much norm promotion is about persuasion, and the persuasiveness of appeal to adopt various
norms will depend on how they are presented to potential adopters. Who are the promoters is part of
the frame and its appeal (or lack thereof)? Great powers may not always be the most effective leaders
for every effort. Victims (like Estonia) may have particular legitimacy and stature in promoting some
norms. Where the proposed norm is located institutionally also matters to its future prospects.
“Grafting” norms onto existing institutions has the advantage of avoiding bureaucratic start-up costs but
it also ties the new norms to extant ones which may shape their future development in powerful ways.
For example, many have argued that by choosing the Wassenaar Arrangement--a creature of Cold War
security politics-- as the venue to develop norms (and laws) for internet based surveillance systems the
emerging cybernorms favor security concerns over cyber responders and researchers’ needs. The
alternative would be to push for a new institution or stand-alone process. The Freedom Online Coalition,
the London Process, or the NetMundial initiative would be examples. This allows promoters to focus
more squarely on distinctive needs in cyberspace but the effort then enjoys none of the resources or
legitimacy advantages that may come from attachment to extant institutions.
Why do some norms succeed when others fail? Constructing new norms is difficult and failure is always
an option. It may even be the dominant outcome. “Gatekeepers” of various kinds may be strategically
situated such that they can shut down discussion of new norms or keep them off the agenda. UNICEF
enjoyed this kind of gatekeeper status and was able to stop efforts to build new norms around children
born of war rape. More fundamentally, shared beliefs are dynamic; they change as contexts change, as
new problems arise, and as group beliefs and group membership shift. A long-standing norm in warfare
used be “to the victor goes the spoils.” Over the 20th century, acceptance of this norm waned among
states who stopped recognizing territorial gains main by force of arms. Shared beliefs are rarely settled
for all time but are in constant motion and recent events in Crimea suggest that even this long-settled
norm may be in some flux.
That said, several features can contribute to a norm’s success. Influential and widely respected
leadership in promotion of the norm can be important in building shared beliefs and getting adherence
to behavioral prescriptions. These leaders (or entrepreneurs) need not be the most powerful actors.
Efforts to ban landmines in the 1990s were led by civil society actors and coordinated by Canada over
objections from more powerful states and succeeded in part precisely because they were not perceived
as pursuing a geopolitical agenda. Connections constructed between a new norm and widely-accepted
existing norms can similarly bolster attractiveness of the new norm’s claims and likelihood of adoption.
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T

he global debate on encryption has produced a fault line between law enforcement and industry, the latter
supported by privacy and civil liberties advocates. On the one hand, government organizations, companies
and individuals want to protect themselves from unwanted access to sensitive digital data, and encryption is
part of the solution. On the other, the increasing use of digital technology by criminal and terrorist organizations
has heightened public concern about the threat such malicious use poses to society. Encryption can impede law
enforcement's ability to investigate or prevent such crimes. While the issues are complex and difficult, the
discussion to date has been simplistic. Recognizing that no national solution in itself will be adequate, this
breakthrough group will explore middle ground proposals that reflect the international availability of encryption.
Accomplishments:
In May 2016 EWI and Europol co-hosted a comprehensive workshop on “Lawful Access and Security: A
Transatlantic Perspective” in The Hague. Over 50 officials, industry players and experts from Europe, India and the
U.S., collaborated to find approaches that will maximize commercial and individual information security and
human security in today’s digital era. In addition, EWI thought leaders discussed this issue with key stakeholders
and partners from around the world to solicit feedback and identify ways forward. Finally, during the initiative’s
mid-year strategic review roundtable, a set of 10 myths in the encryption debate were identified by Stanford
University's Herb Lin that will provide the basis for the group's future policy development work.
In January 2017, Bruce McConnell testified on encryption at the National Academies of Sciences event at Stanford
University. The National Academies of Sciences is preparing to release a new report on encryption in mid-2017 to
assess options and tradeoffs of government access to plaintext information in an era of ubiquitous encryption. He
summarized encryption policies in democratic regimes and emphasized the need to carefully review and balance
privacy and public safety concerns. In what has become a publicly charged and polarized debate, McConnell noted
that a middle ground on encryption that serves common interests is possible to find – “if started from a frame of
common interests, solutions almost always emerge, sometimes rather unexpectedly.”
Goals:
Composed of a diverse set of corporate, government and law enforcement leaders from around the world, this
breakthrough group strives to challenge common assumptions in the encryption debate with the goal of creating a
more realistic and nuanced discussion through off-the-record conversations and original research.
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1

The global emergence of widely available strong encryption has produced a fault line between law
enforcement/intelligence interests and other public and private security interests. In the wrong hands, strong
encryption can impede governments’ ability to investigate or prevent the most serious of crimes and hostile
actions. On the other hand, strong encryption is an essential tool to protect the digital assets of legitimate
companies, government organizations and individuals from malicious actors. The global nature of the digital
environment means that no national solution by itself will be adequate.
The EastWest Institute is working to identify and explore middle ground proposals that acknowledge encryption’s
dual nature and could feasibly be agreed and implemented on an international basis, at least among democratic
regimes. By middle ground proposals, we mean a set of policies and practices that would enable legally authorized,
third-party access to the plaintext of encrypted data, where the third party is a government or governmental
agent, while minimizing the risk that unauthorized third parties could breach the confidentiality of encrypted data.
The encryption debate is often reduced to a simplistic cartoon of the issue set, an either-or choice between “going
dark” and “keys under doormats” that posits law enforcement against the information technology industry and
civil liberties advocates. In reality, the various parties share many common interests. All want law enforcement and
intelligence authorities to be effective in preventing and solving crimes on earth and in cyberspace, within legal
constraints. All want digital information to be secure from malicious actors. All want markets to reward innovation
and function efficiently. All want to protect human rights and civil liberties. And all want to live in a safe and free
society. The challenge before us is to balance the impacts on these values. This challenge to established values is
often presented with innovation. The way the challenge is resolved is testimony to the values of any society that
faces it.
With encryption, of course, there is not just “a” society. No single nation has or could impose a monopoly on
strong encryption technology. The genie is out of the bottle, and taming it—if that is what is needed—must be a
collective effort, at minimum among democracies. Democracies must wrestle more directly with finding a balance
between human rights and civil liberties and the authority of the state to protect its citizens.
It is worth remembering, however, that restrictive policies set by any legitimate regime will set at least a minimum
standard of access to strong encryption (and decryption!) that will affect security in international trade, diplomacy
and defense.

This paper begins by more formally framing the “common interests” of the parties described above. We then
define a series of methods that would enable legitimate third-party access or otherwise balance the effects of
encryption with other capabilities for law enforcement and intelligence agencies. Third, we compare the effects of
the methods on the various common interests. Fourth, we lay out current policies in a small sample set of
democracies to show the diversity of approaches that exist or are being contemplated. Fifth, we map the global
encryption policy control regime in terms of the various actors that are currently and prospectively involved. We
conclude with some thoughts about ways forward.
1

“Encryption” can broadly be understood to include several different cryptographic functions that increase information security, including
enhancing authentication, enabling non-repudiation, preserving confidentiality and protecting information integrity. In this paper, we use the
term to refer to the confidentiality function.
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This report is a work in progress and marks the beginning of a work stream to address the international dimensions
of encryption policy. We would appreciate your feedback; please send your comments and suggestions to Dr.
Andreas Kuehn, Senior Associate, EastWest Institute, akuehn@eastwest.ngo.

In this paper, the encryption debate is viewed as a set of competing, largely common interests. We all want
security – it’s mostly a matter of what aspects of security get emphasized in society. As this paper argues, there are
a variety of middle grounds that should be explored, notwithstanding the polarization we see in the public
conversation.
Any governmental encryption policy can be evaluated based on its effects, which are in turn based on the values
and priorities of the various stakeholders. We have identified four such value sets that are not polar opposites, but
in fact interact with each other. First, we will describe the four value sets and then illustrate how they interact with
each other.
1.

Cybersecurity: This value set emphasizes the importance of ensuring that digital information is kept secure
from malicious actors. Policies favorable to this value set enhance cybersecurity through encryption policy.
These policies are designed to increase users’ trust that their transactions and data are secure and safe.
Undermining that trust in information communications technology (ICT) and the Internet could lead to users
abandoning and/or stop using certain digital services and technologies. Proponents argue there is a need for
strong, ubiquitous encryption to protect critical infrastructure in the private sector, government and the
military. Encryption is also a critical and effective safeguard against the theft of data and cyber espionage, as
well as for the protection of freedom of speech and privacy.

2.

Law Enforcement and Intelligence: This value set emphasizes the importance of ensuring that law
enforcement and intelligence authorities can access digital evidence and information to ensure their ability to
prevent, solve and prosecute crimes on earth and in cyberspace, within legal constraints. It emphasizes the
need for law enforcement and intelligence entities to possess the technical ability and access to the data they
need, subject to their obtaining the necessary legal justification to access this data in accordance with due
process of law.

3.

Market-Led: Market-led policies enable markets to reward innovation and function efficiently. They enhance
or enable a free market for encryption products and services, without limitation of features, country of origin,
etc. In contrast, protective market measures do not enhance cybersecurity. In general, market-led policies
have favored the continued development of stronger and more user-friendly encryption that is widely
available (i.e., “ubiquitous encryption”). And, where specific features are required, innovators will also seek to
find ways to satisfy them. At the same time, malicious actors and criminals potentially benefit from advances
in encryption technology and its adoption, making the law enforcement and intelligence missions more
difficult and costly.

4.

Civil Liberties and Human Rights: Policies designed to protect civil liberties and human rights, including the
right to live in a safe and free society. These have generally been couched as supporting the need to have
strong encryption to protect citizens and dissidents from state power, particularly those in authoritarian
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regimes. Encryption is understood as a tool to protect civil rights such as the freedom of expression and
privacy. Of course, personal safety is also a human right. In the extreme, should encryption seriously hamper
law enforcement’s ability to do its job, societies could become unsafe.
These value sets have ambiguous and subtle effects on the arguments. They do not always neatly line up with
either of the two traditional poles of the argument (e.g., privacy/security vs. safety). This is along the lines that
cybersecurity (i.e., strong encryption) can benefit law enforcement in preventing cybercrime, and law enforcement
can benefit human rights in its mission to uphold public safety.

Governments have regulatory means (e.g., policies, methods, techniques) at their disposal to reduce the potential
impact of encryption on law enforcement and intelligence missions. The state’s legal framework prescribes how
law enforcement and intelligence agencies can deploy which methods, and what legal and procedural
requirements must be met to deploy them lawfully. Some methods come with broad implications and affect a
wide spectrum of users, while others are narrowly targeted to a particular product, service or even an individual
user. As this paper will discuss, each method offers specific security/risk tradeoffs affecting a user’s information
security and privacy differently, as well as the ability and reliability of government to access encrypted data in
plaintext.
While not further discussed in this paper, it should be noted that different legal frameworks govern the use of
these methods by law enforcement and intelligence agencies. Subsequently, methods available to an intelligence
agency to circumvent encryption and listen into the conversation of a foreign terrorist suspect might not be
similarly available to a drug investigation by local or state law enforcement agency. The methods are not exclusive
but rather complement each other in many cases. This is why often multiple methods for specific purposes may be
utilized by the government.
We organize the methods in four categories: a) break or circumvent; b) restrict or deny; c) compel or assist; and d)
workarounds. These categories broadly reflect general approaches to regulate government access to encryption
and thus reduce encryption’s impact on law enforcement and intelligence missions. As we will point out in a later
section, governments tend to employ a wide scope of regulatory instruments and technical methods, which
suggests that encryption is governed on multiple levels concurrently.
The notion of a “supply chain” helps to represent where and how encryption controls can be employed. The
‘production’, ‘distribution/sale/transfer’, ‘use’ and ‘governance’ are potential control points to regulate
cryptography and encryption technology. For instance, governments may prohibit the use, import or export of
certain cryptographic standards or encryption technologies, break or circumvent encryption during a law
enforcement investigation, require an Internet service provider to assist law enforcement in accessing encrypted
data, direct their intelligence service to covertly introduce a backdoor, or intercept decryption keys.
Under the category “workarounds” there exist alternative means that may provide access to encrypted data or
find an appropriate substitute. Under certain circumstances, law enforcement and intelligence agencies’ needs
may be satisfied through other means, which include:
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insights gained from metadata analysis rather than access to plaintext content;
utilizing generally unencrypted data from the vastly expanding universe of sensors from the Internet of
Things;
relying on and advancing traditional police/intelligence methods to operate effectively in the digital age;
and
requiring that certain data be hosted within a national jurisdiction (i.e., data localization), which allows
access to data centers and the intermediaries running the services.
2

The definitions that follow rely to the extent practicable on the 1996 CRISIS report. However, it is important to
note that in the current debate, terminology is often used at will and concepts are rather loosely defined which
exacerbates the already difficult and polarized debate.

Legal Hacking: Also referred to as government hacking, lawful hacking, or government malware, a government
agency gains access to a target computer for the purpose of surveillance or collecting evidence in a law
enforcement or intelligence investigation. To gain access, the government may exploit software vulnerabilities or
use social engineering techniques to circumvent security protections. Through legal hacking, the government may
retrieve an encryption key, acquire passwords via a key logger or install a back door for covert system access in the
future. In addition, lawful hacking tools provide powerful online surveillance capabilities to collect evidence and
intelligence. Such tools can be employed to target specific subjects (e.g., a service or device used by a particular
user), as well as groups of users of a particular service. As some lawful hacking may employ the exploitation of
software vulnerabilities, the government’s stance on vulnerability disclosure warrants attention.
In order to preserve lawful hacking capabilities, a government may be tempted to withhold vulnerability
disclosure, which may weaken overall cybersecurity. As legal hacking relies on the successful exploitation of a
software or human weakness, it may not deliver reliable government access. Last but not least, hacking a targeted
device can lead to unintended side effects and compromise the security of the target as well as other systems.
Key Escrow: In a key-escrow mechanism, a separate decryption key, referred to as escrow key, is stored by a third
party. If the government meets the legal requirements (e.g., secured a court warrant), it can request the escrow
key from the third-party to decrypt data or communications. The holder of the escrow key can either be an
independent third-party or a government agency. To prevent the unauthorized use of the escrow key by a thirdparty (e.g., the escrow agent or an entity that stole the escrow key), the key can be split and stored in fragments.
This so-called split escrow key regains its functionality once all split keys are re-joined. Managing escrow keys can
be complex and costly, as all communications or sessions would require separate keys. With the increasing number
of breaches, including of intelligence agencies known for their diligence in securing their systems, users might not
trust their keys to be safely managed by a third party. Even with key-escrow in place, users can potentially
circumvent the key-escrow mechanism by employing a separate level of encryption that has no shared decryption
key. Note that a key-escrow mechanism is considered by some as backdoor.

2

National Research Council. 1996. Cryptography's Role in Securing the Information Society. Washington, DC: The National Academies Press.
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Backdoor: A backdoor is a technical means that provides a third party lawful access to data on a product or service
that is otherwise secured. Backdoors are secretly installed by the government (e.g., through government hacking,
automated software updates or intercept in the supply chain) without the knowledge of the ICT manufacturer or
service provider, or are implemented by the ICT product or service vendor following a government request. The
latter may be known to the public (e.g., as part of a lawful access standard) or not. Backdoors are limited to
particular ICT products, services or devices in which they have been implemented, which makes them different
from weakened cryptographic standards (see next method), which undermine all implementation that employ said
standard. The backdoor access can either be direct, in which the government has immediate access to the data, or
indirect, in which a third-party mediates the access. Backdoor access is granted following the decision of a judicial
or administrative authority. If the backdoor is based on a vulnerability, unauthorized third-parties may be able to
gain access should they become aware of the underlying vulnerability.
Weaken Cryptography Standards: Deliberately weakening cryptography standards makes an entire class of
encryption susceptible to attacks. Such weaknesses are introduced covertly by governments in the process of
designing and standardizing encryption standards. Consequently, all products and services that implement such a
standard are affected by it which, in turn, has wide ranging and long-lasting implications. For instance, anyone
knowing about the weakness (e.g., foreign intelligence services) can clandestinely circumvent the protection
encryption offers.

Limit Key Length: By determining the maximum encryption key-length, a government can effectively limit (or in an
extreme case, ban) the availability of encryption within a market or sub-market (e.g., sector-specific limitations).
The government sets the type of encryption and/or key-length that companies can use and/or sell within its
jurisdiction. The permitted, but reduced, key-length corresponds to the capabilities of a government to deploy
brute-force attacks against decrypted data it wants to read. As such, the government retains the ability to access
encrypted data in plaintext. Similar to this are approaches in which the government denies the use of certain
encryption standards or requires the use of cryptographic standards or modules it has the ability to break
successfully.
Regulate the Sale and/or Use of Encryption: Governments may require a license for companies or users to sell or
use certain encryption technologies. In order to receive a sale or use license, governments may require the
encryption technology to be made available for technical inspection and review. This allows a government to learn
about the latest development in the field and to stay ahead of the curve. To hinder an encryption technology to be
adopted in its jurisdiction, a government may simply deny a license and thus effectively ban the encryption
technology in question.
Export Controls: National laws and international treaties (e.g., Wassenaar Arrangement) aim to prevent the sales
and transfer of encryption technology to certain foreign countries and adversaries. Control lists determine what
technologies require a license to be exported (e.g., key-length in encryption to secure data confidentiality). Export
controls provide a way to restrict cutting edge technology from being widely disseminated and later used against
the exporting country. It’s likely that the exporting country that approved an export of a particular encryption
technology possesses capabilities to circumvent the encryption.
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Compel Assistance: Governments may legally require third-parties, ICT service providers or manufacturers, to
provide assistance in decrypting information stored in or passing through their products, services or devices. For
instance, an Internet service provider may have access to data in plaintext (e.g., as part of their operations), or is in
possession of decryption keys. However, a user or an over-the-top service provider domiciled in a different
jurisdiction may deploy additional levels of protections that cannot be penetrated by the assisting third-party. A
key question is how much effort is reasonable for a third-party to assist a government in accessing encrypted data?
This becomes more salient as more ICT companies offer services or sell devices to which only the user has access
to the decrypted information (e.g., Apple’s Secure Enclave). A third-party who is not willing or able to provide
assistance might face significant fines or even the threat of imprisonments for its corporate executives.

Use Metadata: While not enabling the decryption of data per se, the analysis of metadata may provide important
information about a subject and its communications and thus support law enforcement investigations. Metadata is
information about the sender and receiver of a call or email, length of the communications, e-mail addresses,
dates, location, but not the content of the communication. Nevertheless, metadata can contain relevant
information. Little is known in the public domain about how, and to what degree, law enforcement employs
metadata analysis in its investigations.
Use Sensors: The expanding universe of connected devices to the Internet contains a large number of sensors that
collect audio, video and other data that can supplement traditional data gathering methods. As of now, these
sensors are largely an untapped resource. A public discussion has yet to take place about the security and privacy
implications should governments look to collect data from these sensors.
Require Data Localization: The government may require service providers to store certain data within a state’s
territory and jurisdiction. Such a measure puts the data as well as the entity and corporate officers managing it,
within the legal reach of the state, should actions be warranted to access the data. Data localization ensures that
law enforcement that seeks access to data can do so within its national jurisdiction, avoiding lengthy international
legal requests to a foreign entity or mutual law enforcement assistance. As such, data localization can serve as a
prerequisite to effectively access and decrypt data in conjunction with other methods described.
Traditional Methods to Circumvent Protections: Government may rely and even expand on traditional but tested,
old-fashioned practices to acquire passwords, decryption keys or plaintext by conducting surveillance,
interrogating witnesses, recording confessions or conducting physical searches to obtain evidence. For example,
conducting a physical search in a target office may retrieve the decryption key. Alternatively, the plaintext might
be retrievable from a communications intermediary or another party in the conversation. Depending on the
specific circumstances, traditional methods may or may not be sufficient.

23

The methods pose different effects on the four common interests described above. We assess the effects by
discussing the impact and confidence/certainty of the methods for (a) Cybersecurity; (b) Law Enforcement and
Intelligence; (c) Market-Led; and (d) Civil Liberties and Human Rights.
This assessment should help inform and provoke discussions among readers to address often unspoken
assumptions underlying the employment of these methods. By making effects more explicit through the
assessment in Table 1, common interests can be compared across methods. In short, this exercise should reveal
and provide arguments for methods that, for instance, may seem to be an optimal solution for law enforcement
but might have negative consequences for cybersecurity. Further, it assigns a level of confidence/certainty to the
assessment.
For clarity, we have assigned the following measures:
Highly favorable: the particular method has a high, positive impact and supports the value-set strongly
Favorable: the particular method has a positive impact and supports the value-set
No effects and/or neutral: the particular method has no effect or is neutral regarding the value-set
Unfavorable: the particular method has a negative impact and opposes the value-set.
Highly unfavorable: the particular method has a strong, negative impact and opposes the value-set
strongly
Mixed effects: the method has a mixed-effect on the value-set
No effects: the method has no effect on the value-set
Unknown: the effect is unknown
For confidence/certainty, we assign the following measures:
High: we are highly confident about the impact
Low: we are less confident about the impact
Unknown: we are uncertain about the impact
These methods provide different ways governments may have access to encrypted data in plaintext and thus may
be limiting the effect encryption has on the capabilities of law enforcement and intelligence communities. The way
these methods differ is reflected in the assessment of common interests. Following are a few summary examples
organized by the four categories outlined in the previous sections.
The category of ‘Break or Circumvent’ contains Legal Hacking, which is rated as a weak method in providing access
to plaintext because of its labor intensive nature and the requirement for strong technical capabilities that are not
resident in most police departments today. Similarly, key escrow implemented under terms that give government
direct access to the keys with due process would be one of the more effective ways to assist law enforcement in
accessing plaintext. Somewhat less effective would be a regime which requires a non-governmental third-party to
assist in securing the escrowed keys and providing them in some form to the government following a lawful
request and procedure. As the table suggests, key escrow is unequivocally viewed as detrimental to cybersecurity.
Backdoors received a similar assessment.
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The category ‘Restrict or Deny’ includes weakening cybersecurity standards, which has at times been done
surreptitiously. This method can be quite effective for intelligence but less so for law enforcement. To the extent it
is hidden, it has a particularly pernicious impact on cybersecurity. Limiting key lengths is a more transparent
version of a similar method. Regulating the sale and use of encryption technology can be quite effective for law
enforcement purposes, although it would depend on the specific terms of such regulations. One scenario that
needs to be considered is the likelihood and effectiveness of bad actors’ potential to employ over-the-top
encryption techniques and circumvent restrictions of this type. Export controls are a specific and more limited type
of regulation.

The third category ‘Compel and Assist’ includes compelled assistance from third-party providers. This method’s
effects are similar to assisted key escrow, at least as far as law enforcement is concerned.
The ‘Workarounds’ category lists methods that are generally less effective in providing direct access to plaintext
but provide other advantages to some of the other common interests. These methods might provide valuable
alternatives to government access to encryption, depending on the case at hand. Some of these methods,
particularly metadata and sensors, may have critical privacy implications. More experience with these methods is
required to deepen the assessment and better understand their effectiveness for government access.
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The methods (i.e., policies, methods and techniques) can be described on a spectrum in terms of how much they
favor law enforcement and intelligence access to plain text on the one hand, versus their implications for
cybersecurity on the other. Figure 1 provides an overview for different common interests and the various national
policies of states. For instance, a typical argument would be that a complete ban on encryption technology would
appear on the far left of this gradient, and no controls would appear at the other end.
In general, to the extent methods and techniques may help law enforcement, they can weaken cybersecurity.
Market-led policies might be shown here as generally favoring cybersecurity and less beneficial to government
access.
National policies reflect mixed and competing common interests/value-sets. This notion of policy baskets reflects
the observation that states employ a set of multiple policies to regulate and control encryption in different
domains rather than one method or policy. These sets of methods allow law enforcement and intelligence to
accomplish their respective missions; as such the policy baskets provide operational flexibility. It must be noted
3
that different states/democratic regimes employ different policy baskets. We found that among the major
democracies, U.S. policies tend to favor cybersecurity, while European policies tend to be more balanced, and
India’s policies tend towards the government access side.
Understanding the positions of democratic regimes is important because the international nature of the problem
requires some degree of harmony or at least coherence across national policies.

Figure 1: Effect of Policy Baskets

3

These variations are the result of differences in historical development, legal institutions, values, etc.
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This section maps national policies and methods as well as discusses examples of national policies. The following
democratic regimes are covered in our assessment: the U.S., the UK, India, Israel, France, Germany and Indonesia.
We hope to include Japan and South Korea, and to also reflect the policies of the major private sector cyber
powers (e.g., Google, Facebook, Microsoft and Apple) in an updated version of this paper. This paper does not aim
at providing a comprehensive review but rather focuses on some select current developments. Figure 2 and Figure
3 provide an overview of encryption policies and methods in these states. They reflect variations among nations
and the emerging nature of national policies at this stage, with no clear converging paths.
Comparing encryption policies and their employed methods in democratic regimes resulted in the following key
insights:
National policies implement multiple methods: These policies are (still) in flux and are likely to respond
to international policy and historical developments.
Baskets of policies have varying impacts.
Democracies mapped – need for balance: Democracies balance the values discussed in this paper, but
other regimes, particularly more authoritarian governments such as Russia and China affect the ideasphere and policy developments in non-democratic regimes.
Corporate policies depend on business model: Corporate encryption policies will be discussed in a
revised and extended version of this paper.

Figure 2: National Profiles x Methods (1)
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Figure 3: National Profiles x Methods (2)

United States: According to estimates by the Electronic Frontier Foundation, the U.S. government has
4
engaged in legal hacking for at least 15 years. The most prominent U.S. case for legal hacking is the 2015 FBI
vs. Apple case, in which the Israeli company Cellebrite allegedly helped the FBI gain access to encrypted
5
information on a terrorist’s iPhone. Also, as of December 1, 2016, Rule 41 of the Federal Rules of Criminal
Procedure was changed which simplified the process for law enforcement to acquire warrants for this
6
7
purpose. For three recent U.S. cases involving lawful government hacking, see footnote.
United Kingdom: In November 2015 the Investigatory Powers bill was introduced in the UK parliament and
8
passed into law on November 29 as the Investigatory Powers Act. Lawful government hacking is referred to as
“Equipment Interference” in the new law. It allows targeted hacking and bulk hacking (though the latter is only
authorized for foreign targets). Under the Investigatory Powers Act “companies are not required to provide
4
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the government with access to encrypted communications unless it is technically feasible and not unduly
9
expensive.”
Germany: The Bundesnachrichtendienst (BND), Germany’s intelligence agency, has been using lawful hacking
10
since at least 2009. In criminal cases, the so called “Bundestrojaner” (Federal Trojan) has been employed
covertly, but was detected and criticized by the German Chaos Computer Club in 2011; a new version has
11
been approved in 2016. The German police is also known to be a buyer of online surveillance tools (i.e.,
12
FinFisher). The use of legal hacking in Germany has been criticized due to the lack of an appropriate legal
13
framework.

United States: The concept of key escrow emerged in 1993 in the U.S. government Clipper initiative. It
promoted escrowed encryption and was intended “to improve the security and privacy of telephone
14
communications while meeting the legitimate needs of law enforcement.” The Clipper chip never took off
the ground.

United States: In the U.S., part of the public and policy debate addressed “backdoors”, “front doors” and
15
“golden keys”. For instance, legislation introduced in the U.S. Congress, the “ENCRYPT Act of 2016” opposed
16
backdoor or product modifications that lower security, but was not enacted.
France: In the wake of the Paris attacks, French legislators proposed legislation in 2016 that would have
9
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compelled technology firms to provide government access; the proposed amendment to the Digital Republic
17
bill was rejected.
Germany: Germany’s government expressed support for encryption, stating in its Digital Agenda “We support
the use of more and better encryption and aim to be the world's leading country in this area. To achieve this
18
goal, the encryption of private communication must be adopted as standard across the board.” In contrast,
following the terror attacks in Germany and France, Minister of Interior Thomas de Maizière and his French
counterpart Bernard Cazeneuve called on the European Union (EU) to introduce legislation that would force
19
intermediaries to weaken encryption.

It is important to note that weakening standards as a method is a clandestine approach to facilitate
government access. As such it is publicly not known if states are currently engaging in such practices. The
Snowden revelations made public that the NSA influenced NIST cryptographic algorithms leading to a
20
weakened cryptographic standard.

India: India employs sector-specific regulations that prescribe key-length for cryptographic algorithm. For
instance, at a minimum 128 bit encryption must be used for Internet banking, and 64 bit/128 bit encryption
21
for network security in Internet-based trading. The key-length for Internet service providers (ISPs) is kept
much shorter at only 40 bit. For stronger encryption, an ISP has to obtain permission and deposit decryption
17
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with the authorities. Currently, over-the-top services are not subject to this regulation (e.g., the WhatsApp
messaging service employs 256-bit encryption without requiring permission). In a proposal the Indian
government withdrew in September 2015 due to stark public opposition, the authorities attempted to require
users to store their data in plaintext for 90 days and produce it upon request to security agencies; effectively,
23
this is a form of banning encryption (0-bit key-length).

United States: The States of New York and California have considered bills that attempt to regulate the sales
of smartphones that provide encryption and require their decryption or unlocking by the manufacturer or the
24
operating system provider (i.e., CA bill AB-1681, and NY Assembly Bill A8093A). On the federal level, in
opposition to banning encryption via a sales clause, the ENCRYPT Act was introduced to prevent states from
banning digital encryption, but it was not enacted. It would have provided that no state may prohibit the
manufacture or sale of products or services that use encryption or mandate a manufacturer to implement
25
decryption functionality.
India: The use of encryption with a key-length of greater than 40-bit by an ISP requires permission from India’s
26
authorities, an example for regulating the use of encryption.
Israel: The Encryption Order (amended “Order Governing the Control of Commodities and Services;
Engagement in Encryption Items 5735-1974”) prohibits the use of encryption without a license from the
27
Ministry of Defense; certain encryption activities are exempted from this requirement. The order authorizes
the General Manager of the Ministry of Defense to enter any place where encryption activities are conducted
28
and request information at any time.
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Note, all states examined in this paper have some form of export controls for dual-use technology in place, or
are signatories of the Wassenaar Arrangement (including the U.S., the UK, France, Germany, but not India,
29
Indonesia and Israel). Israel observes the Wassenaar provisions without being a signatory.

United States: The U.S. government has relied on the 1789 All Writs Act to compel a private entity to provide
30
assistance to law enforcement for accessing encrypted data and communications. The U.S. government has
requested Apple’s assistance in what turned into the FBI vs. Apple case but later withdrew as the FBI
31
discovered an alternative way to access the locked iPhone. Drafted legislation (“Compliance with Court
Orders Act of 2016”) by Senators Richard Burr (R-NC) and Diane Feinstein (D-CA) in April 2016, attempted to
compel entities to provide technical assistance with reasonable efforts to decrypt data to achieve the purpose
32
of the court order.
United Kingdom: Since the early 2000s, the UK has legislation in place that can compel individuals and
organizations to produce encrypted information in an intelligible form, if so requested by high-ranking law
enforcement and intelligence officials. Failing to comply with an “enforced decryption” notice may result in
33
imprisonment for up to two years, or five years in national security cases. The Investigatory Powers Act
passed into law in November 2016 expanded law enforcement’s authorities to access encrypted information.
Clause 128 places a duty on telecom operators to assist with the implementation of “equipment
34
interference.”
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India: The phone maker BlackBerry provided Indian authorities lawful access to its messaging service and
35
servers, after facing a ban of its service in 2010. Research in Motion (RIM), BlackBerry’s parent company,
36
however, did not or was unable to decrypt secured messages. The Indian government also pressured RIM,
37
Google and Skype to locate some of their servers in India.
Israel: Through its encryption license regime, Israel authorizes senior Ministry of Defense officials to compel
38
licensees to produce information on encryption-related activities.
France: The French government is authorized by law to intercept communications and request means to
decrypt protected information for intelligence purposes from cryptology service providers. Such provider must
39
respond to the request within 72 hours. Also, law enforcement officials may ask experts or organizations to
40
assist and/or perform the technical operation to access and/or decrypt protected data. Technical Support
41
Centers that were created in 2002 provide law enforcement help in decrypting data. Following the 2015
Paris attacks, the French law 2016-731 was enacted in June 2016 to strengthen the fight against organized
crime and terrorism. It punishes technology firms that refuse to decrypt data or turn over decryption keys
requested by law enforcement for investigative purposes; potential penalties for non-cooperation are
42
significant monetary fines and prison sentences. Similar provisions exist since 2001 in the French Criminal
43
Code (Article 434-15-2, para. 1).
Germany: German intelligence and law enforcement agencies are authorized by law to access, intercept and
request stored communications, as well as employ the technical means at their disposal to decrypt protected
communications. If encrypted by a telecommunications provider, the provider must remove the encryption
44
upon a lawful request.
Indonesia: Similar to the Indian episode, Indonesian authorities have successfully requested lawful access to
45
RIM/BlackBerry servers.
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We generally assumed that in all countries the use of some form of metadata is permissible. For instance, data
retention regulation requires telecom operators to collect metadata that is shared with authorities upon
request. Data retention regulations have been controversial and successfully challenged in Austria, Germany
and the EU in recent years. As such, data retention policies and the use of metadata are subject to ongoing
46
changes.

It is possible that sensors and the Internet of Things will provide new ways to gather evidence and intelligence.
For example, in the U.S., law enforcement sought access to data from an Amazon Echo device, a wireless
47
speaker and voice command device, in a murder investigation.

United States: The U.S. Department of Defense requires that its cloud computing service providers that store
48
DoD data do so within the United States.
Germany: An amendment to the German Telecommunications Act requires telecom firms to store metadata
49
in Germany. In the aftermath of the Snowden revelations, Germany and other European countries advocated
for local storage and Europe-only routing as measures against foreign intelligence interference. U.S.
46
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companies, including Amazon, Salesforce, IBM and Oracle, reacted by setting up or considering setting up data
50
centers in Germany.
Indonesia: Regulation No. 82 of Indonesia’s Information and Electronic Transaction Law requires providers of
51
Internet services to maintain their data centers within Indonesia. A draft regulation attempted to require
52
over-the-top (i.e., add-on, non-transport) service providers to store parts of their data in Indonesia, too.

All countries employ some form of traditional methods that enable government access to encrypted data.

Research conducted has yielded the following preliminary observations and insights:
Cyberspace governance is a multi-player game. Like all aspects of cyberspace policy, encryption is an
international issue of multiple overlapping issues and jurisdictions. Private sector actors, national
governments and international organizations influence the policy-making in this realm. As with many
other policy arenas related to the Internet, encryption policy is a multi-stakeholder effort.
Encryption subspace is immature. As opposed to other policy areas, such as the assignment of Internet
names and numbers, the development of technical standards and cybercrime cooperation, the
institutional architecture for encryption policy remains rather protean.
Opportunity for leadership. The development of international encryption policy is in its early stage which
creates an opportunity for leadership. In our view, the actions of a dominant player, such as the U.S., will
not define the global policy, but it will be an important factor shaping it. In setting encryption policy
(nationally, as well as internationally), European countries have moved forward while the U.S. has so far
shied away from regulations that would empower government access at the expense of other common
interests. One might learn in this regard from the emergence of transatlantic data privacy standards. The
U.S., generally a first mover in the technology and innovation space, has the opportunity to influence,
although not to define, the global outcome.
Different policy approaches across democratic regimes. The U.S. and European philosophies of and
approaches to individual privacy and the role of government regulation are fundamentally different. As a
result, the European approach is more restrictive than the U.S. approach. Various accommodations have
been made to allow companies to do business across the Atlantic, for example, to share employee and
customer data with the business partners and subsidiaries. However, both the European and American
50

Katharine Kendrick. 2015. Risky Business: Data Localization. Forbes. http://www.forbes.com/sites/realspin/2015/02/19/risky-business-datalocalization/#7789e32e8c8b.
51
ITI. 2016. Data Localization Snapshot. https://www.itic.org/public-policy/SnapshotofDataLocalizationMeasures7-29-2016.pdf.
52
ITI. 2016. Data Localization Snapshot. https://www.itic.org/public-policy/SnapshotofDataLocalizationMeasures7-29-2016.pdf.

36

privacy policy environments remain volatile and the accommodations are fragile, the more so because of
recent changes in the U.S. administration.
International encryption policies affect global ICT companies. Global companies are continuing to
respond to regulatory developments on both sides of the Atlantic. But, as a practical matter, they are also
preparing to operate in accordance with the stricter European standards.
As this report has explored finding balanced approaches for global encryption and their international implications,
the following are two preliminary concluding thoughts on how to drive this development:
First, through the appropriate mix of policies, it is possible to find a middle ground that serves common
interests. In the authors’ experience, if you start from a frame of common interests—in this case, the
need for cyber and terrestrial safety and security—solutions almost always emerge, sometimes rather
unexpectedly.
Second, the international aspects of this issue are compelling in the context of practical methods to
support governmental missions while minimizing the negative impacts on cybersecurity, privacy and
human rights.
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Lawful Access and Security:
A Transatlantic Perspective
Workshop | 19 May 2016 | The Hague
Discussion Background and Goals
Government organizations, companies, and individuals want to protect
themselves from unwanted access to sensitive digital data. Encryption
is part of the solution. At the same time, the increasing use of digital
technology by criminal and terrorist organizations has heightened public
concern about the threat such malicious use poses to society. Encryption
can impede law enforcement’s ability to investigate or prevent such
crimes.

Lawful Access to Plaintext: Not a New Issue
The controversy highlighted by FBI v. Apple is not new. In 1992, a vigorous
debate began in U.S. government and industry circles about the costs
and benefits of relaxing export controls on encryption products with
key lengths greater than 40 bits. U.S. law enforcement and intelligence
agencies opposed liberalization, while economic agencies and most of
industry favored it.
In 1996, at the direction of Congress, the National Research Council
prepared a study that captured viewpoints familiar today (see excerpt,
right). The export control debate ended in 1998, when the U.S. allowed
the export of products utilizing 56-bit DES, abandoning an earlier effort
to require “key escrow” that would enable the government to decrypt
information to which it otherwise had lawful access.

“For both law enforcement and
national security, cryptography
is a two-edged sword. The public
debate has tended to draw lines
that frame the policy issues
as the privacy of individuals
and businesses against the
needs of national security and
law enforcement. While such a
dichotomy does have a kernel of
truth, when viewed in the large
this dichotomy is misleading. If
cryptography can protect the trade
secrets and proprietary information
of businesses and thereby reduce
economic espionage (which it
can), it also supports in a most
important manner the job of law
enforcement. If cryptography can
help protect nationally critical
information systems and networks
against unauthorized penetration
(which it can) it also supports the
national security of the United
States. Framing discussion about
national cryptography policy in
this larger law enforcement and
national security context would
help to reduce some of the
polarization among the relevant
stakeholders.” Cryptography’s
Role in Securing the Information
Society, National Research Council,
1996 [emphasis added]

Lawful Access and Security:
A Transatlantic Perspective

What Is New: The International Dimension
Unlike the 1990s when U.S. encryption products dominated the market, today there is widespread access to
encryption from multiple sources that is reasonably secure and user-friendly. In addition, global cloud service providers
and equipment manufacturers are increasingly enabled encryption by default in their products. Thus no national
solution can be sufficient. An international approach, comprising at least democratic nations, is required to make
progress and find balance.

Reducing Polarization: The Search for Middle Ground
Parties interested in finding solutions that will maximize security in both the online and offline worlds confront such
questions as:
1. What are the economic and national security impacts of providing law enforcement with special decryption
capabilities? What are the human rights/civil rights impacts?
2. How can these impacts be weighed against impacts to society when law enforcement generally cannot access plaintext?
3. Is it be preferable to focus on enhancing law enforcement capabilities to utilize, where authorized, other
means of getting relevant information including capturing metadata, compromising endpoints, exploiting
vulnerabilities, social engineering, etc?
4. Can techniques (such as two-party (split) key escrow/key recovery systems, providing for a differential work
factor, one-time software) or incentives (e.g., cost-reimbursement and/or other fees) be devised that let
industry assist law enforcement without unacceptable impact on cybersecurity?
5. What kinds of situations, events, and investigations most require speedy decryption on behalf of law enforcement?
6. What kinds of media are most important to law enforcement, e.g., information stored on a device, stored in
the cloud, or in transit?

Purpose of this Workshop
The workshop has three goals:
1. Provide updates on encryption policy developments in the U.S., Europe, and India.
2. Share viewpoints on questions such as those above. 1
3. Identify a balanced group of experts that can work together going forward to identify promising middle
ground approaches.

Workshop Guidelines
1. The proceedings are subject to the Chatham House rule (no attribution).
2. After a series of introductory remarks, the moderator will recognize those wishing to speak and call on them
in order.
3. Participants should identify themselves before speaking, be brief, and be courteous.

1
Research on this topic is also being conducted by the Center for Strategic and International Studies (http://
csis.org/program/encryption-and-government-access) and the National Research Council (http://sites.nationalacademies.org/CSTB/CurrentProjects/CSTB_171064), report expected March 2017. The 1996 NRC study can be found at:
http://www.nap.edu/catalog/5131/cryptographys-role-in-securing-the-information-society.
t: EWInstitute
f: EastWestInstitute

ENCRYPTION PRINCIPLES
A Comprehensive Approach to Promoting Global
Cybersecurity, Public Safety, Personal Privacy & Prosperity
The current polarized debate on the use of
encryption to promote security regrettably
assumes that solutions must have winners and
losers. We forcefully reject this assumption.
Effectively addressing all legitimate interests
requires acknowledging two realities: first,
increased reliance on secure information
technologies improves our daily lives, advances
our economy and individual freedoms; and,
second, bad actors will misuse security tools to
pursue their illicit aims — from terrorism and
violent crime to cyberattacks.
These realities establish two goals, both of which
must be achieved:

1. Criminals and terrorists must be
stopped, and
2. Individuals’ security and privacy
to enjoy and lead daily lives in the
digital world must be safeguarded.

An enduring solution to the encryption challenge
must balance the legitimate rights, needs and
responsibilities of:

» Governments to protect personal and
confidential information they hold and
to prevent terrorist and criminal acts and
prosecute offenders;

» Individual citizens’ right to secure the
privacy of their personal information.

» Providers of critical infrastructure
and essential services — including

water, electricity, transportation, banking, and
health — to protect their operations from
cyberattacks;

» Third-party stewards of personal data and
confidential business information to protect
the data entrusted to them;

» Innovators to develop products and

services that improve our daily lives and
drive economic growth free of government
mandates.
more

>>

www.bsa.org/encryptionprinciples

PRINCIPLES FOR ACTION
Moving the encryption debate forward will require many groups to come together to craft solutions.
We will evaluate any proposed legislation, regulation or policy on encryption in light of the following
principles:

1. Improving data security: Providers of data services — storing, managing or transmitting

personal or business data — must be permitted to use the best available technology to thwart
attacks against that data or the entities and individuals who depend on those services.

2. Enhancing law enforcement and counter-terrorism capabilities: Law enforcement

agencies, subject to appropriate privacy and civil liberties safeguards, should have access to the
best available resources, information, and tools available to prevent and prosecute terrorist and
criminal acts.

3. Promoting privacy: Individuals have a right to be secure in their public, private and
commercial lives and interactions.

4. Protecting confidential government information: National, state and local agencies

should ensure that the data they hold is secure against threats of domestic and foreign intrusion.

5. Encouraging innovation: Developers and providers of innovative data security tools should
be free of government mandates on how to design technology products and tools for digital
security.

6. Defending critical infrastructure: Providers of essential services, such as banking, health,

electricity, water and other critical infrastructure providers, should be empowered to provide the
best available security technologies to their users. Best practices should be widely shared.

7. Understanding the global impact: Criminal and terrorist acts are not limited by national

borders, and laws and policies must create consistency and clarity in all countries where security
technologies are developed and used.

8. Increasing transparency: There should be full, transparent, and considered public dialogue
before any legislative proposal concerning the future of technology mandates or encryption is
adopted.

www.bsa.org/encryptionprinciples

42

T

he introduction of connected intelligence into industrial settings and its integration into “smart cities,”
create an unprecedented set of security risks to everyday life. At the summit, this breakthrough group will
chart ways to increase the cyber resilience of urban environments on a global basis, looking at ways to
improve readiness, responsiveness and reinvention.

Like all large organizations, cities struggle with the basic capabilities and competencies related to cybersecurity of
their information, systems, and services. But the bigger challenge may be the cyber resilience of the urban
environment. For example, Rotterdam (a member of the 100 Resilient Cities) published the first cyber resilience
strategy for a city. Cyber resilience for cities should improve readiness, responsiveness and reinvention. The last
category is perhaps the most challenging. More research and engagement is needed to help advance the
understanding of how to define and advance cyber resilience.
This breakthrough group aims at testing two novel ideas as a means to tackle cybersecurity in resilient cities and
the Internet of Things. First is the notion that the proliferation of smart, interconnected devices provides an
opportunity rather than a threat to cybersecurity. By 2020, over 50 billion devices will be connected to the
Internet, forming a network of sensors and collecting essential information about the network environment and
the states of their interconnected peers. Rather than assuming these networks of sensors and devices will
inevitably be exploited by malicious actors, new technical and organizational arrangements could be designed to
harness the collective intelligence of these sensor networks for the purpose of securing and defending the Internet
of Things. Second, a shift in the way security is managed may be needed since the sheer number of interconnected
devices will make it almost impossible to consistently maintain the security of endpoints. Moving forward, network
intermediaries will play a more prominent role in providing cybersecurity. A new model would enhance security at
the network level through close collaboration among network providers. Smart cities can be used as a test-bed to
experiment with this new approach. This group also builds on EWI’s past work on critical infrastructure resilience
and preparedness, including the use of the international information-sharing platform for sharing best practices for
mitigating cyber risk to critical infrastructure.
Accomplishments:
In partnership with the Industrial Control System Information Sharing and Analysis Center (ICS-ISAC), the
Cyberspace Research Institute and Unisys, EWI developed a concept and launched an action-oriented, interactive,
community-based platform for international sharing about cyber risk to critical infrastructure and good practices
for mitigating risk.
Goals:
This breakthrough group will chart ways to increase the cyber resilience of urban environments on a global basis,
looking at ways to improve readiness, responsiveness and reinvention.
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By Richard Chirgwin
The Register, 24 Oct 2016
Accessible at:
http://www.theregister.co.uk/2016/10/24/thanks_iot_vendors_your_slack_attitude_will_get_regulators_moving/

Last Friday's Mirai botnet attack against Dyn must force everybody's hands – vendors, regulators, and Internet
infrastructure operators.
It's going to be a while before research gets as far as attribution to an attacker, but in the meantime, there's plenty
of culpability to go around.
Two things are clear, however: the freewheeling idiots of the Internet of Things business need the fear of
regulation put into them – and so do network owners and operators.
Vendors
We don't just mean the specific vendor, XiongMai, named by Flashpoint as making the cameras exploited by Mirai.
Buggy cameras and DVRs, to pick out just one product segment, are all over the place.
Since the White House asked Mudge to create a “Cyber UL” last year, the industry got busy with a flurry of activity
designed, we suspect, to prove it could handle things without Washington getting involved.
Within a month, the industry formed a committee, in the Online Trust Alliance.
Then it formed another, the IoT Security Foundation.
Then another, the Open Connectivity Foundation.
The Industrial Internet Consortium, late to the party, recently came up with its own guidelines.
What are the outputs from all of these talking-shops? Nowhere near enough.
The Online Trust Alliance needed 15 month to finally come up with a vision for IoT security.
The IoT Security Foundation promises best practice guidelines by the end of this year.
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The Open Connectivity Foundation has gone further, opening certification labs this month to let its members
certify products (including one at Underwriters Laboratory in the US), and has published an open source software
framework.
It's just as well for the various vendor love-ins that Mirai happened after last week's conference with the National
Telecommunications and Information Administration, or vendors might have genuinely been hauled over the
coals.
Why are there so many mostly slow-moving IoT security gatherings?
Partly it's because nobody wants to standardise their interfaces or APIs when Google (try Threading or Weaving
your way to a thorough understanding of where Brillo fits, and why Nest doesn't like any of them), Apple
(HomeKit), Samsung (SmartThings), LG (SmartThinQ), or Amazon still all reckon they can corner the market.
And as we said, partly it's probably to prove to the Feds that regulation isn't needed.
Too late, everybody: Mirai proves you're not going to march in step without a whip at your back. The world knows
your products can at least pass a standard, basic security test suite, and will get recalled if they can't.
And while things move slowly in Washington, we're heartened that Mudge's efforts have given rise to research to
try and quantify security risks, here.
Internet infrastructure companies
From the edge to the core, Internet minnows and whales knew that DNS can be blasted by a botnet, because it's
happened before – when DNS-changer-infected PCs attacking the system were quarantined in a thenunprecedented cooperation between Internet companies and the FBI.
Paul Vixie was at the heart of that response, and is so disheartened by things that in March of this year, he
suggested governments get involved, by way of penalties for network operators that don't block attack traffic.
The Internet Society (ISOC) warned last year that the Internet is in danger from the IoT, and while it's put
forward routing security proposals, the MANRS initiative needs a lot more members before it could prevent
something like the Dyn outage.
ISOC warned in 2014 that network owners' failure to implement the BCP 38 anti-spoofing standard (authored in
2000) puts the internet at risk.
It's no surprise, though: another key measure to secure the DNS, DNSSec, was first written in 1997 and after nearly
20 years has gone nearly nowhere.
DNS Changer proved that network operators can put responses in place: that Dyn succumbed to the Mirai botnet
is because they choose not to.
The Internet is too embedded in nearly every business operation for repeats of the Dyn attack.
Operators who have known how to fix the DNS, and IoT vendors who don't care about security, are both inviting
the heavy hand of regulation.
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WiTec (The Worldwide Innovation Technology and Entrepreneurship Club) grew from US National Science
Foundation Partnerships for Innovation projects (Wireless Grid Innovation Testbed). We welcome the opportunity
to share our work with the East-West Institute.
WiGiT foresaw cognitive ‘cloud to edge’ dynamic distributed resource sharing technical, economic, and policy
challenges. Edgeware was invented and innovations experimented with over a decade to identify solutions to
future problems. These are now threatening the smart city, and everyone else, for real and virtually. The Open
Specifications Model can help.

“Nothing exists in the physical world or in the virtual world, or can exist in either, that is not in the model.”
Lee W McKnight, Syracuse University, 2014
A comprehensive model does not of course ensure a viable solution for resilient cities. However, if one is beginning
a journey without a map, how can one know if we are there yet? WiTec coordinates the ongoing development of
the Open Specifications Model for the wireless grid in Internet of Things (now v0.4; see above) to enable resilient
cities and communities. WiTec also cooperates with the The Things Network, which has grown rapidly to include
over 280 (increasingly smart) cities in over 60 nations. The Things Network leverages the LoRaWAN (Long Range
Wide Area Network) wireless data network standard for secure peer-to-peer smart city IoT innovation.
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However, even in the most resilient city events occur, due to extreme weather or other causes. The NSF PFI WiGiT
project developed and tested on – and – off-grid dynamic edgeware solutions of cloud services, software defined
(cognitive) radio, mesh networks, and other things for cyberphysically secure social emergency response. WiTec,
DRC ministries, and schools in Goma (city of 2 million near an active volcano) are planning Open Specs Modelcompliant smart pack field tests, for worst-case scenario survival. WiTec invites the East-West Institute and its
partners to contribute to further evolution of the model, and edgeware, for resilient cities.

Source: UNICEF ‘In Case of Emergency’ event, Google San Francisco, March 2016
Inquiries: Lee W McKnight, faculty advisor, WiTec lmcknigh@syr.edu & Josephine Bellon, President, WiTec;
jnbellon@syr.edu
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1: The Internet of Things
A Guide to the Internet of Things Infographic (from INTEL):
http://www.intel.com/content/www/us/en/internet-of-things/infographics/guide-to-iot.html
An Executive’s Guide to the Internet of Things Infographic (from Forbes):
http://www.forbes.com/sites/baininsights/2016/05/19/an-executives-guide-to-the-internet-of-thingsinfographic/#5b2fccc3f239
Burrus, Daniel, “The Internet of Things is Far Bigger than Anyone Realizes,” Wired Magazine, at
http://www.wired.com/insights/2014/11/the-internet-of-things-bigger/
As IoT begins to make its mark on the tech industry and revolutionize not only consumer goods but virtually every
aspect of human life (author suggests things from cars to street lights to seaports will eventually be “smart”), the
importance of IoT, lies, as the author points out, in the sensors and cloud computing inherent in the technology.
While smart devices have the capacity to “talk to” or communicate with other smart devices (M2M), they also have
the capacity to gather and monitor data (vis-à-vis sensors) and analyze that data in real-time (vis-à-vis cloud-based
software applications). Below is a poignant example provided by the author of the importance of monitoring and
analyzing data in real-time through the novelty of a “smart” infrastructure:
If there’s ice on the bridge, the same sensors in the concrete will detect it and communicate the
information via the wireless internet to your car. Once your car knows there’s a hazard ahead, it will
instruct the driver to slow down, and if the driver doesn’t, then the car will slow down for him. This is just
one of the ways that sensor-to-machine and machine-to-machine communication can take place. Sensors
on the bridge connect to machines in the car: we turn information into action.
Chambers, John and Wim Elfrink, “The Future of Cities,” Foreign Affairs (October 31, 2014), at
https://www.foreignaffairs.com/articles/2014-10-31/future-cities
The authors of the article expound that the integration of IoT into daily life, namely into city infrastructure (roads,
buildings, waste management systems, etc.) will greatly reduce costs and yield billions of dollars in value. The
authors cite the success of Barcelona, Spain and Songdo, South Korea as two “smart” cities which have integrated
various IoT devices and projects into multitudes of city infrastructure projects which have cut costs and reduced
emissions, saving energy and dollars. The authors appear to be proponents of IoT in managing cities and the
benefits that the public and private sectors could yield if IoT devices were integrated on a greater scale.
Heppelmann, James E. and Michael E. Porter, “How Smart, Connected Products are Transforming Competition,”
Harvard Business Review (November 2014), at
https://hbr.org/2014/11/how-smart-connected-products-are-transforming-competition
The IoT as described by the authors is the “third wave” of product revolution due to information technology. The
ubiquitous connectivity of smart devices has two unique functions: 1) to allow the product to transmit information
wirelessly to outside parties (i.e. the manufacturer, user, other products, etc.); and 2) the product cloud – allowing
some of the product to exist outside of the physical instrument. Connected devices, essentially products with builtin computers with wireless connectivity, require manufacturers to develop new technology infrastructures, known
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as “technology stacks.” According to the authors, a stack is comprised of, “modified hardware, software
applications, an operating system embedded in the product…network communications to support connectivity,
and a product cloud containing the product-data database, a platform for building software applications, a rules
engine and analytics platform, and smart product applications that are not embedded in the product.”
These smart devices have three purposes, as argued by the authors: 1) to monitor the product’s condition,
external environment, its operation and usage through the use of sensors, and to enable alerts/notify of changes;
2) to control and personalize user interaction with the product in novel ways; 3) to optimize the product operation
and use in order to enhance the product and to allow predictive diagnostics, service, and repair. Combining these
three factors of the “smart” device allows autonomous product operation, self-coordination of operation with
other products and systems, autonomous product enhancement and personalization, and self-diagnosis and
service.
Pierce, David, “The Internet of Things is Everywhere, But it Doesn’t Rule Yet,” Wired Magazine (December 29,
2015), at http://www.wired.com/2015/12/this-year-was-almost-the-year-of-the-internet-of-things/
The article points out that the IoT industry has yet to take off in the mainstream market but is firmly optimistic that
its expansion will occur in the near future. The author raises the point that at the present time, IoT companies
must still perfect their technology and manage a way to centralize the multitudes of “smart” devices we will likely
find ourselves interacting with in the years to come. Another central point the article raises is that in the wake of
huge data-hacking scandals like that of Target in 2013, the public and IoT industry leaders must create a dialogue
on how private data will be extracted and what will be done with it, and to ensure government transparency in the
exchange of information that IoT, as described by the author as a “tidal wave,” will bring.
Sarma, Sanjay, “The Internet of Things: Roadmap to a Connected World,” MIT Technology Review (March 11,
2016), at https://www.technologyreview.com/s/601013/the-internet-of-things-roadmap-to-a-connected-world/
The author at once explains the evolution of the Internet of Things and discusses potential downfalls of the
technology. He asserts that the IoT will eventually influence everything, both in industrial and personal spheres,
and that the main underlying problem with this is the lack of any clear or universally agreed-upon architectures for
building connected systems. Given this main issue and others that IoT expansion will undoubtedly cause, he
elaborates upon three main suggestions that he feels would assist in “controlling the chaos.” These are 1)
establishing an agreement on system architecture; 2) developing open standards reflecting the best architectural
choices, and 3) creating a “test bed” where best practices can be designed and perfected.

2: Security of the Internet of Things
Barcena, Mario Ballano and Candid Wueest, “Insecurity in the Internet of Things,” Symantec Security Response
(March 12, 2015), at http://magasinet.f5.dk/wp-content/uploads/2015/08/insecurity-in-the-internet-of-things2.pdf
This report claims that many household “smart” devices are found to be lacking in critical security apparatuses,
leaving them vulnerable to third party manipulation/hacking. Through analyzing 50 common smart devices, the
report’s authors aim to show that weaknesses to IoT systems are well known to both the security industry and
manufacturers and should be fixed in the future prior to the release of any IoT device. Some of the report’s
findings are:




None of the tested devices utilized strong passwords, used mutual authentication, or protected user accounts
against “brute-force” attacks.
Some of the IoT cloud interfaces did not support two-factor authentication.
Most of the IoT services did not provide signed or encrypted firmware updates, if updates were provided at all.
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It can be deduced from the report that the methods in which smart devices “connect” wirelessly (most frequently
through Wi-Fi, but also through other radio protocols such as Bluetooth 4.0), leave devices unprotected. The
authors conclude that IoT devices must start using methods of “mutual authentication and encryption.”
Bevan, Kate, “The Internet of Things Makes Strange — and Worrying — Connections,” Financial Times (January
24, 2016), at http://www.ft.com/cms/s/2/7b880aa2-b616-11e5-b147-e5e5bba42e51.html
The author touches on the explosive impact that the IoT has, and will have, in the coming years on the tech
industry. However, the author brings to light some of the security risks associated with IoT devices: in 2015,
Chrysler recalled 1.4 million cars after a Jeep’s transmission, air conditioning and radio were all hacked while the
car was in use. However, the author cites various reports by firms such as Juniper and Gartner that expect IoT
devices to number >20.8 billion devices by 2020. As more and more devices become “smart,” the author fears not
enough security measures are being taken to insure the reliability and safety of users in the upcoming IoT world.
Moreover, the author correctly points out that information gathered and transmitted between devices, known as
Machine to Machine (M2M) communication, is not currently protected under data protection laws; user privacy in
the new age of IoT is not guaranteed. In 2014, HP reported in a survey of IoT devices that 90% collected “at least
one piece of personal information.”
Fishenden, Jerry, “Internet of Thieves - Government Must Take a Lead in Internet of Things Security,” CIO
(February 8, 2016), at http://www.cio.co.uk/blogs/political-debate/internet-of-thieves-3634688/
Fishenden notes the need for government intervention in the fight for user data privacy, and he sees the IoT as the
next fundamental resource in which private data will be mined. The author seems to focus not on hacking as an
avenue in which private data will be “thieved,” but rather on big corporations, ad agencies, and even governments
themselves as the agents of data heist by lax privacy laws in the emerging IoT market.
Fleishman, Glenn, “An Internet of Treacherous Things,” MIT Technology Review (January 13, 2015), at
https://www.technologyreview.com/s/534196/an-internet-of-treacherous-things/
The author draws a parallel between the insecurity of home networking products (namely consumer-based
routers) and the actual and potential insecurity of IoT devices. These devices lack many of the same security
measures as routers for a multitude of reasons: 1) “low price drives buying habits, and features are unevenly
included across cheaper hardware, even from major vendors”; 2) user impatience in creating unique
username/password combinations and two-factor authentication; 3) devices simply do not receive required
upgrades from manufacturers. The author explains that:
Manufacturers discontinue support to keep costs down; [they] go under or exit the business; and
customers may be ill-equipped to handle the technical operation of upgrading firmware, which can
involve downloading a patch, and uploading one via an administrative interface in a Web browser.
Higgins, Kelly Jackson, “New Internet of Things Security-Certification Program Launched,” Dark Reading (May 25,
2016) at http://www.darkreading.com/iot/new-internet-of-things-security-certification-program-launched/d/did/1325676
On May 25, 2016 ICSA Labs, an independent division of Verizon, launched a security testing program for IoT
products in the hopes of nudging vendors to adopt better security practices for their devices. This follows in the
footsteps of Underwriters Laboratories’ (UL) launched its Cybersecurity Assurance Program in April (UL CAP), which
created a new set of standards for IoT and critical infrastructure vendors to use in evaluating weaknesses and
vulnerabilities in their products. The author notes that though a device may seem secure when tested in isolation,
vulnerabilities could appear when it is exposed to its operating “ecosystem.” An ICSA Labs certification would
signify that a product had recently undergone a testing program and that any existing vulnerabilities were fixed.
However, even technologies that have the certification must be subject to ongoing testing, as new security risks
may appear.
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Lomas, Natasha, “The Internet of Things is a Security Nightmare, Warns EFF,” Tech Crunch (May 9, 2016) at
http://techcrunch.com/2016/05/09/the-internet-of-things-is-security-nightmare-warns-eff/
A panel discussion geared at finding a balance between security and privacy at Disrupt New York 2016 tackled
important topics such as strategies for securing consumer data and risks associated with an expansion of the IoT.
There is a trend in the private sector, especially with messaging companies such as Whatsapp, of increasingly
viewing the government as an oppositional force. It is clear that data must be protected, and some experts suggest
that one way of doing it is simply not to store the information at all – a zero knowledge model.
The contention between privacy and security has increased dramatically in the past few years given the large shift
in volume and type of data being put online. This shift has incentivized hackers to search for and exploit an evergrowing list of vulnerabilities. Nate Cardozo, a senior staff attorney at the Electronic Frontier Foundation, highlights
the human risk factor in securing the IoT and worries about how the lack of knowledge or consensus in securing
data could impact embedded systems, such as medical devices.
Metz, Rachel, “Finding Insecurity in the Internet of Things,” MIT Technology Review (January 25, 2016), at
https://www.technologyreview.com/s/545661/finding-insecurity-in-the-internet-of-things/
The author suggests that the IoT is an insecure system which has the potential to be manipulated and hacked. Two
ways in which the IoT can be made more secure are discussed. The first is to monitor smart devices and their
connected networks (things like from where data is being sent, where it’s being sent to, and how much of it is
actually being sent) and to block suspicious activity. The second, and to which Phil Levis at Stanford’s Secure
Internet of Things Project promotes, is for software developers of IoT devices to write smarter and more secure
code before releasing the products. This is an argument made in other articles mentioned in this list: the IoT will
inherently be insecure so long as manufacturers neglect to employ proper security measures in connected, smart
devices.
Metzger, Robert, “Reconciling Risk and Value for the Internet of Things,” Federal Times (February 10, 2016), at
http://www.federaltimes.com/story/government/solutions-ideas/2016/02/04/reconciling-risk-and-valueinternet-things/79826836/
The author describes the way IoT devices operate and interact with each other, and proceeds to explain the
vulnerability of interconnected devices to malicious attacks and the impact such an attack can have on a very
broad system (an example the author employs is if a “smart” electrical generator were to be corrupted, countless
other generators could be degraded or disabled along an entire grid, simply because of how each generator, in this
case, interacts with one another). In his own words:
The IoT likely will proliferate devices and systems at risk of discrete attacks – an “attack once, impact
many” paradigm. This exposure results where devices and dependent systems possess common
vulnerabilities and suffer circulation of common injury, and where corruption spread among linked
applications affects numerous connected systems.
Metzger suggests that the U.S. government has the ability to curb the impact and frequency of IoT and outlines five
“recommendations” he believes will accomplish this: 1) Create market and tax incentives to encourage defense
industrial base and other private sector critical infrastructure participants to self-assess for cyber/physical and IoT
vulnerabilities and act to eliminate them; 2) Promote continuing development of scalable IoT and cyber/physical
norms, standards and best practices, while taking care to avoid both prescriptive solutions or the potential chaos
of competing and conflicting norms; 3) Develop and validate methods of authentication and authorization, as may
rely (for example) upon embedded, tamper-proof and cryptographically secure chips, in order to enhance
transaction security among IoT applications, devices and core systems; 4) Cause federal agencies responsible for
critical systems and infrastructure to assess vulnerability of present and planned systems to cyber/physical threats,
and to implement protection plans; 5) Begin to develop regulations to require defense primes and critical
infrastructure contractors to adopt systems to anticipate and avoid cyber/physical vulnerabilities and to monitor
and report on cyber/physical attacks. In addition, Metzger highlights the importance of “reaction, recovery,
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reporting, and information exchange after attack” to bolster security measures, suggesting a codified national
strategy for responsible IoT security as essential.
Morgan, Steve, “IoT Security: $1-per-Thing to Protect Connected Devices,” Dark Reading (January 14, 2016), at
http://www.darkreading.com/vulnerabilities---threats/iot-security-$1-per-thing-to-protect-connecteddevices/a/d-id/1323921
By comparing the amount of smart devices set to be “connected” by 2020 with the growth of the IoT security
industry, Morgan has reached the conclusion that it will cost device manufacturers approximately one dollar per
device to ensure the integrity of their security. The author draws a parallel to the need of protecting laptops and
PCs to that of protecting current and future IoT devices. Morgan cites an FBI Public Service Announcement which
states that difficulty in patching IoT devices has left personal information and physical safety at risk of hackers
exploiting IoT security flaws to gain access to home and commercial networks. In the emerging IoT industry,
security must be a top priority for every manufacturer and producer.
Thielman, Sam, “The Internet of Things: How Your TV, Car and Toys Could Spy on You,” The Guardian (February
10, 2015), at http://www.theguardian.com/world/2016/feb/10/internet-of-things-surveillance-smart-tv-carstoys
The article attempts to explain Director for National Intelligence James Clapper’s statement that the IoT will
provide law enforcement and intelligence agencies unprecedented surveillance access through the advent of new
“smart” devices. While the public dialogue surrounding end-to-end encryption has served as a cornerstone for
privacy advocates, government officials, hackers, and potential thieves have a new outlet to monitor user activity,
both online and off, through the technological innovations the IoT will bring. Sensors in some devices will be able
to provide eavesdroppers audio and visual surveillance to unsuspecting individuals, allowing access for intelligence
agencies to “snoop” on targets, provided they possess a lawful warrant to do so. Clapper’s statements seem to
contradict efforts being made in the private sector to strengthen the security of IoT devices to protect user privacy.
The article points out that some smart devices, such as cars, can provide a “surveillance suite all by themselves.”
Other devices transmit data and receive instruction from a database or server. The article points out that
communication to this database from the device, as well as the database itself, are often insecure and liable for
unlawful penetration vis-à-vis third parties. The data stored on these servers, which in effect act as “collection”
hubs, can contain information as personal as which items you keep in your refrigerator.
Zetlin, Minda, “Internet of Hackable Things? Why IoT Devices need Better Security,” The Enterprisers Project
(February 8, 2016), at https://enterprisersproject.com/article/2016/2/internet-hackable-things-why-iot-devicesneed-better-security
The article is a transcribed interview with the chief information officer of Prescient Solutions, Jerry Irvine. In the
interview, Irvine states that IoT devices do not possess adequate amounts of surface area where more complex
processing chips could be installed (chips with installed security measures). Therefore, security measures that
manufacturers might package with their device aren’t physically included, and management applications that do
offer basic security measures (username/password) are quite easy to bypass.
Irvine also notes that the machine-to-machine communication (M2M) that IoT devices champion has actually been
around for decades, but that the protocols in which they communicate were not designed to exist in the “open
environment” that is the Internet, and that the security of these protocols need to be updated in the age of IoT.
Irvine suggests that until this happens, IoT and ICS (Industrial Control Systems) devices should be run on networks
separate of the Internet, and that only privileged users and computers should have access to these networks. In
terms of the commercial appeal of IoT however, this seems to be a major drawback; household IoT devices are
marketed on the basis that users will no longer have to manually oversee the operations that their devices
perform.
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“Strategic Principles for Securing the Internet of Things,” Department of Homeland Security (November 15,
2016), at
https://www.dhs.gov/sites/default/files/publications/Strategic_Principles_for_Securing_the_Internet_of_Thing
s-2016-1115-FINAL....pdf
Considering the numerous threats to the Internet of Things, the Department of Homeland Security published
security recommendations to address these concerns. Some of these recommendations provide security from the
device’s conception to better user practices of IoT devices. Firstly, the guide recommends using technical, up to
date operating systems when manufacturing IoT devices. Additionally, manufacturers are recommended to
provide unique authentication passwords and usernames to prevent botnets from gaining access to devices. The
guide also provides suggestions for long term security. These include automated updates and real time monitoring
of research and hacker communities to address vulnerabilities as they arise. However, the article notes that “endof-life dates” are essential as devices reach a point where they can no longer support system updates to ensure
security. Challenging the nature of IoT, the guide recommends potentially limiting device connectivity. By reducing
continued connectivity, users decrease their risk of exposure to cyber-attacks.

3: Encryption and the Internet of Things
Benner, Thorsten and Mirko Hohmann, “The Encryption Debate we Need,” Global Public Policy Institute (May
19, 2016), at http://www.gppi.net/publications/data-technology-politics/article/the-encryption-debate-weneed/
This article discusses the issues that arise in law enforcement with the increasing use of end-to-end encryption in
the IoT, specifically in messaging devices. The authors compare the U.S. and Germany’s encryption debates,
outlining the differences between the two in terms of how each country has approached the situation. In the U.S.
there is a war between Washington and Silicon Valley regarding the installation of “back doors” that would allow
the government access to encrypted information in exceptional circumstances. James Comey, director of the FBI,
has referred to the dangers “going dark” could pose for law enforcement. Civil liberties advocates, on the other
hand, argue that installing such backdoors could set a worrying precedent in terms of data privacy.
The German government, unlike that of the U.S., has publicly declared its support for more widespread and
effective encryption. However, policymakers in Berlin are beginning to worry about the practical realities of more
encryption, especially in light of the recent terrorist attacks in France and Belgium. The author suggests that
Germany should take an “encrypted world” as a given and foster discussion in this context, focusing on policy that
would allow law enforcement to fulfill its duties in a world of ubiquitous encryption. To do so, they must address
legal frameworks, technical capabilities and staffing.
Emery, Vaughan, “End-to-End Encryption is Key for Securing the Internet of Things,” HelpNetSecurity (September
7, 2015), at https://www.helpnetsecurity.com/2015/09/07/end-to-end-encryption-is-key-for-securing-theinternet-of-things/
The author stresses that smart devices offer back doors to potential malicious activity and that data communicated
between machines (information recorded by embedded sensors and the traffic from device to manufacturer
database) must have end-to-end encryption as a sure-fire way to detract all potential snoopers. Firewalls,
according to the author, will not be able to keep up with the IoT device fragmentation and widespread expansion,
therefore encryption must be used to ensure user privacy: “Encrypting everything also complements the
traditional focus on network security because even when that initial line of defense fails, the data remain
protected.” Methods that encrypt and compress data in real time are also less likely to hamper user experience as
opposed to IPsec and AES encryption methods which require higher intensity processors which are almost always
not found in smart devices:
Only end-to-end encryption can provide the security necessary to minimize IoT-enabled breaches.
However, the encryption technology must be designed for modern use cases and devices, such as by
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making the most efficient possible use of processors and batteries. Organizations that choose the right
encryption solution and then apply it everywhere will be best equipped to address IoT-enabled threats.
Perlroth, Nicole, “Defense Secretary Takes Position against a Data ‘Back Door’,” The New York Times (March 2,
2016), at http://www.nytimes.com/2016/03/03/technology/defense-secretary-takes-position-against-a-databack-door.html?_r=1
Defense Secretary Ashton B. Carter has come out against a government “back door” to encrypted information,
stating that he thought such a solution was neither realistic nor technically accurate. In reference to the FBI vs.
Apple debate, he said that he doesn’t “think we ought to let one case drive a single solution” and that policy
crafted in anger or grief is unlikely to be effective in the long term. Though he does not take a side in the debate,
Carter takes a cue from Silicon Valley and asserts that asking technology companies to create such vulnerability in
their systems advocates for a weaker security in a time when they are under constant attack. He encourages
cooperation between the public and private sectors, with the creation of a new Defense Innovation Board that
would foster collaboration between tech companies, entrepreneurs and the Pentagon in order to create policy
that allows law enforcement to continue to do its job, but that does not compromise consumer privacy or security.

4: Data Ownership and Collection in the Internet of Things
“Will the Owner of the Data Please Stand Up?” InfoBright (June 18, 2014), at https://infobright.com/blog/willowner-data-please-stand/
The author points to the Consumer Privacy Bill of Rights as a predecessor and good example of the type of
regulatory measures that should be installed when it comes to protecting user data rights in IoT. Users should have
the final say as to what is done with data that is collected on their smart devices; the author demonstrates that this
is paramount for IoT devices to become ubiquitous in the near-future. The author believes that if companies wish
to collect user data generated from IoT, they must prove the “value” of the service rendered from collecting such
data.
Akpan, Nsikan, “The Secret Things you Give Away through your Phone Metadata,” PBS Newshour (June 2, 2016),
at http://www.pbs.org/newshour/updates/your-phone-metadata-is-more-revealing-than-you-think/
This article explains just how much personal information is actually stored in easily accessible cell phone metadata,
citing a 2014 study from Stanford University. An Android app “MetaPhone” was used to collect metadata from
volunteers. Using algorithms to skim online public information, they were able to obtain 82% of the volunteers’
identities. This revelation is troubling despite the shuttering of the NSA’s bulk collection program in 2015, as the
NSA and FBI can still request access to metadata from the FISA court and the NSA still has access to five years’
worth of metadata tied to ongoing legal cases.
Best, Jo, “Who Really Owns your Internet of Things Data?” ZDNet (January 11, 2016), at
http://www.zdnet.com/article/who-really-owns-your-internet-of-things-data/
There is no exact measure to reference when it comes to data ownership in the IoT. Previous legislation
surrounding user data from apps, such as Facebook or Twitter, are outdated and are becoming increasingly
irrelevant when it comes to smart, sensor-based devices in the IoT. Within the industry, the topic of data
ownership is highly debated and not as clear-cut as many consumers might like. In most instances, it is not clear
who owns the data being collected from IoT devices. Often, an app will require users to agree to hand over data
being collected by the software company, for storage in a collection database. This is the classic example of
targeted-advertising on platforms such as Facebook, Twitter, etc. However, many connected devices do and will
gather more types of data: 1) internal data – data provided to vendor from consumer site detailing how product is
being used; 2) external data – data relevant to customer and/or broader market. An emerging line of thought, as
expressed by Eric Harper of ABB, is that the first type of data should be owned by the vendor, since it is used in
enhancing the product/service the device delivers. The second type of data, the external, should be used by the
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consumer however they please; the consumer should own this data. Data ownership in the IoT is a constantly
evolving process that needs to be revisited and addressed often as the industry matures.
Guinard, Dominique, “Internet of Things: Businesses Must Overcome Data and Privacy Hurdles,” The Guardian
(June 1, 2015), at http://www.theguardian.com/media-network/2015/jun/01/internet-of-things-businessesdata-privacy
The article points out that data privacy regulations in the IoT are not universal, and are at the discretion of both
the user and manufacturer/software developer. The author argues that sensitive data emanating from certain
smart devices such as health or finance information should be protected from companies and kept solely in the
private domain, but that other types of data, less sensitive in nature, should be communicated and shared with
device manufacturers so as to enhance the services provided by the device and to fulfill their functions as
connected technology. Ultimately, the author proposes that the final decision of sharing user data should rest with
the user, and that universal guidelines be drafted to “address privacy and security concerns while also educating
the consumer on where and how their data is being shared.”
Waddell, Kaveh, “Who Will Own Your Data if the Tech Bubble Bursts?” The Atlantic (May 13, 2016), at
http://www.theatlantic.com/technology/archive/2016/05/what-happens-to-your-data-if-the-tech-bubblebursts/482622/
This article calls into question the notion of data ownership, especially as it concerns failed technology companies
and the user data they have collected over the years. People give social media websites like Facebook and Twitter
access to large amounts of personal information, assuming that their information will only be used by those
companies in non-detrimental ways. However, should one of them go bankrupt, they may resort to selling data in
order to salvage themselves - even those companies that have promised not to sell this type of data. Facebook’s
privacy policy even states that, “if the ownership or control of all or part of [its] Services or [its] assets changes, [it]
may transfer [one’s] information to the new owner.” In the event of a “cyber doomsday,” criminal buyers may gain
access to millions of users’ personal information.

5: Consumer Convenience and the Internet of Things
Tilley, Aaron, “Microsoft, Qualcomm and Intel Start Playing Nice on 'Internet of Things' Standards,” Forbes
(February 19, 2016), at http://www.forbes.com/sites/aarontilley/2016/02/19/microsoft-qualcomm-and-intelstart-collaborating-on-internet-of-things-standardization/#216d2bc51de0
Rival chip makers Intel and Qualcomm have agreed to consolidate their respective standards groups for IoT
protocols into one entity, Open Connectivity Foundation (OCF). Industry leaders hope this new group will
streamline IoT devices, ensuring that all connected devices will be able to “talk” to each other seamlessly,
regardless of the chip manufacturer or operating system of the device. To ensure this, the standards group will
define industry regulations regarding communication protocols, software, hardware, and licensing agreements.
Microsoft has also played a key role in the formation of OCF; according to a spokesperson, “Despite the
opportunity and promise of IoT to connect devices in the home or in businesses, competition between various
open standards and closed company protocols have slowed adoption and innovation.” Microsoft has a large stake
in the future of IoT: Windows 10 will be released for low-powered devices in the near future and will implement
the IoT standards defined by the OCF on all of its devices.
“POSCO Looks to Internet of Things for a Safer Workplace,” The Steel Wire (May 27, 2016) at,
http://globalblog.posco.com/posco-looks-to-internet-of-things-iot-for-a-safer-workplace/
POSCO, a multinational steel manufacturing company headquartered in South Korea, is looking to utilize the IoT in
order to create a safer work environment for its employees. The company already uses sensors installed on its
machines to detect dangerous gases. Now, they are connecting these sensors to employee smart watches in order
to increase the speed and efficacy of the safety network. POSCO has also proposed adding smart technology to
employees’ hard hats and safety vests, giving them increased protection when working alone.
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Consumer Protection Infographic (from Consumers International)
https://1.bp.blogspot.com/-91yPgWEDJYA/Vzs0wdRLLI/AAAAAAAAAX4/RJVr1WgJIoc_A_FOCizp5AuUxPGVesqSwCKgB/s1600/blog2.jpg
Though navigating most daily tasks will be made easier for the average consumer with the expansion of the
Internet of Things, many issues may arise concerning consumer protection and rights. Consumers are advised to
weigh the pros and cons of technological advancement as it concerns the IoT.

6: The Internet of Things and Smart Cities
H. Chourabi et al, "Understanding Smart Cities: An Integrative Framework," 2012 45th Hawaii International
Conference on System Sciences, Maui, HI, 2012, pp. 2289-2297, at IEEE Xplore Digital Library, doi:
10.1109/HICSS.2012.615
The paper determines that rapid and continued population growth in urban areas creates growing existing and
emerging needs. These include “difficulty in waste management, scarcity of resources, air pollution, human health
concerns, traffic congestions, and inadequate, deteriorating and aging infrastructures.” Faced with the complexity
of tackling these issues, cities have begun to seek “smarter” solutions to these problems. The paper states that
currently no universally accepted definition of a ‘smart city’ exists (however, it does include a list of some popular,
detailed definitions), as such implementations of the ‘smart city’ idea vary on a city by city basis. This paper
determines that a smart city is “instrumented, interconnected and intelligent.” Through the use of technology
(sensors, smart devices etc.) data is collected and then analyzed “to make better operational decisions.” The goal is
to make cities “more efficient, sustainable, equitable and livable.”
The paper also discusses the need for integration of ICT (information and communication technology) to help
manage smart cities. The paper closes with discussing the interaction of smart cities with the environment, the
influence of a city’s economy on its development as a smart city, the policy complications and changes which a
smart city requires and the need to educate and to incorporate citizens on the development of and interaction
with smart cities.
Harbert, Tam, “Practical Uses of the Internet of Things in Government Are Everywhere,” Govtech (January 3,
2017), at http://www.govtech.com/dc/articles/Practical-Uses-of-the-Internet-of-Things-in-Government-AreEverywhere.html
Harbert notes that the “emerging,” and “expensive” nature of IoT projects are hindering its development and IoT
projects must start small in order to reap long-term benefits. However, the coverage and interest given to the
Internet of Things is overwhelmingly focused on complex projects in large cities. Though the ‘Internet of Things’ is
a new term, the concept behind this term has long been in existence. Harbert supports this claim by citing the case
of Texas’ Lower Colorado River Authority.
The LCRA was created at the height of the Great Depression to help Texas better manage the flood plain along the
lower Colorado River basin, as well as to produce and distribute hydroelectric power to the cities in the area. Over
the past several decades, LCRA built a network of 275 connected river sensors — called Hydromet — to monitor
and report stream flows and other data, including temperature, rainfall and humidity, on a public website in near
real time.
The article goes on to discuss similar projects such as Quake Alert which was implemented in California to collect
real time data on seismic activity to visually depict occurring earthquakes. Additionally the article references
Florida’s Fish and Wildlife Conservation Commission which has used GPS, temperature and depth sensors to track
and collect data on marine life. Harbert however, does raise the concern of the vulnerability of cities which would
arise if the network for collecting and processing data from IoT devices became compromised.
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Maddox, Teena, “The World’s Smartest Cities: What IoT and Smart Government Will Mean For You,”
TechRepublic, at http://www.techrepublic.com/article/smart-cities/
This article discusses potential and existing infrastructure aiding in establishing smart cities. Maddox notes “30% of
all traffic congestion in cities is the result of drivers looking for a parking space.” In response to this, San Francisco
has equipped parking spaces in some garages with sensors to allow residents to find parking by accessing a mobile
app. Barcelona has taken the initiative one step further and utilizes this technology in street parking as well. Rather
than creating new infrastructure, some initiatives like “smart LED” utilize and modify existing infrastructure. LED
street lights are not only greener, when equipped with sensors, HD cameras and connectivity, they can make a city
‘smarter’. These lights may also be used to identify available parking and can be adjusted for brightness to deter
crime in volatile neighbourhoods. In San Antonio, the lights are equipped with a “communication module” to be
“remotely turned on” to provide motorists with greater visibility to prevent traffic accidents after rainstorms.
Moreover, smart city technology does not exclusively involve only network and connectivity but also general
increased technological incorporation. By incorporating “predictive analytics” to determine when dumpsters were
full and needed to be emptied, the City of Chicago saw a twenty percent increase in “[efficiency] in controlling
rats”.
Temperton, James, “Bristol is Making a Smart City for Actual Humans,” Wired (March 17, 2015), at
http://www.wired.co.uk/article/bristol-smart-city
Bristol is Open is a research project intending to test drive innovative ideas to collect, process and manipulate data
provided from smart devices in the area. The project consists of three key aspects - a mesh network, a fibre optic
network and an open operating system. The mesh network is comprised of 1500 Wi-Fi enabled lamp posts. Along
with a mile long stretch of fibre optic cable, the two sources provide constant connectivity to send and receive
data. The most notable feature of the project is its operating system. The operating system makes the data
received on the network accessible. In addition it is able to support new software created to manage this data.
“City Resilience Framework,” Rockefeller Foundation, at
https://assets.rockefellerfoundation.org/app/uploads/20140410162455/City-Resilience-Framework-2015.pdf
Cities are naturally prone to sudden physical, economic and social disasters. However, with an increasing urban
population, greater stress is placed on a city’s resources. This strain increases the chances of a sudden disaster,
exacerbation of the risks and damages associated with natural disasters, as well as increases the difficulty of
recovery. City resilience is the means to combat these issues. Traditional urban planning prepares/safeguards
against specific disasters. City resilience takes this preparation a few steps further.
Resilience focuses on enhancing the performance of a system in the face of multiple hazards, rather than
preventing or mitigating the loss of assets due to specific events.
City resilience is not intended to wholly eradicate stresses on or sudden shocks to cities, Rather city resilience is
intended to give cities “[the] capacity… to function, so that the people living and working in cities – particularly the
poor and vulnerable – survive and thrive no matter what stresses or shocks they encounter.”
Yoo, Tae, “How the Internet of Everything is Helping Humankind,” Huffington Post (July 16, 2014), at
http://www.huffingtonpost.com/tae-yoo/how-the-internet-of-every_b_5586057.html
The article details existing and potential uses of technology and the Internet of Things to mitigate the effects of
disaster. One takeaway from the article is the integral role of the real time nature of many of the methods
discussed. Emergency teams and government organizations, through the combination of connectivity and the
proliferation of smart devices, are able to effectively disseminate information to mass amounts of people – an
ability that is no doubt useful in disaster relief efforts. The article also discusses the potential of drone use. An
increased use of sensors means drones could be able to locate victims in disaster areas for extraction or to provide
treatment. Disaster teams will also be able to tackle the critical challenges surrounding the availability of clean
water. If water sources are equipped with sensors to track contamination levels, then this data can be collected
and circulated among the general public through SMS. The increased efficiency in disaster response means lower
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resulting casualties and damaging effects. Cities will be less crippled in the wake of disasters and potentially
achieve a faster recovery than they would have without the use of technology and IoT.
“Smart City Resilience: Learning from Emergency Response and Coordination in Japan,” GSMA, at
http://www.gsma.com/connectedliving/wp-content/uploads/2013/02/cl_SmartCities_emer_01_131.pdf
Japan is one major country that has created a resilience plan which significantly integrates smart technology. The
smart solutions in Japan’s resilience plan are far reaching - from before disaster occurs to the recovery process.
The initial stages of disaster preparation are heavily reliant on sensors, and more broadly - combining smart
strategies and IoT technology. The sensors collect data, process this data and then produce useful streamlined
output.
The system uses seismometers to detect the first shockwave (primary waves or P-Waves) caused by an
earthquake. Computers then analyse the wave and estimate how powerful the second one (secondary
waves or S-Waves) will be. If the waves are above a certain threshold level, magnitude five, a warning
alert (J-Alert, 全国瞬時警報システム Zenkoku Shunji Keiho System) is issued.
In the aftermath of disaster, reliable infrastructure such as “highly-resilient” mobile towers are able to provide just
over a third of Japan’s population with mobile service. An earthquake and tsunami prone region, a smart resilience
plan has enabled Japan to reduce the degree of devastation caused by violent natural disasters.
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s advancements in technology enhance productivity, develop new businesses and enhance economic
growth, malicious actors continue to advance as well, seeking to exploit technology for any number of
criminal motives or nation-state directed attacks. In response to these threats, enterprises are improving
their security, modernizing their risk management practices, and at times working within their respective sectors
and with the government to share information.
Increasingly, enterprises are also incorporating the traditional practice of risk transfer into their management
practices for technology risks. While this phenomenon is still in its early stages, the insurance industry has been
underwriting technology risks for more than a generation.
Complicating the insurance industry’s ability to underwrite cyber risk is the presence of nation-states seeking to
exploit enterprises. To date, cyber attacks have generally been seen as low-cost, high-yield endeavors for the
average malicious actor, however, nation-state attacks against the private sector have the potential to distort
cybersecurity costs across multiple markets. This dynamic threatens to drive the cost curve in ways criminals
cannot, with devastating effects for enterprises.
Technology companies, the insurance industry and their customers are driving better cyber risk management
across the ecosystem. Governments also play an important role, but that role is most effective when focused on
defending the cyber ecosystem, not exploiting it. As technology platforms continue to drive change in areas like
cloud computing, the Internet of Things, and even blockchain technology, it is even more important that
governments commit to supporting the improvement of cyber risk management.
This breakthrough group will examine systemic risk, its impact on general business continuity, and the implications
for the insurance industry.
Accomplishments:
In October 2016 the EastWest Institute, Microsoft and Marsh & McLennan co-hosted a working roundtable to
discuss the impacts of a growing cyber insurance market. This meeting brought together over thirty insurance,
technology and government leaders to examine the roles they have in increasing cyber resiliency. The experts
examined how insurance providers can encourage and improve cybersecurity risk management, the role of the
government in the burgeoning insurance industry, and the future of cyber insurance.
Goals:
This breakthrough group will examine systemic risk beyond financial systems, its impact on general business
continuity and its potential for cascading failures, and the implications for the insurance industry. It will develop
and disseminate approaches to mitigating risk and improving loss prevention across key industries worldwide.
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As advancements in technology enhance productivity, develop new businesses and enhance
economic growth, malicious actors continue to advance as well, seeking to exploit technology
for any number of criminal motives or nation-state directed attacks. In response to these
threats, enterprises are improving their security, modernizing their risk management practices,
and at times working within their respective sectors and with the government to share
information.
Increasingly, enterprises are also incorporating the traditional practice of risk transfer into their
management practices for technology risks. While this phenomena is still in its early stages, the
insurance industry has been underwriting technology risks for more than a generation.
Complicating the insurance industry’s ability to underwrite cyber risk is the presence of nationstates seeking to exploit enterprises. To date, cyber attacks have generally been seen as lowcost, high-yield endeavors for the average malicious actor, however, nation-state attacks
against the private sector have the potential to distort cybersecurity costs across multiple
markets. This dynamic threatens to drive the cost curve in ways criminals cannot, with
devastating effects for enterprises.
Technology companies, the insurance industry and their customers are driving better cyber risk
management across the ecosystem. Governments also play an important role, but that role is
most effective when focused on defending the cyber ecosystem, not exploiting it. As technology
platforms continue to drive change in areas like cloud computing, the Internet of Things (IoT),
and even blockchain technology, it is even more important that governments commit to
supporting the improvement of cyber risk management.

The working roundtable on “The Impacts of a Growing Cyber Insurance Market,” co-hosted by
the EastWest Institute (EWI), Microsoft and Marsh & McLennan in October 2016 brought
together industry and government experts to examine the current and potential roles of various
constituents in increasing cyber resiliency. Questions examined included:
What role can or should government play in encouraging cyber insurance as a means to
improve cybersecurity?
What role can technology companies play toward meeting government and customer
expectations in reducing cyber risk?
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What are the greatest challenges to underwriting cyber risk?
How do insurance carriers view the role of government policy for information sharing,
education and regulation?
The working roundtable was conducted through two interdisciplinary panel sessions:
1. The “Role of Insurance in Cyber Risk Management and Resilience” panel discussed a number
of key points associated with establishing effective cyber insurance policies. Some of these
included: challenges in underwriting, absence of standards across the industry, government
participation in malicious cyber activity and the status of small to medium sized enterprises
(SMEs) in the cyber insurance world.
2. The “Underwriting Cyber Risk and the Insurance Industry’s Future Trajectory” panel focused
on how to improve cyber insurance in preparation for the evolving risk environment and
market growth. Topics discussed included the need for increased technical awareness
among stakeholders, the importance of continued reassessment and revision of models and
practices and the expansion of risk areas covered by cyber insurance.
Experts on the two panels posed challenging questions and offered their insights on the cyber
insurance market, resulting in the following key observations:
1. Mitigating systemic cyber risk: Nation-states could contribute to, or even trigger, systemic
cyber risk regionally or globally. While systemic cyber risk is still a nascent term, it was
understood that the potential for this type of event increases when nation-states engage in
cyber attacks. This happens because nation-states can apply considerable resources to
developing and deploying sophisticated malware and tools. The resulting effect is a
contribution to systemic risk across the cyber ecosystem, rather than a reduction. The
insurance industry has long examined and analyzed risks that can cause damage across large
geographic areas or an entire sector. Historically, reinsurers have employed advanced
modeling and complex analyses to aggregate complex risks that may, if left unmitigated,
expose large groups of companies to serious risks. However, for cyber insurance, this
process is still ongoing and maturing. The challenge lies in building an aggregation model
that the insurance industry will find suitable. With this model, reinsurers will be able to
increase capacity to meet, and keep pace with, technology adoption.
2. The impacts of increasingly sophisticated threat actors: For criminals and nation-states,
cyber attacks are a low-risk, high-yield endeavor. This combination creates an unfortunate
abundance of ongoing attacks, which in part drives greater demand for cyber insurance. The
success of these attacks is largely a function of more sophisticated threats, and in some
instances, poor cyber risk management. However, this problem of more sophisticated
threats – some coming from or acting on behalf of nation-states – cannot be solved just by
better security and cyber risk management. Government and law enforcement need to
impose harsher penalties against malicious cyber actors and begin to reverse the cost curve.
Increased risks for malicious actors reduce the frequency of these attacks and help create a
healthier cyber risk management ecosystem.
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3. What will insurance cover: Cyber incidents consist of four shifting “buckets.” These are: out
of pocket costs, lawsuits (including regulatory investigations, fines and penalties), business
interruption and reputational damage. To date, the insurance industry has focused on
indemnifying the insured for out of pocket costs and lawsuits resulting from data privacy
exposure. In today’s market, there is growing uptake in cyber insurance from companies
concerned with loss of revenue and extra expenses associated with network interruptions.
There is a practical difficulty to quantifying reputational damage, as coverage is often
limited to reimbursing the cost of public relations. As enterprises increase their technology
footprint, business interruption and reputational damage coverage should increase in
relation to their significance. Expanding business interruption coverage requires a more
thorough understanding of the technology used by the insured and the risk management
policies that the technology provider has implemented.
4. The need for better data: Panelists recognized that a lack of historical loss experience data
and actuarial data handicaps the insurance industry in accurately estimating risk, which in
turn, slows the maturation of the market. The insurance industry is built on data, which
leads to strong modeling to enable more accurate forecasting for the likelihood and severity
of events. Another challenge in the effort for better cyber risk models is that almost all of
the actuarial data comes from data breaches. Looking toward the future, and IoT, data
breaches will be only one of the many types of cyber incidents that will arise.
5. Moving the needle: The act of an insured applying for insurance forces an assessment of
the applicant’s cyber practices. Underwriting criteria are non-standard across insurance
carriers and are less rigorous than for more mature policies, such as workers compensation
or property. To varying degrees, the underwriting process scrutinizes a company’s technical
defenses, incident response plan, procedures for patching software, policies for limiting
access to data and systems, monitoring of the vendor network and others. Collectively,
these actions move the needle in the direction of improving the enterprise’s cybersecurity
posture. Going forward, the insurance industry is investing in automated technology tools
that may provide more consistent and objective quantitative risk assessments of the
insured.
6. Building a common language across the cyber ecosystem: Within enterprises, information
security professionals and corporate risk managers need to develop a common
understanding of not only their enterprises’ risk, but also one another’s role, terminology
and responsibilities. Both sides are often unpracticed at actively proposing business
technology agendas or communicating risk concerns. In short, many security professionals
and risk managers have differing views on the nature of cyber risk, and how to address
cybersecurity and cyber risk management. While both constituencies may understand the
enterprise’s compliance obligations, this is not the same as understanding the enterprise’s
risk.
7. Bringing in more SMEs: In addition to limiting financial damages, cyber insurance provides
access to security and remediation vendor resources that the insured might not have on
staff. Steadily, SMEs are beginning to see the value of cyber insurance, as seen in higher
uptakes year over year. Yet relative to larger enterprises, SMEs still represent a small
65

percentage of the overall cyber insurance market. There are market and security benefits as
more SMEs enter the cyber insurance market. Not only does coverage expand across
diverse businesses, but a greater body of loss information may provide greater data and
insight to support risk modeling.
8. Internationalizing best practices and standards: The benefits attached to cyber insurance
can be explained in the context of the National Institute for Standards and Technology’s
(NIST) Cybersecurity Framework for Improving Critical Infrastructure. Buyers can map the
components of a strong cyber risk management program to the five cybersecurity domains assessment, prevention, detection, response and recovery - proposed in the Framework.
The NIST Cybersecurity Framework provides a voluntary blueprint that enterprises and
insurers of all sizes can use to evaluate, maintain and improve the resiliency of computer
systems and reduce cyber risk. With respect to international efforts, the G7 recently
published the G7 Fundamental Elements of Cybersecurity for the Financial Sector. The
document contains a series of non-binding, high-level fundamentals to encourage
regulators and enterprises to approach cybersecurity through a risk management
perspective.
9. Building a better way of identifying risk: Many insurance carriers continue to underwrite
cyber policies without fully understanding the extent of the cyber risk exposure of the
insured. This is complicated by the fact that the insured may not always know the full extent
of their own cyber risk. Remediating this lack of knowledge is difficult. However,
underwriters can, and many are beginning to, apply more scientific and quantitative tools
rather than relying on questionnaires that oversimplify the challenge of identifying and
assessing cyber risk. Going forward, it may be more practical for the industry to reach a
point where insurers can measure network activity against a set of criteria in real-time. In
the meantime, insurance brokers and risk advisors must continue to assess threats and
vulnerabilities and advise where additional mitigation investments and insurance are
needed.
10. Cross sector collaboration: Information sharing is a vital part of cybersecurity risk
management because it helps enterprises and governments improve and reduce cyber risks.
Furthermore, organizations such as the Financial Services Information Sharing and Analysis
Center (FS-ISAC) provide a platform for the global financial services sector to exchange
information about cyber threats. This is one model for consideration across industry sectors.
Systemic risk, as framed several ways throughout the workshop, is one issue that poses greater
challenges for the ICT and insurance sectors and government. Little work exists to understand
systemic cyber risk to enterprises and how it can be measured and managed. EWI and its
partners are therefore devoting more attention to this issue through the formation of a
breakthrough group that will examine systemic risk beyond financial systems, its impact on
general business continuity, its potential for cascading failures and the implications for the
insurance industry. The group will develop and disseminate approaches to mitigating risk and
improving loss prevention across key industries worldwide.
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ANNEX: Summary of Events “Working Roundtable: The Impacts of a Growing Cyber Insurance
Market”
New York, October 21, 2016
Welcome Remarks
Paul Nicholas, Senior Director, Trustworthy Computing, Microsoft
Bruce W. McConnell, Global Vice President, EastWest Institute
Thomas Fuhrman, Managing Director, Cyber Security Consulting & Advisory Services, Marsh Risk
Consulting
The speakers emphasized the timeliness of the discussion and the need to move beyond the
technical community when discussing cybersecurity. In the past, cybersecurity was largely
defined by technical aspects. Today, other factors such as cyber insurance, regulations and law
(both statute and case law) will be shaping the cyber environment just as much as technology.
Cyber risks will eventually be normalized by regulations and law that will allow it to be managed
like any other type of risk. Nonetheless, cyber insurance and the role of business and
government in the cyber insurance market require more systematic examination. A deeper
understanding of cyber risk is also key to developing the cyber insurance market. Government
has worked with industry to make standards before. Is there a similar role that government can
take in cyber and in the field of cyber insurance? Is this something that the EastWest Institute
can help facilitate?
Panel I: Role of Insurance in Cyber Risk Management and Resilience
Moderator: Bruce W. McConnell, Global Vice President, EastWest Institute
Panelists identified two major barriers when it comes to successful cyber risk management: lack
of actuary data and lack of underwriting standards. For the former, the largest data available
comes from data breaches, but overall even that is imperfect. On the latter, no cross industry
standards have been developed and although the voluntary National Institute of Standards and
Technology (NIST) Cybersecurity Framework is a good starting point, progress has been
embryonic.
The multiplicity of standards poses challenges. There are few standards for how cyber
insurance products have to work. This also feeds into a general vocabulary problem across
industries. For example, as panelists underlined, IT security professionals view risk very
differently than risk managers and the insurance industry. Whereas they may share an
understanding of compliance obligations, views differ on standards. For IT security
professionals, the standards are of control, not action or policies.
Governments have in fact contributed to making risk management more difficult given their
investment in offensive cyber weapons. This is highly disruptive of the private sector’s sense of
risk management control. These developments also take investment away from defensive tools,
which are critical. It also makes it more complicated to assess the emergency response skills of
a company when exposed to threats unknown.
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Panelists noted that the government has been trying to incentivize the private sector with a
new framework to prop up security (e.g., Executive Order 13636). However, some viewed
insurance to be more of a tool than an incentive, while others saw insurance as a driver.
Furthermore, most policies are written without realizing the full exposure of an enterprise’s
cyber risk. Cyber risk posture is so dynamic that it changes almost every day. The public sector
has generally been supportive of the cyber insurance market because the process of purchasing
insurance provides a new set of eyes on a company’s cybersecurity. Indeed, the process of
applying for cyber insurance and ensuring it meets the insurer’s underwriting standards
reduces an enterprise’s cyber risk. It also gives companies access to resources they may not
have without the insurance protection. This is particularly true for small and medium
enterprises (SMEs). Views, however, diverged whether lax cybersecurity by SMEs could lead to
systemic risk.
Panel II: Underwriting Cyber Risk and the Insurance Industry’s Future Trajectory
Moderator: Matthew McCabe, Senior Vice President, Marsh & McLennan
Panelists explained that although EO 13636 and NIST have helped facilitate the spread of cyber
insurance (upward of 20 percent annual growth rate), macroeconomic solutions remain the key
to growing the insurance market. A fundamental question remains how insurance companies
can develop effective aggregation models for the fastest growing insurance market in the
United States, given the lack of actuarial data and rapidly changing cyber threats.
There was agreement that insurers need to improve their understanding of risk, and that
underwriting needs to be more scientific, rather than relying on simple questionnaires. There is
a push (particularly when dealing with smaller companies) for third party analytics.
One big issue is whether insurers will start using all-in-one cyber policies or use multiple policies
to cover individual components associated with cyber. For example, data breach, property
damage and bodily damage are already covered under casualty insurance; however, this
insurance is not designed to address cyber incidents (questions also arose what would happen
if one cloud provider were to go down). Standards, as participants pointed out, also quickly turn
into compliance checklists and this is not the answer, because incidents can still happen. There
was also broad consensus that governments should not be dictating standards, but rather act as
educators. Insurance companies and government have similar postures in wanting consistent
and repeatable methodologies. Standardization of policies will come in time.
The issue of sharing information was also raised. Company sharing agreements help firms share
risk information. Participants disagreed over voluntary versus mandatory sharing. On the one
hand, mandating reporting could mean that companies will give the least amount of
information possible, whereas others argued that it could offer some protection through the
government.
Closing Remarks
Paul Nicholas, Senior Director, Trustworthy Computing, Microsoft
Bruce W. McConnell, Global Vice President, EastWest Institute
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TEN KEY QUESTIONS ON CYBER RISK AND
CYBER RISK INSURANCE—REPORT SUMMARY

This is a short summary of the first report from The Geneva Association’s Cyber and Innovation research programme,
Ten Key Questions on Cyber Risk and Cyber Risk Insurance. The report is intended as a ‘primer’ on cyber risk and
cyber risk insurance for different stakeholders (academia, the insurance industry, governments and policymakers
as well as the wider public). By providing an overview of the main areas of research and the key studies conducted in
the field to date, and by making some initial recommendations about the potential role of insurers and governments
in addressing cyber risks, this report lays the groundwork for discussion and future research on the development of
cyber risk and the cyber insurance market.
Using a database of 211 studies, articles and working papers this report provides insurance practitioners and academics with a
high-level overview of the insights from, and direction of, current research in cyber risk and cyber risk insurance. The focus of the
research analysed is on the business and economics literature in the risk and insurance domain. In order to provide a structured
discussion of the relevant literature, the analysis is structured around three research clusters and 10 key questions (see Figure 1).

Figure 1: Research approach with three clusters and ten key questions
SUMMARY OF EXISTING KNOWLEDGE ON CYBER RISK AND CYBER INSURANCE
1.
2.
3.
4.
5.
6.
7.

What is cyber risk? Definition and categorisation.
What are the costs and detrimental effects caused by cyber risk?
Where do we find data on cyber risk?
How can we model cyber risks?
Micro perspective: How should cyber risk management be organised?
Macro perspective: Is cyber risk a threat to the global economy and society?
Cyber insurance market: What is the status quo and what are the main insurability challenges?

DERIVATION OF POTENTIAL FUTURE WORK
8.
9.

What should the insurance industry do to prevent
cyber risks and to support cyber insurance?
What should the government do to prevent cyber
risks and to support cyber insurance?

DERIVATION OF POTENTIAL FUTURE RESEARCH

10. What are future research directions in the area of
cyber risk and cyber insurance?
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Cyber risk is any risk emerging from the use of information and
communication technology (ICT) that compromises the confidentiality, availability, or integrity of data or services. The impairment of
operational technology (OT) eventually leads to business disruption,
(critical) infrastructure breakdown, and physical damage to humans
and property.
Cyber risk is either caused naturally or is man-made, where the latter
can emerge from human failure, cyber criminality (e.g. extortion,
fraud), cyberwar and cyber terrorism. It is characterised by interdependencies, potential extreme events, high uncertainty with respect
to data and modelling approaches, and risk of change.
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Micro perspective: How should cyber
risk management be organised?

There are special standards and tools for cyber risk management.
In each step of the classical risk management process, cyber risks
show special features.
Institutional commitment, effective crisis management, risk
communication with employees, customers and suppliers, and
continuous monitoring are fundamental. Cyber risk management
today focuses on risk mitigation, while risk transfer so far plays only
a minor role.

•

What should the government do to
prevent cyber risks and to support cyber
insurance?

To prevent cyber risks: tackle cybercrime by international collaboration, initiate global dialogues and conventions aimed at confining
cyberwars, boost IT landscape resilience, introduce reporting requirements, support development of cyber databases, and minimum
standards for risk mitigation.
To support cyber insurance: establish public–private partnership with
government as insurer of last resort (governmental backstop for
extreme scenarios); incentivise the development of an anonymised
data pool; incentivise the development of traditional and alternative
risk transfer mechanisms.

10
•

What should the insurance industry do
to prevent cyber risks and to support
cyber insurance?

To prevent cyber risks: develop standards, common language, and
good practices; conduct scenario analysis; initiate and/or intensify dialogue with stakeholders; track technological development
(cloud computing, Internet of things, blockchain technology etc.),
increase own analytical skills (digital forensic) and make own IT
more resilient.
To support cyber insurance: develop anonymised data pools, develop
(re-)insurance pools, analyse existing policies and develop new ones.

9
•

Cyber insurance market: What is the
status quo and what are the main
insurability challenges?

The cyber insurance market is very small at present compared to
other lines of business, but is expected to increase significantly in the
coming years. The U.S. is far ahead of Europe and Asia, for example,
with regard to reporting requirements.
The main insurability problems are the lack of data, risk of change,
accumulation risk, and potential moral hazard problems.
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Macro perspective: Is cyber risk a threat
to the global economy and society?

A global failure of the Internet is rather unlikely, but regionally limited breakdowns have already occurred; given the globally connected
economy and society, the potential consequences of such extreme
scenarios on companies and individuals are massive.
The same holds for other cyber scenarios such as, for example,
the blackout of energy systems. For insurers, such scenarios pose
enormous accumulation risk and hamper insurability.

7

How can we model cyber risks?

Frequency and severity modelling of cyber risk can be done by applying extreme value theory and the peaks over threshold approach.
Heavy tail distributions have been proposed, i.e. the power law or
the log-normal distribution for the severity and negative binomial
distribution for the frequency.
The aggregation of cyber risk needs to take nonlinear dependence
into account (typically applying copulas). The few existing modelling
papers emphasise the immense modelling difficulties and risk of
change. Scenario analysis is a popular tool in such situations.

5
•

Where do we find data on cyber risk?

Data on cyber risk are scarce, e.g. because the victims are reluctant
to report such events.
Most empirical papers on cyber risk rely on data breach information
(not loss information), but recently, first loss databases have been
set up (Biener et al. (2015).

4
•

What are the costs and detrimental
effects caused by cyber risk?

The enormous global costs estimates (up to a trillion USD per year)
published by software firms and consultants are rough estimators
that need to be critically questioned.
The manifold detrimental effects have been analysed, e.g. using
event studies and scenario analyses. The major part of the effects
are indirect (reputation, loss of trust).

3
•

What is cyber risk?
Definition and categorisation

What are future research directions
in the area of cyber risk and
cyber insurance?

Micro perspective: conduct more research on the demand side (e.g.
risk perception, fatalism); analyse insurability and ways to improve
insurability (especially empirical research, e.g. data generation,
data, analysis); analyse optimal risk management (mitigation vs
insurance) and how much capital is needed to cover cyber risks.
Macro perspective: conduct more scenario analyses for measurement and management of accumulation risk, analyse whether
insurance companies can become a systemic risk due to cyber
insurance, become part of the global dialogue with stakeholders.
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WHAT IS CYBER RISK? (extract, see report Foreword)
Information and communications technology (ICT) has become
an essential contributor to our daily lives. Not only is it the
engine of trade and of the global financial system, but it is also
a vital component of our most critical infrastructure. In simple
terms, the networks that provide our water, food, electricity,
communications and transportation are all dependent on ICT.
The advent of user-generated content on the Internet, socalled Web 2.0, is also creating vast pools of (individual)
specific data, some of which are highly sensitive, not least
because they comprise financial, behavioural, health and other
personal information. This data is a rich source of insights on
individual and collective attitudes and behaviours and can be of
tremendous value to both commercial and public institutions
who are now harvesting and storing this data.
With our reliance on ICT and the value of this data come
security, integrity and failure risks. This cyber risk can either
have a natural cause or be man-made, where the latter can
emerge from human failure, cyber criminality (e.g. extortion,
fraud), cyberwar, and cyber terrorism. Currently, cyber risk is
still in its infancy, but it has the power to constrain the forward
momentum of technology and adversely impact the world
economy.

CYBER CRIME COST ESTIMATES (extract, see report p. 14)
The annual global costs of cyber risk are generally estimated
to be above one hundred billion USD which, emphasises the
economic significance of cyber risk. However, the estimates
vary quite substantially, which has to some extent to do with
the definition applied. While Symantec (2013) takes only direct
costs into account, McAfee (2014) also incorporates indirect

Table 2: Cyber crime cost estimates
GLOBAL COSTS

COSTS PER INCIDENT

Symantec
(2013)

113

Ponemon
Institute (2015)

3.8

McAfee
(2014)

445
(375-575)

Geschonnek et
al. (2013)

2.1

Kshetri
(2010)

100-1’000

Kaspersky Lab
(2013)

2.4

U.S.

0.64

China

0.63

Japan

0.02

Germany

1.60

COST PER RECORD

Symantec
(2013)

298

Ponemon
Institute (2015)

217

NetDiligence
(2014)

956

costs such as the reputational costs for the hacked company.
The wide range provided by Kshetri (2010) is based on secondary
literature and emphasises the severe uncertainty when it comes
to estimating cyber risk costs. The costs per data breach a
hacked company faces show less variation and are estimated to
be between 2.1 to 3.8 million USD. Moreover, the loss of each
record (e.g. credit card number) causes costs from 217 to 956
USD.
Anderson et al. (2013) argue that the major part of cyber
costs are indirect losses (loss of trust—not attributable to an
individual victim) and defence costs (e.g. antivirus software,
insurance) rather than direct losses (e.g. theft of money).
However, they also point out that the existing cost estimates
are far from perfect. These numbers also have to be interpreted
with caution, as most of them have been estimated by
potentially biased security and consulting firms. Anderson et al.
(2013) also discuss methodological flaws of such estimates and
suggest an improved alternative, which, however, in aggregate
also yields a number in the hundreds of billions of U.S. dollars
(see report p. 15).
From a micro perspective, cyber risk can have severe
consequences for companies, e.g. an insurer’s clients. The
total costs are potentially a combination of loss of profits,
data breach, response costs, reputational damage, contractual
damages, and extortion costs. Several studies examined in
the paper investigate the effects cyber risk incidents have on
companies’ stock prices. For example, Cavusoglu et al. (2004)
show in an event study that a security breach can negatively
affect a company’s stock price, mainly due to reputational
damage.

HOW SHOULD CYBER RISK MANAGEMENT BE
ORGANISED? (extract, see report p. 23)

The classical risk management process consists of five steps: the
risk identification, risk evaluation/ analysis,
the actual risk management (avoidance, mitigation, transfer,
retention) and finally the monitoring of risk. In each step of
Symantec
U.S.process, cyber
0.64risks show special
the classical298
risk management
(2013)
characteristics. The first and maybe most important aspect for
Chinais that cyber
0.63risk management
sound cyber risk management
Ponemon
217
is
not
the
responsibility
of
the
IT
department,
but a crossInstitute (2015)
Japan
0.02
company risk dialogue is necessary
(e.g. sensitisation,
trainings,
etc.).
The
topic
also
should
be
embedded
at
the
C-level.
Already
NetDiligence
956
the
institutional
commitment—demonstrated
by
having
a
Germany
1.60
(2014)
person responsible for information security—is essential for
a successful management of the risks category. For instance,
firms with a chief information security officer (CISO) or a similar
position installed have lower average cost when a breach occurs
(157 USD per record vs 236 USD per record for firms without
strategic security leadership (Shackelford, 2012)).
COST
PER RECORD
definition
of goals,
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WHAT SHOULD THE INSURANCE INDUSTRY DO TO sufficient resources in order to keep up. However, as cyber
PREVENT CYBER RISKS AND TO SUPPORT CYBER criminality is not restricted by national boundaries, purely
national legal frameworks are likely to remain rather ineffective.
INSURANCE? (extract, see report p. 33)
One of the current problems in the management of cyber risk is
the lack of standards, a common vocabulary and best practices.
The insurance industry should globally work together with
other stakeholders to collect and spread such information. One
first idea would be to publish methods (standards and good
practices) for cyber risk assessment. An element, for example,
could be to provide a common scheme to classify cyber-related
loss events (see AIR Worldwide, 2016 and Risk Management
Solutions, 2016).
Besides the management of ‘daily life’ cyber risks, extreme
scenarios seem to be of special concern. Here the insurance
industry should further intensify the analysis of extreme loss
scenarios in order to get a better sense of the loss severities
and frequencies. Risk management approaches for complex
crises, that is, methodologies, models or tools for mastering
complexity are needed. Such approaches are useful not only for
the insurance industry itself, but also for their clients (i.e. other
industries) and society as a whole.
In this context, one important activity could also be for
the insurance industry to initiate, or further intensify, the
dialogue on cyber risk with the relevant stakeholders. One
important stakeholder, for instance, could be the government.
The insurance industry should support the government in the
preparation of national cyber risk strategies.
The insurance industry should work together with other
stakeholders to raise awareness of cyber risk and educate
clients on how to deal with it. It could define risk management
practices that clients need to comply with in order to buy cyber
policies. The industry could even provide clients with tools
helping them to protect against cyber risks as has been done
for other lines of business. Moreover, it is also important that
insurers build up the required IT security knowledge or tap the
competence of specialised firms. Sales and risk management
need to acquire specific technical IT knowledge in order to
understand cyber risk sufficiently. It might even be advisable to
hire people with an IT background for such positions. Moreover,
the distribution channels (brokers) might need to be reviewed
and adapted to the specific challenges cyber insurance poses.
For example, some brokers are actively developing their own
policies and asking the markets to accept them. The dynamic
nature of cyber risk may prove this to be an undesirable
practice. Brokers are not evaluating the risk from an aggregation
perspective within the cyber market or across commercial
insurance products. Biener et al(2015) mention that the lack of
understanding, both on the demand and supply side, is one of
the main limitations of the cyber insurance market.

WHAT SHOULD THE GOVERNMENT DO TO
PREVENT CYBER RISKS AND TO SUPPORT CYBER
INSURANCE? (extract, see report p. 35)
As a major share of cyber risk losses is caused by cyber criminality,
governments could reduce cyber risk threats by imposing more
severe punishments and increasing the resources for law
enforcement. As the technological environment is continuously
changing and the attacks get more sophisticated, it is especially
important that investigative authorities are equipped with
4

To some extent, it is the country with the weakest legal system
and the highest cyber criminality that determines the global
cyber threat level. Therefore, international collaboration,
such as some minimal criminal law standards, the exchange of
information and interstate rendition, is urgently needed.
The government also has an interest in improving the
insurability of cyber risks in order to protect the economy
from harmful scenarios that could endanger economic wellbeing. The subsidisation of traditional risk transfer mechanisms
could also be interesting for a governmental intervention
measure. Without intervening directly, the government might
provide incentives for private risk transfer mechanisms. One
example could be to support the private insurance industry
with the implementation of an insurance pool. The government
could motivate the industry to set up an insurance pool for a
limited time period or for selected aspects of cyber risk, such as
extreme scenarios. Furthermore, the state could incentivise the
introduction of capital market solutions by emitting cyber cat
bonds for selected risks. The report does not postulate that all
the measures need or can be implemented, but they might be
fruitful directions for discussions between the stakeholders to
improve the insurability of cyber risks.
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Preface
Worldwide, people are starting to feel the effects of the dawning Fourth Industrial Revolution, a
convergence of technologies that is blurring the lines between the physical, digital and biological worlds
in ways that will profoundly affect people and economies around the world.
As digital technology innovations, such as the sharing economy, blockchain or the Internet of Things, are
multiplying at an unprecedented pace and connecting more deeply with the physical world, cyber risks
are likely to rise. The number of connected devices will almost triple by 2020, from 13.4 billion to 38.5
billion, and the proportion of products sold via e-commerce is expected to more than double – from 6%
in 2014 to 12.8% by 2019. Indeed, The Global Risks Report 2016 identifies cyber risks as among the
most likely and most impactful risks, and calls for building resilience as these risks become increasingly
tangible.
Global risks can only be effectively dealt with if there is a common understanding of their importance and
interconnected nature, and a readiness to engage in multistakeholder dialogue and action. Against this
backdrop, the Global Agenda Council on Risk & Resilience aimed to foster collaboration between the
public and private sectors and academia to strengthen joint risk management frameworks that empower
communities to build their own resilience to a range of risks, from environmental to financial.
Over the past two years (2014-2016) the Global Agenda Council published a series of publications,
which aim at raising awareness and providing practical examples to inspire entities to build resilience to
different risks through multistakeholder collaboration. These use cases deal with building resilience to
epidemics and creating public-private partnerships in the face of natural disasters. In this White Paper,
the use case, Understanding Systemic Cyber Risk, is the fourth publication in this series.
As the Council term draws to an end, gratitude is extended to Kirstjen Nielsen for her leadership as Chair
of the Global Agenda Council, as well as to Council members Lauren Alexander Augustine, Stanley M.
Bergman, Michael Berkowitz, Edwin Macharia, Victor Meyer, Paul Nicholas, Satoru Nishikawa, Yuichi
Ono, Sara Pantuliano, Joe Ruiz, Armen Sarkissian, Dan Smith, Elizabeth Hausler Strand, Jaan Tallinn,
Michael Useem, Margareta Wahlström, Nick Wildgoose and Alexander Wolfson for their contributions.
Caroline Galvan managed the Global Agenda Council on behalf of the World Economic Forum.
For their dedication and contributions to this use case, special thanks go to Victor Meyer, Kirstjen
Nielsen, Paul Nicholas and Nick Wildgoose. At the World Economic Forum, Derek O’Halloran advised on
the content development and Stephanie Verin ensured report production.

Margareta Drzeniek Hanouz
Head of Global Competitiveness and Risks
and Member of the Executive Committee
World Economic Forum
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Foreword

For over a decade, the World Economic Forum’s Global Risks Report series has shed light on the increasing
interconnectedness of our societies and the resulting evolution of the risks humans face. The Global Risks Report 2016
(GRR 2016)1 recognizes that these risks are becoming increasingly tangible, and identifies the “resilience imperative” – an
urgent need to find new avenues to withstand, mitigate, adapt to and build resilience against global risks, predominately
through deeper collaboration among stakeholders.
To encourage this process, over the past two years the Global Agenda Council on Risk & Resilience embarked on
developing a series of resilience use cases, which sought to: 1) deepen the understanding of the global risk environment; 2)
identify potential steps that entities could take to increase their resilience; and 3) distil the attributes needed for successful
collaboration, based on individual stakeholders’ capabilities, capacities and roles. The Council built on Managing the Risk
and Impact of Future Epidemics2 by developing reports on Building Resilience in Nepal through Public-Private Partnerships3
and Resilience Insights4. The latter was developed to serve as a companion document to the GRR 2016 by proposing
measures to address three of the risks identified. Completing this cycle, this use case – Understanding Systemic Cyber
Risk – seeks to understand the nature and scope of emerging systemic cyber risk with examples from the financial services,
transportation and healthcare sectors.
The Global Risks Report 2016 finds that the risk of “large-scale cyberattacks” continues to be considered a high impact/high
likelihood risk. Remarkably, however, the GRR 2016 also indicates that the evolving nature of cyber risk – from seemingly
isolated attacks against specific companies (e.g. data breaches) to system-wide attacks with the potential for massive
cascading effects (e.g. as recently occurred in the Ukraine energy sector) – is not yet fully understood as demonstrated by
how experts perceive two risks closely related to “large-scale cyberattacks” (as identified and associated in the GRR 2016).
Despite clear evidence of the growing internet connectivity of critical infrastructure services (including critical information
infrastructure), the risk of “failure/shortfall of critical infrastructure” is perceived to be the sixth least likely risk with the second
smallest potential impact, and the “breakdown of critical information infrastructure and networks” has continued to decrease
in perceived impact over the last few years, and is considered among the least likely global risks to occur.
In fact, the GRR 2016 warns of the failure to understand risks related to technology as more organizations digitize their
unique business value within increasingly connected environments that rely on machine learning and automated decisionmaking. Risks related to technology and cyberattacks might go unnoticed until it is too late, as organizations fail to account
for their increasingly connected environments.
Today, every company is a software company.5 Some forward-looking companies recognize the digital transformation
and actively seek to build capabilities to respond to the hyperconnected environment. For example, Goldman Sachs “has
more engineers and programmers working on tech matters than Facebook”.6 But today the vast majority of entities have
yet to actually or fully recognize this transformation and as a result these enterprises can unknowingly assume tremendous
risk. This risk may well exceed their individual capability for risk acceptance, mitigation or transference. Individually and
collectively, this contributes to the likelihood of a systemic cyber event in one or more markets nationally and globally.
This use case goes beyond assessments of cybercrime and data breaches and begins to examine the emerging systemic
nature of cyber risk that threatens to compromise, degrade or, in some instances, destroy key functions and capabilities.
Two workshops were held to assess the nature of systemic cyber risk, and dozens of interviews and discussions were
conducted with recognized global experts, owners, operators and senior private- and public-sector leaders. One finding was
consistent – the meaning and implications of systemic cyber risk are not yet fully recognized or understood.
Section 1 of this paper therefore proposes some characteristics and a definition of “systemic cyber risk” to create a baseline
for the discussion, and examines the environment operated in today. It ends with a discussion of how the changing
environment and threat result in new and novel vulnerabilities with systemic cyber risk resulting in the potential for complex
and cascading consequences. Section 2 then examines cyber risk to systems, assets and networks in the financial services,
transportation and healthcare sectors. Section 3 identifies areas where additional thinking and analysis are needed and
suggests some entities and actors who may be best positioned to lead the needed multistakeholder efforts. Through this
use case, as with Resilience Insights, the intention of the Global Agenda Council on Risk & Resilience is to ignite an in-depth
discussion about today’s risks and to point the way towards building and strengthening resilience to address them.
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1. The Evolving Nature of Global Systemic
Cybersecurity Risk

A common lexicon to describe systemic cyber risk is currently
lacking, and the understanding of the indicators, triggers
or consequences of systemic cyber events is nascent.
Therefore, to create a baseline for the discussion in this
paper, a definition of “systemic cyber risk” is offered and the
environment it operates in is examined. Hyperconnectivity,
increasing digitization, the explosion of the Internet of Things
(IoT), the expanding usage and availability of cloud services,
and the pace of innovation, technology development and
adaption all contribute to a quickly evolving environment. A
brief overview of the evolution of the threat, threat actors and
cyberattacks follows. This section ends with a discussion of
how the potential consequences emanating from systemic
cyber risk can be complex, unpredictable and cascading
in nature; they will affect multiple entities, industries and
geographic regions through contagion effects.

What is systemic cyber risk?
While significant efforts have been undertaken to study
systemic risk, the International Monetary Fund (IMF) observed
that “‘Systemic risk’ is a term that is widely used, but is
difficult to define and quantify. Indeed, it is often viewed as
a phenomenon that is there ‘when we see it’.”7 The notion
that “we will know it when we see it” is a very uncomfortable
position for chief executive officers (CEOs), government
leaders and more operational professional risk management
experts in enterprises and regulatory agencies across all
sectors of the global economy. Noting the lack of common
lexicon to describe these concepts and the general nascence
of current understanding, this paper seeks to begin to identify
and define “systemic cyber risk”.
Systemic risk is inherently different from non-systemic risk in
that the consequences are more widespread – systemic risk
is the risk of “breakdowns in an entire system, as opposed to
breakdowns in individual parts and components”8 – and more
complex as multiple variables, connections, dependencies
and interdependencies result in cascading, often unexpected,
consequences. “Systemic risk events can be sudden and
unexpected, or the likelihood of their occurrence can build up
through time in the absence of appropriate policy [technology
and/or management] responses.”9 In the latter case, modest
tipping points can combine indirectly to produce large
failures. For example, risk realized through common threat
vectors across enterprises and ecosystems can result in
large aggregate effects, especially where the “vulnerability”
is integrated in operations common across enterprises.
Systemic risk by its nature requires risk-sharing due to the
risk of contagion, as one loss triggers a chain of others.10

Borrowing elements from the Group of Ten’s 2001 definition
of systemic financial risk, the following working definition
and description are proposed as a starting point from which
to begin exploring systemic cyber challenges across key
sectors:
Systemic cyber risk is the risk that a cyber event
(attack(s) or other adverse event(s)) at an individual
component of a critical infrastructure ecosystem will
cause significant delay, denial, breakdown, disruption
or loss, such that services are impacted not only in the
originating component but consequences also cascade
into related (logically and/or geographically) ecosystem
components, resulting in significant adverse effects to
public health or safety, economic security or national
security.
The adverse real economic, safety and security effects
from realized systemic risk are generally seen as arising
from significant disruptions to the trust in or certainty
about services and/or critical data (i.e. the integrity of
data), the disruption of operations and, potentially, the
incapacitation or destruction of physical assets.
As the IMF describes, two of the primary challenges related
to understanding financial systemic risk are the lack of
“modern examples” and the lack of transparency into highly
integrated operations and the attendant interdependencies.11
Similarly, no “cyber pandemic”, widespread large-scale
simultaneous cyberattacks, or targeted and successful attack
on key underlying infrastructure on which multiple essential
services are dependent have yet been witnessed that might
be said to fall within the scope of the definition above.
However, the lack of an example does not preclude the
possibility of such an event. In fact, today’s quickly evolving
environment and the evolution of the threat, as further
discussed in the subsections that follow, combine to increase
the probability of such an event occurring.
Box 1: Position, Navigation and Timing Systems as
Potential Single Points of Failure
In an ever more connected world where speed and
accuracy are key, reliance on high integrity, precise
positional, navigational and timing (PNT) data is growing.
The applications of global navigation satellite systems
(GNSS) services and data are expanding exponentially. The
proliferation of these applications is delivering innovative
capabilities that are allowing for increased accuracy and
efficiency across business and industry – including in
sectors such as financial services (e.g. settlement systems),
transportation (e.g. ship navigation) and health (e.g. drug
Understanding Systemic Cyber Risk
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manufacture and supply chain). In some cases, PNT is
built into integrated systems/operations where its use and/
or dependence on it is not recognized by those who use
and depend on the system. In fact, many different systems
already have GNSS as a shared dependency, so a failure of
a PNT signal could cause the simultaneous failure of many
services that are likely otherwise assumed to be independent
of each other.*
Real-world disruptions of PNT data have shown that
unexpected consequences occur from these disruptions,
including in precision timing and positioning/navigation.
PNT data can also be denied and manipulated, exposing
operators to poorly understood threat vectors. To prevent
degradations from disruptions of PNT data, system operators
should understand when they are using PNT data and the
precision of their PNT requirements. They should know the
source of the PNT and have a backup secondary source that
doesn’t rely on the primary source (i.e. many backup systems
are ultimately dependent on GPS), and they should also
understand the ability of their systems to operate in a PNTdisrupted environment.
* The Royal Academy of Engineering, Global Navigation Space Systems:
reliance and vulnerabilities, March 2011, available at http://www.raeng.org.uk/
publications/reports/global-navigation-space-systems.

Isolated examples of denials of service (e.g. entity targeted
ransomware) and data breaches (e.g. Target, Talk-Talk, etc.)
– even if large and extremely costly – are not examples of
systemic cyber risk. In fact, the overwhelming focus on data
breach and credit-card hacks today distracts security experts,
CEOs and government officials from the more fundamental
and pernicious risks that could potentially trigger a systemic
cyber event.
The blind spot of systemic cyber risk enables the aggregation
of substantial risk that corporate boards cannot see, manage
or mitigate. This creates an environmental condition across
the global marketplace that, when hit with the right trigger
or shock, could result in a wide range of unexpected and
cascading consequences (over time and without geographical
boundaries), including disruptions to the integrity of data and
to operations, and even the incapacitation or destruction of
physical assets.
The blind spot exists today in part because cyber risk
assessments tend to be conducted in isolation and are
often confidential, and because digital interdependencies,
aggregated dependencies and single points of failure are
not yet well understood and/or are not yet identified. As a
result, entity-level risk assessments do not enable individual
enterprise owners to gain a clear systemic risk picture that
includes the risk to all entities, systems and networks to which
they are connected. Even when there is clear agreement on
shared interdependencies, such as payment and settlement
systems and certain key energy generation transmission
points, and on aggregated dependencies, such as air traffic
control or position, navigation and timing systems (see
Box 1), the opportunities are few for key market players in
various sectors to fully understand more than the rudimentary
attendant risks.
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Systemic cyber risks can result from dependence on complex
infrastructure undergirding essential functions but can also
result from disruptions or loss of the confidentiality, integrity
and availability of critical information (see Box 2).
Box 2: The Systemic Nature of Risk to the Confidentiality,
Integrity and Availability of Critical Information
While much has been said about cyberattacks involving data
breaches or theft, including from sensitive systems, a far more
disconcerting scenario involves the alteration of critical data.
If a rogue nation or terrorist organization had the capability to
cause widespread disruption of essential services or damage
to data integrity, organizations (private and public alike) may
have difficulty containing the event. Unlike data breaches
and extortion demands (e.g. through ransomware attacks),
which inflict relatively small and targeted wounds, this kind of
failure could have widespread ramifications. Such an attack
is not only difficult to detect, but it also may be difficult to
discern when the data were changed, thus making it difficult
to “roll back” to a known good state and maintain business
continuity.
For example, the loss of data integrity, the disruption of critical
operations or the damage of certain physical assets could:
– Disable a key market play and indirectly impact other
market players that rely on their key functions
– Spark a contagious disruption that could cascade and
directly impact other market players and the broader
economy
– Erode trust in key systems and services that are essential
for the economy, defence or public safety

To begin a larger conversation around systemic cyber risk,
this paper identifies some key vulnerabilities and potential
single points of failure in the financial services, health
and transportation sectors. The hope is that a deeper
understanding of the potential consequences will help
public and private entities refine their risk management
strategies, identify new areas for investment, determine what
partnerships need to be pursued, and generally build and
strengthen their resilience.

Changing environment
Our environment is evolving at an unprecedented rate,
reflecting the uptempo pace of innovation and technology.
The growing digitization of systems, assets, data and
networks, and rapid technological innovation are resulting in
unprecedented efficiencies, new and increased capabilities
and capacities, convenience, safety and security. In 2016,
over 3.4 billion people are online, with the expectation that
by 2025 more than 5 billion people will be online, an increase
of 30% in just 10 years.12 This massive growth in internet
connectivity is only expected to accelerate, given the dramatic
growth opportunities the online economy can offer individual
entities, sectors and countries.13 Research suggests that the
effect of digitization and increased internet connectivity in
emerging markets could be even greater and is therefore likely
to result in an explosion of applications, services and devices.

The IoT, a natural evolution of the internet, is a key part of this
new market economy. The number of IoT device types and
uses is almost innumerable. According to a study conducted
by McKinsey Global Institute, the IoT will have a total potential
economic impact of between $3.9 trillion and $11.1 trillion by
2025.14 As IoT deployments mature, its sensors and systems
will enable data and decision-making that will dramatically
improve operations and offer predictive – and even preemptive – maintenance for many services. IoT also enables
real-time information that can contribute to operational
resilience for many key operations, such as data related to the
performance, status and condition of the devices.
Other technological advances, such as cloud computing,
cognitive systems and big data analysis, also create
efficiencies. Cloud computing and storage infrastructures or
hyperscale cloud computing providers are rapidly expanding.
Cloud computing not only offers flexible, elastic and economic
solutions, but it also provides redundancy and geodiversity.
As a result, cloud-based technologies can enable an entity
to manage operations from many different locations during
chronic stressors and in the inevitable event of acute shocks,
therefore providing companies with a risk management
platform.15 IoT growth in particular will accelerate the adoption
of cloud services and, by 2020, more than one-third of all
digital information created annually will either live in or pass
through the cloud.16
With significant growth in IoT and the cloud, machine
learning and big data are becoming ever more important as a
significant amount of previously untapped data are collected,
assessed and digitized. These newly available data provide
billions of dollars to potential businesses that can quickly and
effectively evaluate the data.17 Additionally, the International
Data Corporation (IDC) forecasts global spending on cognitive
systems18 will reach nearly $31.3 billion in 2019.19 IDC further
sees cognitively-enabled solutions that “offer the tools
and capabilities to extract and build knowledge bases and
knowledge graphs from unstructured and semi-structured
information as well as provide predictions, recommendations,
and intelligent assistance through the use of machine learning,
artificial intelligence, and deep learning”.20
Conversely, as further discussed below (see “Complex,
unpredictable and cascading consequences”), the aspects of
connectivity, digitization, IoT, cloud services, big data analytics
and cognitive systems that provide the opportunity for growth
and efficiencies can also introduce new and novel threats
and vulnerabilities simultaneously, increasing systemic risk
complexity. For example, because IoT is the bridge between
cyber and physical systems, a compromised IoT system
could be much more destructive (see Box 3) than data loss or
corruption, potentially resulting in physical harm to operations
and humans. Also, small to medium-sized companies are able
to leverage the inherent security that cloud services providers
deliver as part of the solution. However, not all service
providers are the same, and companies need to continue to
assess the risk in this outsourced security model, as they are
not able to outsource their accountability.

Box 3: The Evolution of Cyberattacks – Scale and Scope
Cyberattacks are evolving in terms of both scale – from
isolated attacks against specific entities to industry-wide
targeting, as was the case with the coordinated distributed
denial of service (DDoS) attacks against the financial sector in
2012 – and scope, targeting systems that if penetrated could
result in substantial cascading effects, as recently occurred in
the attack on the Ukraine power grid.*
* See Corero Network Security, “New SEC Filings Show Impact of DDoS
Campaign on Banks”, April 2013, available at https://www.corero.com/
blog/414-new-sec-filings-show-impact-of-ddos-campaign-on-banks.html;
and Electricity Information Sharing and Analysis Center (E-ISAC), “Analysis
of the Cyber Attack on the Ukrainian Power Grid”, March 2016, available at
http://www.nerc.com/pa/CI/ESISAC/Documents/E-ISAC_SANS_Ukraine_
DUC_18Mar2016.pdf.

Threat and attack evolution
Reflected by newspaper headlines worldwide, the reported
numbers and scope of cyberattacks continue to increase,
and the techniques used to gain access evolve at the same
pace as the defences raised to stop them. Innovation and
inventiveness pay dividends for malicious actors, as do the
neglect of basic security practices21 and the lack of risk
understanding. Reporters and security experts have made
it clear that even though many organizations have invested
substantially in cybersecurity, a well-resourced and persistent
attacker can often be successful in reaching the desired
targets.
Cyber threats remain difficult to assess despite over a
decade of effort to understand and craft appropriate
responses to them. The threat actors vary (from hacktivists
to cybercriminals, to disgruntled or nefarious insiders or
saboteurs, to nation states) as do their motives (from
criminal activity such as fraud, theft or the distribution of
child pornography, to economic or military espionage, to
cyberwarfare22), which as a result make it more difficult to
predict and quantify the impacts and consequences of a
potential attack.
Cyber exploits are becoming stealthier and more persistent.
While recent research shows that the average length of time
attackers spend undiscovered on a network has decreased,
the number still exceeds six months.23 Isolated hacks have
morphed, such that a single intrusion or a network scan is
often only a prelude to further exploitation, and information
theft or a data breach can be a precursor to system
disruption or function loss.
Today’s threats have evolved beyond crime to threaten the
vital critical infrastructure that supports the economy, national
security and public safety. The attack on the Ukrainian power
grid in 2015 demonstrated a significant escalation of the
threat,24 but was one of many examples where a cyberattack
against an industrial control system can create physical
consequences and result in billions of dollars of damage.25
Again given current capabilities, one can identify a variety of
possible motives – a systemic cyberattack could be an action
to “prep the battlefield”, an aggressive move to disable, slow
down or remove large-scale competitors, or an action to
demonstrate a show of force/deterrence.
Understanding Systemic Cyber Risk
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Complex, unpredictable and cascading
consequences
As referenced above, the gains in efficiency and capability
derived from increased digitization bring new, complex and
evolving risks. Today’s multifaceted configurations provide
ample targets for hackers to exploit. For example, each of the
current 50 billion connected devices could offer a potential
vulnerability to be exploited by hackers. Malicious actors
could disrupt or manipulate the “dialogue” between device
and controller, or seek a path into a larger network. The
damage from a breach of the IoT may also go far beyond
individual annoyance to having a widespread financial impact.
Because it may involve the control of physical processes,
“cyber as a peril” now includes property damage, bodily injury
and, possibly, death.
The actual impact of a given disruption will depend on many
factors and can be difficult to predict and quantify26 – making
it difficult to plan and allocate resources to meet the risk. The
reaction of systems and institutions to a particular disruption
may significantly influence whether and how a disruption
spreads. These reactions may be very difficult for other
parties to anticipate (due to blind spots, already mentioned).
Reliance on highly connected and interconnected technology
gives rise to:
– The creation of single points of failure (e.g. SWIFT27)
– Sets of concentrated dependencies (e.g. reliance on
a diminishing number of large ports in the shipping
industry;28 or, as a large number of businesses have
grown dependent on software or hardware solutions
provided by a small number of outsourcing vendors,
should there be any compromise in the confidentiality,
integrity or availability of the data stored by those
vendors, ramifications would not only be felt by the
customers of those vendors, but also the end users of
every business affected)
– Complex interdependence (e.g. relationships between
supervisory control and data acquisition and operations,
which depend on each other’s data, operations and
thresholds)
These vulnerabilities in turn can lead to cascading
consequences if the cyber risk is realized. Such cascading
consequences can propagate:
– Sequentially from one system to another: this potential
effect arises when the smooth functioning of one or more
systems is conditional on that of another system (e.g. an
upstream example, cyber financial systems depending
on the continuous availability of electricity)
– Simultaneously to many systems: this potential effect
stems from many systems depending on other critical
systems, or on key service providers (e.g. the financial
services, transportation and healthcare sectors all
depending on the uninterrupted functioning of position,
navigation and timing systems)
– Beyond systems and their participants to other markets
and sectors (e.g. a systemic failure of the financial
services sector having catastrophic effects on economic
and national security worldwide)
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Section 2 explores concrete examples of systemic cyber
risks and the potential associated consequences across the
financial services, transportation and healthcare sectors. This
paper examines cyber risk specifically and therefore narrowly
focuses on the downstream consequences of a potential
attack on institutions rather than the risks they face upstream
– one such example would be the dependence on electrical
supply for the entities in question.
In short, the changing nature of the threat, utter dependence
on technology, and current blind spots on the scope
of systemic risks should give CEOs and government
officials pause for thought. The complexity of today’s
economic landscape and the reliance of key sectors of
the economy on online services mean that the risk and
probable consequences are not well understood and not
easy to quantify. The ability of entities to prepare for the
consequences of systemic risk and build common processes,
capabilities and capacity to enhance their cyber resilience,
and ensure they are able to recover from a systemic cyber
event, is therefore more important than ever.

2. Systemic Cyber Risk to the Financial
Services, Transportation and Healthcare
Sectors
A. Financial services sector
Financial services sector overview
The financial services sector is highly diverse. According to
the US government, it includes:
… thousands of depository institutions, providers of
investment products, insurance companies, other credit
and financing organizations, and the providers of the critical
financial utilities and services that support these functions.
Financial institutions vary widely in size and presence,
ranging from some of the world’s largest global companies
with thousands of employees and many billions of dollars in
assets, to community banks and credit unions with a small
number of employees serving individual communities.29
Together these organizations are a vital component of the
global economy, and the networks and systems that provide
financial services form the backbone of global commerce.
Recent decades have seen the volume and value of financial
transactions increase tremendously, owing both to financial
innovation and advances in information and communications
technology (ICT). As a result, the importance, but also
complexity, of certain financial services systems has grown
exponentially. Some of the core functions of financial services
are payments, market provisioning, investment management,
insurance, deposit and lending, and capital raising.
Financial services represent one of the most connected
components of the modern economy. Financial services
entities are connected through networks of electronic
systems with innumerable entry points. Financial systems
are interconnected in a variety of ways. Tighter direct
relationships between systems, stronger indirect relationships
arising from the activities of large financial institutions in
multiple systems, and broader commonalities, such as the
use of common third-party service providers (e.g. SWIFT,
RTGS), have led to a complex web of interconnections. As a
result, the settlement flows, operational processes and even
risk management procedures of many systems have become
more interdependent and dependent on key providers.
For example, today, payment and settlement systems
rely on messaging services to transmit transaction-related
information, such as payer, payee and the amount to be
transferred. Neither a payment nor a settlement system,
SWIFT is one example of several systems underpinning global
financial systems that connect into broader bank networks
and are remotely accessible. Most financial institutions in the
world have a SWIFT connection, which provides a critical
global messaging platform to the financial sector and is
designed to service more than 10,000 financial institutions in
212 different countries. Another example is gross settlement

systems, such as real-time gross settlement systems (RTGS),
which have been introduced by many countries to facilitate
enhanced risk management for the handling of critical
payments. Gross settlement systems such as RTGS help
reduce the interbank credit exposures arising from a delay in
settlement.

Systemic cyber risks to the financial services sector
While all financial transactions are exposed to a level
and variety of risks, payment, clearing and settlement
arrangements in particular are of fundamental importance
for the functioning of the financial system and the conduct
of transactions between economic agents in the wider
economy. If modern economies are to function smoothly,
economic agents must be able to conduct transactions
securely and efficiently, and public trust in payment
instruments and systems must exist if they are to effectively
support transactions. Such trust could easily be shattered
if the security and reliability of financial data are called into
question, for instance through a cyberattack on the clearing
and settlement systems (see Box 4).
In financial markets, market liquidity is critically dependent
on confidence in the security and reliability of clearing and
settlement arrangements for funds and financial instruments.
If they are not managed and secured properly, the legal,
financial and operational risks inherent in payment, clearing
and settlement activities have the potential to cause major
disruption in the financial system and the wider economy.
Box 4: 2016 Attack on SWIFT
Systemic cyber risk recently came under close scrutiny with
the discovery of three separate hacking incidents against
member institutions connected to the SWIFT network
at banks in Bangladesh, Vietnam and Ecuador, which
accounted for more than $90 million in stolen funds. While
the attacks’ main purpose appears to fall into the category
of traditional cybercrime, the hacks demonstrate that the
applications that enable the financial messaging traffic
between member banks can be manipulated and misused
when member institutions do not strictly adhere to the
security standards.
Formerly, accessing the SWIFT network required being
physically present at a dedicated terminal. However, as
banking requirements and technologies have changed, the
ability for financial institutions to connect to this network has
changed as well. Banks now leverage multiple applications,
resident on various user endpoints, to interface with the
SWIFT network. Each connected endpoint presents an
avenue of attack for threat actors to fraudulently create and
send financial messages. The Bangladesh Central Bank
Understanding Systemic Cyber Risk
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hack is a prime example of this situation; a crafty threat actor
infiltrated a poorly-secured network and used an unsecured
endpoint in an attempt to carry out one of the largest bank
heists in history.
Any significant or prolonged disruption impacting payment,
clearing and settlement arrangements could touch all major
aspects of financial risk, such as:
– Credit risk – defaults on obligations within the payment
system, imposing direct unexpected loss on other
participants
– Liquidity risk – insufficient liquidity to fulfil settlement
obligations
– Market risk and business risk – other transactional risks,
including loss of revenue arising from suspension of
payment services due to disruption or insolvency
While the potential patterns of attack on the financial services
sector can vary significantly, they could include, but are not
limited to:
– A number of simultaneous cyberattacks on systemically
important institutions and critical/core financial
infrastructures
– A large-sale cyberattack on the SWIFT network,
potentially coming from a connected institution or directly
impacting SWIFT, forcing SWIFT to discontinue the
service or shutdown traffic
– A coordinated, simultaneous cyberattack on the RTGS or
SWIFT network, resulting in a widespread disruption that
could create short-term catastrophic results in a global
economy
– A cyberattack on crossing systems or automated
trading that could take advantage of trading complexity
and capacity, increasing the risk of disorderly markets
– through the malfunction of algorithmic programmes –
and the risk of market misconduct, such as unsolicited
information leakage and possible market manipulation of
“dark pools” (private exchanges for trading securities).

Impact and consequences of systemic cyberattacks in
the financial services sector
Closer connections have helped to strengthen the global
payment and settlement infrastructure by reducing several
sources of risk, and payment systems and related platforms
are now less centralized and thus less susceptible to
triggering a global shock in the case of an isolated disruption
event. However, it is critical to acknowledge that the complex
nature of these systems and processes makes it difficult
to respond to and isolate issues in case of a coordinated
cyberattack. Furthermore, tightening interdependencies
have also increased the potential for disruptions to spread
quickly and widely across multiple systems and markets.
Both RTGS and SWIFT systems, because they are vital
to cash and securities payments and settlements, are
considered systemically important and potential “single points
of failure” in the payment infrastructure globally. Given its
complex connections, the consequences of an attack on
“systemically important institutions” could quickly promulgate
beyond systems and their participants to financial markets.
For example, if the latter were not able to submit payment
instructions, due to either operational or financial difficulties,
the outcome could be widespread liquidity dislocations. The
functioning of markets with relatively short settlement cycles,
10
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such as the markets for uncollateralized overnight loans and
repurchase agreements, might be particularly affected. In the
extreme, the inability of settlement banks to send payments
raises the possibility of “liquidity sinks” developing in an RTGS
system, as available liquidity becomes concentrated in the
settlement account of the bank(s) concerned. Therefore,
systemic cyber risk for the sector includes the potential for
cyberattacks to result in:
– Failure of an institution’s ability to meet its payment or
settlement obligations, which could trigger a contagion
effect where other financial institutions would not be able
to meet their settlement obligations
– Failure or severe or prolonged disruption of a core
payment and settlement system, which can be
compromised at various endpoints, affecting multiple
country and locations’ securities markets
– The loss or compromise of the availability and integrity of
key financial data
– Widespread loss of trust and confidence in the payment
and settlement systems
In such a scenario, central banks may be forced to take
exceptional measures, such as the injection of liquidity funds,
repurchase agreements, guarantees to extend the settlement
window, and reductions in the cost of intraday and overnight
borrowing, among others.
Innovations in digital and communications technologies
around the world have rapidly changed the landscape of
payments and settlement systems. Ensuring the integrity,
security, efficiency and continuity of these systems and
networks in this dynamic environment will remain critical for
the financial services sector and the world economy writ
large.

B. Transportation sector
Transportation sector overview
The transportation sector includes the systems, networks,
assets, people and vehicles of multiple transportation modes,
including aviation, highway and motor carrier, maritime, mass
transit and passenger rail, freight rail and shipping, and can
also include pipeline systems. The transportation sector
today is a truly global endeavour that plays a key role in the
movement of people and goods, underpinning international
trade and commerce. Global trade has been a key part of
increased wealth creation over the last 20 years and it has
tracked, in overall terms, at a higher rate than global GDP
growth. Transportation systems also provide lifeline services
to communities and are vital to response and recovery
operations. With the population due to grow by another
2 billion by 2050,30 mostly in cities, the need for efficiently
operating transport infrastructure is only increasing. The latter
– in turn – will need to rely on resilient, compliant and reliable
data connections and infrastructures.
For many decades, transportation and logistics companies
have invested much of their time and money into ensuring
the integrity and reliability of their physical infrastructure and
assets. Airlines and express operators have, for instance,
been very mindful of the risks to their business stemming
from a possible bomb on board an aircraft or in a shipping
container. Physical screening of consignments and the

validation of shippers are commonplace. All major logistics
companies also have huge security operations in place
to prevent theft of shipments from their warehouses, the
substitution of counterfeit goods or the use of their networks
to move illegal drugs or firearms around the world. However,
relatively less attention has been paid to the possibility of a
cyberattack on their IT systems, which, depending on the
source of the threat, could have consequences ranging from
inconvenient to catastrophic.
The risk is very real: the Zurich/Business Continuity Institute
Supply Chain Resilience Report 201531 lists IT problems
and cyber risks as the top two causes of supply chain
disruption. Also, large-scale data breaches – which could
be precursors to disruptive events as attackers can use
schematics or supply chain data to systemically disrupt trade
and commerce – are common in the sector.32 In line with
these findings, the attitude across the industry is changing
and can be summarized by one transport security expert
who commented that while five years ago he was spending
most of his time on the physical aspects of security, now
the majority of his time is dedicated to technology and data
exchange issues.
Systemic cyber risks in the transportation sector
Cyber threats to the Sector are of concern because of the
growing reliance on cyber-based control, navigation, tracking,
positioning, and communications systems, as well as the
ease with which malicious actors can exploit cyber systems
serving transportation.33
Much like the financial services and healthcare sectors
discussed in this paper, the transportation sector is both
very fragmented across its constituent components and
dramatically interconnected. At the same time, the sector
itself is increasingly reliant on information technology and
data flows across navigation, propulsion, freight management
and traffic control, irrespective of whether ground, water
or air transportation and their associated supply chains
are examined. With the development and deployment of
e-freight or e-maritime systems, the risk is increasing along
with operational efficiencies, as criminals, terrorists, security
agencies and so-called hacktivists are increasingly targeting
the information and communications technology systems
relevant to transportation and logistics, whether for personal
gain or economic or security disruption.
Importantly, the transportation sector underpins other
aspects of the economy, and even the small selection of
potential risks affecting the sector can demonstrate their
systemic importance, or indeed highlight potential single
points of failure. They include:
– Manipulation of data, or shutting down, of air traffic
control systems, leading to immediate impact on the
global travel industry
– Loss of trust in road transportation, following vehicular
accidents resulting from hacks
– Tainted traffic control systems in smart cities, resulting in
accidents, injury and death
– Distorted status of freight movement in trucks, trains,
ships and aircraft, damaging goods and creating general
supply chain turmoil
Given the highly interdependent nature of the sector, the
transportation sector would also be severely affected by

systemic failures that might occur in financial payment
systems, which are required to ensure transportation systems
continue to operate.
Box 5: Sector-Specific Attacks Case Study
While malware does not discriminate, it can be developed
to target a particular industry. “Zombie Zero” malware
represents just such an example and it underscores the
growing cybersecurity risks faced by shippers and their
logistics and transportation partners in a wireless, mobile
world where technology changes rapidly.
Logistics firms use scanners to track shipments, as they
are loaded and unloaded from ships, trucks and airplanes.
Zombie Zero targeted the scanners at shipping and
logistics firms for over a year. Once an infected scanner was
connected to the target’s wireless network, it attacked the
corporate network and the scanned information, including
origin, destination, contents and value, and shipper and
recipient information was compromised.
The logistics industry also faces threats (see Box 5), but
here the primary motivation is unlikely to be disruption of
services, as for instance with the airline sector, but access to
the goods themselves. The very shipment-level and supplier
information that parties are encouraged (or required) to share
with their suppliers and their customers is also invaluable
to criminals and adversaries, who seek to disrupt logistics
for political or economic gain, heightening the risk that the
integrity or confidentiality of that shared information could
be compromised. The widespread use of handheld devices
and GPS technology in the field is increasing the risks.
While companies have made strides to understand and
manage this risk internally, they have difficulty identifying and
managing it across a large supplier base.
Impact and consequences of systemic cyberattacks in
the transportation sector
The interconnected nature of the transportation sector and
its centrality to the efficient functioning of the global economy
have meant that the actors in this sector are particularly
at risk of systemic attacks that could have consequences
that reach far beyond the entity immediately affected. It is
clear that transportation systems are very interconnected
and interdependent, and that the complex nature of these
systems and processes makes it difficult to respond to and
isolate issues in case of a coordinated cyberattack. These
closer interdependencies have also created additional single
points of failure and increased the potential for disruptions to
spread quickly and widely across multiple transportation and
supply chain networks.
While an impact of a single cyberattack on an entity within the
transportation system is difficult to estimate, given not only
the myriad of different methods and objectives the attackers
could have, but also the sheer diversity of the sector, it
is clear that if an attack were to breach critical systems
on which communication nodes for the sector depend,
consequences could be catastrophic. In the previous section,
examples were given that illustrate the critical importance
of the transportation sector to a particular subset of an
economy. If such an attack were to take place in a key
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logistic hub, the effect would be multiplied with the potential
for disruptions to spread widely and quickly across transport,
logistics and supply chain networks around the world. Such
an attack, particularly if it resulted in a systemically important
institution’s inability to perform their logistical functions, could
also quickly affect the normal functioning of supply chains
and, as a result, could lead to widespread economic and
humanitarian issues. In the extreme, for example, the inability
of pharmaceutical supply chains to operate effectively will
affect human life.
Examining the consequences of systemic cyberattacks in the
aviation sector demonstrates the possibility for widespread
and cascading consequences. Aircraft design is increasingly
reliant on network connectivity and electronic data exchange
for efficiency gains, making the industry ever more reliant
on the transfer of real-time automated data from ground to
aircraft. If the systems were compromised, consequences
for the safety of the crew, passengers and cargo could
be disastrous. The same can be said for air traffic control
systems or position, navigation and timing systems. In fact,
in June 2015, the Polish national airline, LOT, announced that
it cancelled flights due to a cyberattack against the airline’s
ground computer systems at Warsaw’s Okecie airport that
left it unable to create flight plans.34
The consequences of a potential port closure due to a
cyberattack are another example of the effects resulting
from concentrated dependency or single point of failure.
As shipping has become increasingly channelled through
the ever-decreasing number of ports capable of loading
and offloading the largest container ships, single points of
failure exist in both physical and online worlds. For example,
a successful cyberattack on a port community system (a
system responsible for the coordination of all port activities)
of one of the big “gateway” hubs, such as Rotterdam or Los
Angeles, would have a substantial region-wide economic
impact due to the lack of options available for the rerouting of
ships.
Some of the consequences could include:
– Increased pressure on other ports and associated
infrastructure to cope with redirected throughput
– Immediate cost and delays as a result of rerouted vessels
– Subsequent construction project delays
– Potential manufacturing holdups
– Delays or even the non-arrival of key food or health
products
– Financial repercussions at the port and throughout the
port’s supply chain at the micro and macro levels
The possibility of systemic failures is significant because
systems are operating within systems, such that the
interconnected physical movement of goods must be
synchronized appropriately with the associated necessary
data flows.

C. Healthcare sector
Healthcare sector overview
Information is the lifeblood of healthcare. Interconnected
systems provide for the delivery life cycle of healthcare-related
services, including the assessment, diagnosis and treatment
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of patients (in pre-hospital medical practices to traditional
hospital or specialized care settings); the development of
new and novel approaches to cure diseases and establish
treatment plans; the development, manufacture and delivery
of medical devices and pharmaceuticals that are part of
those plans; the availability of medicines and devices via
pharmacies; and the overall management of health services
and the administration of health insurance. Healthcare sector
systems acquire, store and process a vast amount of critical
and sensitive personally identifiable information (PII), such as
bank account information, credit card data, social security
numbers and electronic protected health information (ePHI),
such as medical diagnoses, insurance claims and treatments,
each step of the way.
The healthcare sector as a whole is increasingly reliant on
ICT to leverage this wealth of information in order to provide
a high level of care for patients, but different segments have
found different uses for its capabilities. Hospitals and other
healthcare groups collect and retain massive amounts of
personal and confidential information about their patients,
employees, procedures, research and financial status,
largely to ease the use of doing business. On the other
hand, pharmaceutical companies have embraced cloud
computing to speed up their drug development processes,
using technology to create actionable insights and to improve
patient outcomes. And with the IoT, wearable, digestible
and implantable technology is being developed and used to
monitor and treat patients. As a result, worldwide healthcare
data are expected to grow fiftyfold between 2012 and 2020.35
The opportunity benefits of the sharing and exchange of this
information for continually improving the standards of care of
patients also involve opportunity costs as attackers leverage
this information for selfish reasons and by unlawful means.
According to the US Department of Health and Human
Services, 1,614 breaches of unsecured protected health
information (PHI) have been reported since 2009, affecting
nearly 160 million individuals.36 Healthcare information and
systems are under attack. The healthcare industry has
become vulnerable to cybersecurity threats, whether from the
growing use of big data for R&D in life sciences, reliance on
cloud computing to improve the accuracy of assessments
for insurance companies, increased reliance on technology
to perform operations, the growing connectivity of medical
devices, or the growth of healthcare-related information and
electronic health records. In addition, the exponential growth
of the systems for processing the large amounts of data that
enable medical systems and services has far exceeded the
pace of the required cybersecurity investment (as compared
to other sectors) to ensure the cyber resiliency of these
systems and the implementation of the requisite information
protection capabilities.
The resulting low barrier to (illegal) entry, combined with the
lure of lucrative healthcare data (and easy access to credit
card information, which is frequently retained on the same
systems), has made this sector one of the most targeted
industries in recent years.37 The concentration of personal
information contained in electronic health records is extremely
profitable for cybercrime actors.38 In addition to using the
personal information for direct financial gains (i.e. credit card
and other financial fraud), attackers attempt to obtain illegal
drugs and/or medical equipment and supplies, or participate

in healthcare fraud. And the threats are only increasing: 2016
has seen a proliferation of sophisticated malware attacks
and social engineering campaigns for the sector, in addition
to an upsurge of distributed denial of service attacks and
extortion attempts through targeted ransomware campaigns
on vulnerable healthcare institutions.
Systemic cyber risks in the healthcare sector
Similar to the transportation and financial industries, the
healthcare sector faces a range of risks stemming from
its production of critical information and reliance on key
infrastructure. The targets are many. Cybercriminals
can focus efforts not only on patients, but on healthcare
providers, insurers, pharmaceutical manufacturers and
distributors as well. Cybercriminals can use multiple methods
of entry, such as phishing, stealing laptops, capitalizing off
human error, social engineering and more.
While an increasing number of data breaches, ransomware
attacks and individual cyber-related events have been
reported by various healthcare-related entities with respect
to financially motivated data theft, how do these threats and
vulnerabilities translate into systemic risks to healthcare?
The healthcare sector’s lack of comparative investment
in cybersecurity has resulted in a widespread dearth
of foundational security best practices to ensure the
confidentiality, integrity and availability of critical and sensitive
personal and health-related information. Confidentiality has
been breached with the hacking and exfiltration of data for
financial gain, both traditional theft and attacks, such as
a ransomware attack, seeking to extort and/or blackmail
through the threat of revealing sensitive PII and/or ePHI
details. This uncovers significant gaps in cybersecurity
resiliency related to critical healthcare information and
systems.
The integrity of medical records can be put into question,
potentially resulting in incorrect diagnosis and/or treatment
with severe, possibly deadly, consequences to the patient.
For example, nefarious attackers could change the blood
type of a patient, and attackers leveraging stolen healthcare
information can get access to controlled substances, the
access of which becomes part of the stolen record. As the
many parts of the healthcare life cycle are interconnected,
incorrect and/or unavailable patient records could inhibit or
alter potentially life-saving emergency medical care, as a
patient moves through the system of care. Also, the process
of manufacturing, testing and distributing potentially lifesaving drugs can be disrupted due to a lack of integrity in the
common supply chain sources, inaccurate clinical trial data
from clinical research organizations and critical infrastructure
transportation service issues. Here, the systemic nature is
one of scale. For example, if the integrity or availability of large
portions of the population’s health records were called into
question, the situation could completely disable a collective
response to a pandemic situation, where the ability to deliver
a response globally would be inhibited by a lack of availability
of needed health information.
Attacks on these inherent healthcare system vulnerabilities
can emanate from anywhere in the world and can have a
profound impact on how routine and emergency care is
provided to patients. It could extend the bad guys’ motives

from cybercrime to destructive attacks, and pose a threat to
the delivery of effective healthcare services globally.
Impact and consequences of systemic cyberattacks in
the healthcare sector
As indicated throughout this section, the healthcare sector is
under siege by cyberattacks (also see Box 6), largely driven
by the promise of easy riches for cybercriminals, but with the
clear potential to expand to other causes and motivations.
Moreover, the sector’s response process can be slow, with
individuals being informed of a potential disclosure up to
a year after the breach has been found. Ultimately, this
continued criminal exploitation could lead to the long-term
degradation of trust in the use of ICT for healthcare. The
damage to R&D in particular, which in recent years has relied
on new technologies to accelerate the development of new
drugs and deepen the understanding of human bodies to
an unprecedented level, would be irreparable. Furthermore,
the loss of trust in online healthcare delivery systems could
dramatically impact remote communities, emerging markets
and the response to urgent medical events, such as natural
disasters and epidemics.
The healthcare sector could potentially however be exposed
to more than just cybercriminals.
Box 6: Medjacking the Hospira Infusion Pump Case
Study
Cyberattacks targeting healthcare monitoring devices
(Medjacking) emerged in 2015. Security researchers
discovered security flaws in the Hospira infusion pump that
could remotely force multiple pumps to dose patients with
potentially lethal amounts of drugs. In addition to insulin
pumps, deadly vulnerabilities were found in dozens of
devices, including X-ray systems, CT scanners, medical
refrigerators and implantable defibrillators. After the
researchers’ discovery, the US Department of Homeland
Security and Federal Drug Administration began warning
customers not to use the devices due to the vulnerability.
The announcement was the first time the government
advised healthcare providers to discontinue the use of the
medical device.
The real threats come from the possibility of terrorists groups,
or even nation states, manipulating the technology not to
access information, but to effectively put lives in danger. While
such attacks have not yet publicly materialized, the danger is
very real and could include:
– Widespread disruption of network-enabled medical
devices like pacemakers or medicine delivery systems
– Widespread tampering of personal medical information,
which could result in patients not receiving needed
medications or incorrect dosages resulting in illness or
death
– Altering of environmental controls in patient care facilities,
causing patient distress or spoilage of medicines
– Network disruptions resulting in the unavailability of
patient data and history during crucial moments and
large-scale medical responses (such as in a pandemic)
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3. Managing Systemic Cyber Risk

Given the complexity of the systemic cyber risk environment –
the cyber risk footprint of any given entity is no longer limited
to the entity’s owned or controlled systems, networks and
assets – it is not possible for any entity to address its cyber
risk in a vacuum. A person’s cyber risk includes another
person’s cyber risk if they are virtually connected, and the
aggregated risk becomes the risk to individual systems and
networks. Nor, as previously described, does any given
entity have all of the authorities, capabilities and capacities
to effectively address the scope of the risk or the pace of its
evolution. Finally, given the sophistication and persistence
of the threat, it is no longer enough to design a risk
management approach towards “if we are attacked”. Rather,
risk managers must change their perspective to “when we
are attacked” and “how often” and “how long can we resist
an attack”.

assess together the critical infrastructure assets at risk,
the vulnerabilities that may expose those assets and the
capabilities and motives of the threat actors targeting those
assets.

Unfortunately, while it is natural to want to stop an attack and
understand the vulnerability, fix it and resume operations,
centring on specific cyberattacks, events, incidents and
campaigns, which places the focus on the attackers and
their specific targets, may not be enough. Today the scope,
scale and character of our dependence on cybertechnologies
and systems are profound and increasing. The digital
transformation of the modern enterprise should prompt CEOs
and boards to reset their risk management assumptions.
Similarly, governments and regulators need to re-evaluate
their assumptions regarding the implications of these
changes to our economic stability and security. They are
inherently positive. But they are not without risk.

Identifying and understanding systemic cyber risk is only
the first step; entities of all sizes, public and private must
work collectively in partnership using all the capabilities
and capacities at our mutual disposal to address it.
Towards that end, it is important to recognize that many
traditional approaches to risk management and governance
that worked in the past may not be comprehensive or
agile enough to address the rapid changes in the threat
environment and the pace of technology change that is
redefining public and private enterprises. Traditional cyber
response or cyber defence tools, such as firewalls or
automated threat indicator sharing, are no longer sufficient
when facing systemic cyber risk. Furthermore, many common
defences have been designed to limit the immediate impact
to a particular individual or company, often with the main
objective of protecting financial information or limiting financial
impact. They have not been designed with persistent
attackers with the resources of nation states in mind, nor
to address risks that exist outside the realm of a given
entity’s control. Entities must be able to operate in the face
of advanced persistent threats and attacks and to adapt
to changing vulnerabilities and pressures. In partnership, a
cultural, multistakeholder approach must be created and
sustained - one we call an Advanced Persistent Resilience
(APR) approach.

Traditional models of risk calculation seem to fall apart when
it comes to assessing cyber risk, and it is an understatement
to say that government and industry are struggling to
understand and to prepare for the magnitude of systemic
cyber risk. As already described, in part this is because a
systemic cyber event or crisis has not yet been experienced.
To some degree, systemic cyber risk is a bit of a “black
swan”. Black swan events: 1) are a surprise; 2) have a major
impact; and 3) are retroactively predictable.39 In other words,
if a systemic cyber event occurs, the world will likely express
shock at our dependence on technology, be stunned by the
breadth of the impact and then essentially say, “Of course we
knew that was going to happen someday.”

This analysis demonstrates that a more holistic approach to
resilience is required, given the complexity of the cyber risk
environment and the unique nature of systemic cyber risk.
The APR approach combines the best of current operations,
training, technologies and management processes and
governance to enable entities to adopt, innovate, respond
and mitigate – while under consistent attack. Contrary to
a static compliance regime, the APR approach requires
constant monitoring of the threat, and adjusting to and
anticipating it. Risk managers must not only examine
technical controls, but also the organizational culture, training,
the comparative performance within peer groups and
corporate governance.

But it is not necessary to wait until it happens. Action is
possible now. To understand and manage systemic cyber
risk, organizations must partner with suppliers (and suppliers’
suppliers), customers and other virtually connected entities
to understand the potential scope, scenarios and triggers
for systemic cyber events. It is necessary to identify and
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accumulated financial exposures but also to support the
process to integrate the appropriate risk costs.

Recommendations to Better Understand and Manage
Systemic Cyber Risk
–

World Economic Forum: The Forum can envisage
convening a high-level group of experts and global
thought leaders to explore the concept of systemic
cyber risk and: 1) determine and capture the depth of
understanding that currently exists in the marketplace
around systemic cyber risk; 2) propose a definition of
systemic cyber risk as an agreed upon lexicon is sorely
missing in this area; 3) assess the potential scope of
liability that enterprises are unknowingly assuming
(including tail risks); 4) assess the economic and security
implications to the global economy or key sectors
of the potential consequences (including cascading
consequences) resulting from a realized systemic
risk in key sectors; and 5) create tools to help C-level
executives and boards ask the right questions to both
understand the risk and address it.

–

The Forum can also investigate launching an effort to
understand the culture and leadership dimensions of
resilience. This effort should explore how leaders can
motivate teams to explore new ways of analysing risk
and methods for encouraging groups to develop the key
attributes and capabilities for resilience in partnership,
recognizing today’s interconnected risks. Cross-sectoral,
interdisciplinary and geographically diverse experts
could be convened to further articulate the APR risk
management approach and concept.

–

–

The Organisation for Economic Co-operation and
Development (OECD): The OECD should undertake an
effort to study the current understanding of systemic
cyber risks, explore possible systemic cyber events,
and work with governments, the private sector and
academic experts to identify potential indicators, metrics
and triggers to include aggregated dependencies,
single points of failure and tightly coupled cyber
interdependencies. The establishment, integration and
ongoing maintenance of metrics are vital to enable a
shared understanding of the risk.

–

Insurance and the modelling industry: A renewed
focus should be given to the development of holistic
interdependency models and the identification and
assessment of cascading consequences within and
among industry sectors and geographic regions.
Specifically, systemic cyber risk quantification models
that consider and include the tail risk of multiple
cascading consequences are needed. These models
can help not only to drive a further understanding of the

Governments: As the threat expands beyond industrial
espionage to activities that trigger national security (e.g.
the disruption of critical infrastructure services through
cyberattacks), governments should work with the private
sector to further articulate roles and responsibilities.
Governments should transparently and inclusively
develop incident management plans with privatesector entities to address large-scale cyber events.
Understanding how the government will respond during
a national cyber incident will enable the private sector to
tailor its expectations and to plug into the larger effort as
appropriate.

Governments must also clarify the “owner” of various types of
risk and develop incentives to enable the least cost avoiders
to take needed action to prevent or mitigate attacks.
Cross-industry: The tightly integrated economic
sectors, such as the financial services, transportation
and healthcare industries, should convene vertical
working groups of experts in insurance, technology and
operations to explore the key dependencies common to
enterprises and the processes and functions on which
the whole sector relies.
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Conclusion

Cyberdependency and the dramatic technological
transformations that are happening to enterprises,
infrastructures and systems globally are profoundly resetting
the traditional expectations of risk management and its
approaches. Systemic cyber risk presents a fundamentally
new challenge. Investment in understanding it is needed
before a systemic cyber event occurs. Otherwise, the
cost will be far too high. Seeking to partner, analyse,
test and investigate the range of triggers and the scale
of consequences that could result from such an event is
essential. In parallel, seeking to develop and grow a new
generation of preparedness and readiness based on an APR
approach is also necessary.
No ready-made curricula on systemic cyber risks and how to
best manage them exist. This paper offers the beginning of
a dialogue that will hopefully span both public- and privatesector organizations. Much can be debated and discovered
with respect to systemic risk and resilience and the
appropriate roles and responsibilities of the various players in
the ecosystem to combat the risk and build resilience.
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C

ybersecurity and privacy risks are inherent in information and communications technology (ICT) products
and services. Increasing their security is paramount to their continued use in governments and businesses
around the world. Guidance based upon objective standards, best practices, and risk management
techniques can help purchasers of these products and services make informed decisions to reduce their own risk.
This breakthrough group will promote discussion and solicit feedback on its 2016 publication Purchasing Secure ICT
Products and Services: A Buyers Guide, exploring ways to address the need for security standards in the
procurement of ICT products and services.
Accomplishments:
In September 2016, this breakthrough group published Purchasing Secure ICT Products and Services: A Buyers
Guide, which outlines questions that ICT consumers can ask their suppliers to understand how to manage security
risks, including supply chain risk, introduced into enterprises by commercial technology. This unique, breakthrough
resource is intended for all organizations interested in acquiring more secure information and communications
technology (ICT) products and services. The report has received wide media coverage and was featured in The Wall
Street Journal. It was also presented at the Munich Security Conference's 4th Cyber Security Summit in Stanford,
and at ITU Telecom World 2016.
Goals:
This breakthrough group will continue to promote the Buyers Guide at meetings and in discussions with leaders
around the world, focusing particularly on large buyers of ICT and standards bodies. It will also continuously solicit
feedback to improve the coverage of the guide and its usability.
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ICT Buyers
Security Guide

Summary
This Buyers Guide is intended to help the
buyers, suppliers, and users of information and
communications technologies better understand and
address the cybersecurity and privacy risks inherent
in information and communications technology (ICT)
products and services. These individuals include
senior executives and members of their governing
boards and parent organizations, chief information
and information security officers, risk management
professionals, acquisition officers, insurers, auditors,
other third-party risk evaluators, and design,
manufacturing and supply chain professionals.
The Guide provides these three overarching
recommendations for ICT buyers and suppliers:
1.
2.
3.

4

Engage in a dialogue about risk management.
Use questions in this Guide to frame the dialogue
(see Figure 3 on page 22).
Rely on international standards to increase
confidence in the results.

5

ICT Buyers
Security Guide

Why This Guide is Needed
Governments and enterprises around the globe
depend on information and communications technology
(ICT) products and services. They depend on ICT for
national and economic security, public safety and law
enforcement, and the confidentiality of their data and
the data of the individuals they serve. These users of
ICT are also increasingly aware of and concerned about
cybersecurity risks.

I

n the last 18 to 24 months, security professionals, executives, and boards of directors
have engaged and invested more in efforts
to enhance cybersecurity. For example, in
Pricewaterhouse Cooper’s The Global State
of Information Security® Survey 2016, respondents reported that 45 percent of boards
participate in the development of an overall
security strategy, and cybersecurity budgets
increased by 24 percent in 2015. 1

Such attention is overdue. Widespread news reports of increasingly severe cyber attacks from
criminal and other malicious actors reveal only
the tip of the iceberg. According to Lloyds of
London, an insurance company, cyber crimes
alone cost global businesses $400 billion per
year, representing tens of thousands of corporate victims.2 And, such direct economic losses
do not include loss of customer confidence,
reduced share prices, increased insurance pre1
http://www.pwc.com/gx/en/issues/cyber-security/information-security-survey.html.
2
http://www.cyberinsurance.co.uk/cybernews/lloyds-ceo-cyber-crime-cost-businessesup-to-400-billion-a-year/.

6

miums, and diverted management attention.
The increased focus on and investment in
cybersecurity is significant and meaningful; yet
it is still insufficient. Executive engagement and
investment are developing, but many efforts
are limited to managing operational risks to
enterprise ICT systems and data. Executives
are not yet considering the impact of their purchasing decisions on the security or integrity of
the technologies the organization uses. More
specifically, many ICT buyers are not yet having
conversations with their suppliers about how
those suppliers govern and manage risk in their
environments, develop technology products
and services, manage security of those over
time, and demonstrate their practices in these
areas.
Technological innovation and development
leverage global resources—cyber, physical,
and human. This global approach drives down
costs and enables people and organizations
around the world to use and realize the benefits
of ICT products and services. However, it also
introduces risks because of the number and
diversity of individuals, entities, services, and

components, and the complexity of the products and services themselves. In particular, ICT
products and services often contain vulnerable
components, which increase cyber risk exposure and often add direct and indirect costs
across the lifecycle of products and services.
The burgeoning deployment of cost-effective
cloud services which often rely on multinational
hosting and maintenance, decreases the transparency of risk and contributes to the importance of addressing these issues.
Through their purchasing priorities and decisions, ICT buyers have at least two crucial roles
to play in cybersecurity:




First, buyers can reduce risk by procuring and using products and services that
have sufficient security and integrity for
their environments.
Second, by factoring security into procurement decisions, buyers incentivize
ICT suppliers to develop and provide
more secure ICT.

Buyers wanting more secure ICT products and
services should develop or leverage informed
security requirements and use them in procurements. Those requirements should take the
form of risk-informed, fact-based procurement
practices based on widely recognized international standards and best practices. They
should be enforced by objective conformance
regimes that are flexible and consistent with
risk. By asking informed questions and imposing commercially reasonable requirements on
ICT providers, buyers can significantly reduce
the risk of a range of cyber threats and, by doing
so, reduce overall risk in cyberspace.
When practicable, buyers should also collaborate with like-minded buyers to leverage their
collective purchasing power and signal their
collective requirements to the market.

Approach: Principles,
Surveys, Interviews
The EastWest Institute’s (EWI) Breakthrough
Group on Increasing the Global Availability and

Use of Secure ICT Products and Services3 has
created this Guide. In 2015, the breakthrough
group developed a set of five principles for market participants demarked simply as government and industry. Government and industry
act in multiple roles as stakeholders in the ICT
marketplace. The government acts as a policymaker and sometimes as a regulator of ICT, industry develops and provides ICT products and
services, and both government and industry are
buyers of ICT products and services. Accordingly, cyber stakeholders have varying responsibilities and capabilities to effect an increase in
the security of ICT products and services, and
in the use of more secure ICT. These roles and
responsibilities are summarized in Figure 1.
The group also conducted an industry survey,
which produced insights into how both buyers
and suppliers think about the security of ICT
products and services.4 In addition, it conducted
confidential interviews with senior security and
risk management experts in key sectors—finance, transportation, telecommunications,
retail and government—to learn how they
evaluate suppliers and make sourcing decisions around the security of ICT products and
services.
This Guide is version 1.0. EWI will revise this
Guide in early 2017 prior to our Global Cyberspace Cooperation Summit (to be held March
14-16, 2017, at the University of California,
Berkeley). We welcome your comments and
feedback. Please feel free to use the Feedback
Form in Appendix C, or send your observations
and suggestions to cyber@eastwest.ngo. Comments received by December 1, 2016 will be
reflected in version 2.0.

3
See,
https://www.eastwest.ngo/info/
increasing-global-availability-and-use-secure-ictproducts-and-services. EWI appreciates the leadership and support of its partners in creating this
Guide, and in particular the dedication and perseverance of Sally Long of The Open Group, Angela
McKay of Microsoft and Andy Purdy of Huawei
Technologies USA.
4 A description of the survey results can be
found at https://www.eastwest.ngo/sites/default/
files/words-images/Survey-Results-Summit-2015.
pdf.
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Figure 1: Roles and Responsibilities of Cyber Stakeholders
Actor >
Role >
The Five Principles

Government
Policymaker

Industry
ICT Buyer*

ICT Provider

Maintain an open market that fosters innovation and
competition and creates a level playing field for ICT providers
Create procurement practices that utilize fact-driven, riskinformed, and transparent requirements based on
international standards and approaches
Avoid requirements or behavior that undermine trust
in ICT (e.g., by installing back doors)
Evaluate the practices of ICT providers in terms of creating
product and service integrity
Create and use tools and approaches to address risk and
assign high value to cybersecurity investments
*Government and industry organizations both act as buyers of ICT products and services.

How to Use This Guide
This Buyers Guide is intended to help facilitate
and structure informed conversations between
ICT buyers and suppliers about how suppliers
manage cybersecurity risk in their offerings.
While this Guide may help raise awareness of
the importance of cybersecurity generally, it
is specifically designed to help organizations
reduce the risk they face from cybersecurity
vulnerabilities5 in the commercial products and
services upon which they rely. Accordingly, it
provides guidance and practices intended to
assist buyers in developing and implementing
security-minded purchasing requirements to reduce risks from product and service vulnerabilities. Buyers can use the mechanisms described
to assure that their suppliers manage cybersecurity risk in their offerings appropriately.
This document is not a checklist. Dialogue and
exchange between buyers and suppliers can
be more valuable for both parties, providing
greater insight into the concerns of buyers and
the practices of suppliers, and because buyers
can and should have different risk priorities.
5 A cybersecurity vulnerability is a weakness
in a product or service that could allow an attacker
to compromise the integrity, availability, or confidentiality of that product or service, or of the information that it stores, processes, or provides.
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Differences in risk priorities exist both between
organizations and within a single organization
based on different threats, risk tolerances, and
management resources. For example, protecting the confidentiality of data will be paramount
in some business areas; in others, the need for
availability will dominate.
The recommendations in this Guide are meant
to complement an organization’s existing enterprise cybersecurity risk management practices, which often tend to focus on managing
operational cybersecurity risks by using tools
such as network security, data loss prevention,
user training, exercising resilience, etc., and
by transferring risk to others via insurance or
other means. Organizations must manage ICT
supplier risk, like other risks, with a level of effort
appropriate to the risk. Although the practices
recommended here could extend the time to
complete procurements and may increase purchasing costs, these tradeoffs must be evaluated against the security risks resulting from
not adopting the practices. Sound metrics for
evaluating investments in cybersecurity remain
a work in progress.
This Guide may be used in various ways by
different organizations. Small and medium
sized enterprises, and smaller business units responsible for their own ICT procurements within

larger companies, may choose to use the Guide
more as an internal awareness tool than as a
template for discussions with large commercial
product and service suppliers. The nature of the
buyer-supplier relationship will also affect the
dialogue. Conversations between buyers and
long-term suppliers will often focus on changes,
whether those are changes in threats facing the
buyer or changes in suppliers’ processes and
practices. Conversations with new, potential
suppliers will often be more comprehensive as
buyers seek to understand more broadly how
those suppliers approach risk management in
their organizations and across the product and
service lifecycle.
Finally, while this Guide recognizes the value
of international process-based standards and
certifications to help assure conformance to
those processes, it does not emphasize product
or service certification, which may be appropriate for some technologies but can be slow and
costly. Product certification may not adequately
consider processes to promote version integrity
and authenticity more consistently throughout
the technology development and manufacturing/production lifecycle and supply chain.
Traditional product certification approaches
are challenged to accurately reflect security
and integrity for constantly evolving software
code and approaches to manage operational

security, particularly in the cloud services environment.
This Guide is divided into three main sections:
Enterprise Security Governance, Product
and Service Lifecycle—from Design through
Sustainment and Response, and Creating
Assurance. Each section includes a brief introduction of the topic and a series of subsections
(e.g., Sourcing/Supply Chain) that highlight
common sources of risk and associated processes and practices to mitigate them. Each
section suggests one or more questions that
buyers can ask suppliers as a way of opening or
advancing the buyer-supplier conversation and
improving buyer understanding and confidence.
In some cases, the Guide suggests artifacts the
supplier could provide that will document the
measures taken. Finally, the document contains
three appendices: a feedback form, a list of
relevant international standards, and the “Top
100” requirements.6
6 The questions in this Guide were adapted
and combined from the eleven categories of 100
questions contained in the Top 100 Requirements
white paper developed by Huawei Technologies Co.,
Ltd. (see Appendix B). EWI agreed to launch a process to gather input from government and industry
experts and evolve those 100 questions to the next
level of practicality and usability. This Guide represents the first detailed product of that process.
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1. Enterprise Security Governance
This section of the document provides guidance to help
buyers determine the extent to which their suppliers have
the necessary strategy and governance processes in place
to manage cybersecurity in their environments. Suppliers
should have an organization-wide governance framework to
consistently manage cyber risks, including risks associated
with product and service integrity and supply chain security.
The leadership of the supplier organization owns all such risk
and should ensure that the most appropriate processes
and practices are in place and continuously improved. There
must be effective oversight and verification mechanisms
to give the leadership adequate and timely visibility into the
management of the risk.

Strategy and Control
Organizational leaders recognize that a part of
their fiduciary responsibility is to address risk
that could negatively impact their organization’s
core mission, operation and reputation. As noted, there is growing awareness among corporate boards of directors, executives, and senior
managers that such risks can have a cybersecurity causal connection and that cybersecurity
risk—like other risk—is owned by the board of
directors. In other words, cybersecurity risk
must be part of an organization’s enterprisewide risk management program. Accordingly,
the board and CEO must have ongoing visibility
into and exercise their ownership and responsibility for cybersecurity risk management.
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Once cognizant of this responsibility, the organization should make a firm commitment to
address cybersecurity risk and should create an
organization-wide committee or other entity to
address this risk (or, alternatively, incorporate
cybersecurity risk management into an existing
entity that addresses risk generally). Because
the key stakeholders of the organization—including business/mission groups, key departments, IT, HR, legal, and security—are relevant
to one or more components of cybersecurity
risk (threat, vulnerability, and consequence),
senior representatives from each should be part
of the high-level committee that evaluates and
oversees risk management and provides ongoing visibility to the board and C-level executives
(regular reporting, quarterly or semi-annually,
and more often when necessary).

Under the oversight of this entity, internal
requirements (corporate policies, standards,
and procedures) for cybersecurity should be
developed for all key functions, including those
specific to delivery of products or services (e.g.,
research and development, manufacturing,
service delivery) and those that support and
ensure organizations are fulfilling their legal and
fiduciary responsibilities (e.g., human resources, laws and regulations, standards, compliance,
auditing).
These requirements should be built not only
into the performance metrics and milestones
of the relevant business group or department,
but also into the performance standards of
individual employees who have responsibility for
the particular initiative or actions. Mechanisms
such as internal evaluation and audits should be
used to track and monitor cybersecurity-related
functions and activities managed by the organization or performed by third-party suppliers.
Such mechanisms enable groups and individuals that have cybersecurity responsibilities to be
held accountable. Organization-wide oversight
committees can then have visibility into how
effectively cybersecurity risk is managed and
provide timely, meaningful visibility to the board.
Questions Related to Strategy and Control:




How does the supplier integrate and
manage information and cybersecurity
risk into the core strategic and operational focus of the business?
To what extent can the scheduled release
of products or services to customers be
delayed in order to address unexpected
security concerns?

the processes and practices that have proven
most effective are usually based on commonly
recognized international standards and best
practices.
The set of appropriate standards and related
processes and practices that should be followed
is one important component of the set of requirements the organization will communicate
internally (i.e., to its managers, employees, and
contractors) and externally (i.e., to vendors and
suppliers). One best practice gaining increasing
support is the Cybersecurity Framework, which
was developed by the National Institute of Standards and Technology (NIST) in collaboration
with industry stakeholders.7 The Cybersecurity
Framework relies on international standards
to support a risk-analytic tool that describes
operational risk analysis and management
processes and practices—an essential foundation for an organization to assess and systematically address cybersecurity risk as part of
enterprise risk management. ICT buyers should
consider the practices outlined in the Cybersecurity Framework not only to enhance their own
operational cybersecurity, but also to evaluate
that of their suppliers.
Other factors that impact requirements and
should be considered by the internal oversight
entity include national statutes or regional regulation (such as in the European Union), as well
as the needs of particular customers or industry
sectors. In addition, each organization needs
to keep abreast of the changing cyber threat
landscape and advances in industry practices,
while constantly assessing the implications of
increasing requirements, including costs and
potential impacts to innovation.

Standards and Processes

Questions Related to Standards and
Processes:

Achieving consistent quality in products and
services requires that employees and their
organization’s suppliers follow processes and
practices that are consistent, repeatable, and
scalable. Training and tools to support these
processes, practices, and personnel are also
required. The same holds true for an organization seeking to manage cybersecurity risk
effectively. For both quality and cybersecurity,



What commonly accepted international
standards and best practices support
supplier security processes and practices? Where gaps exist, how are they being
addressed?

7
http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf.
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Human Resources
The human capital of an organization is one
of its most important assets and should be
managed as such, both in terms of the value
employees create as well as how they contribute to increasing, managing, and reducing risk.
The best organizations seek to instill, maintain,
and regularly refresh a culture that supports
the ability of employees to contribute to the
organization’s goals. Accordingly, they should
recruit, hire, train, and motivate their employees
to understand goals and requirements—including cybersecurity risk management.
This human resources goal should apply at all
levels of the organization, from line employees
to the most senior executives. Every employee
should have some level of cybersecurity awareness (customized for the specific requirements
of the employee’s role) that is refreshed on a
regular basis and tested periodically. Regular
training should include legal and internal policy
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compliance and sharing examples of non-compliance. All employees need to be aware of what
conduct is permissible, discouraged, or forbidden, and experience a culture in which employees are encouraged to report violations and are
held accountable for complying with policies.
Organizations may also consider conducting
random compliance evaluations; for example,
they may send test phishing emails and test
social engineering attacks, conduct anonymous surveys of employees, and publicize the
responsibility of employees to report improper
conduct. Employees should know that the organization cares about policy compliance and is
making real efforts to ensure it across all levels
of the organization.
Question Related to Human Resources:



How are key personnel vetted, selected,
trained, and held accountable for
trustworthiness?
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2. The Product and Service
Lifecycle — from Design through
Sustainment and Response
The global threat landscape continues to change dramatically,
and cyber attacks are growing in sophistication and prominence.
Malicious attackers rapidly adapt and change strategies, including
creating or exploiting vulnerabilities in global technology
development and manufacturing supply chains.

I

n this evolving threat landscape, suppliers
must focus on securing products and services throughout their lifecycle. More specifically, every technology provider in the supply
chain—including developers of software
code, component suppliers, manufacturers,
distributors and value-add resellers—must
do its part to mitigate risks along the supply
chain. Processes, practices, training, and tooling should address a variety of potential risks
and include efforts that: reduce the number
and severity of vulnerabilities during the development of software code, reduce the risk of
maliciously tainted code, and mitigate against
counterfeit components making their way into
a finished product or service.
This section provides guidance to help buyers
determine whether their current and potential
suppliers are managing cybersecurity and
supply chain risk appropriately throughout
the lifecycle of products and services. The
product and service lifecycle is described
slightly differently in almost all organizations,
but most use one of two approaches. One
approach makes a distinction between what
is developed by providers “in-house” and what
is outsourced and then brought back into the
product (e.g., hardware components, open
source, other third-party software); the other

approach describes the full lifecycle using a
series of functions involved in the development and delivery of products and services. In
the latter approach, each function is considered to be part of the supply chain because in
the current global ICT marketplace, activities
or functions could be—and frequently are—
outsourced to third-party suppliers.
In this document, the product and service
lifecycle has been partitioned according to
functions, as shown in Figure 2.8 For each of
the functions, the document highlights broad
categories that buyers and providers should
be concerned about from a cybersecurity and
supply chain security perspective. The document also offers a brief overview of the best
practices within those categories, promoting
buyer awareness of the supplier practices that
most effectively help an organization manage
security and integrity across the product or
service lifecycle.
8 The simple representation of the product
and service lifecycle provided here does not conflict with the modern spiral development lifecycle
(SDLC) for software. (See, e.g., Barry Boehm,
1986, “A Spiral Model of Software Development
and Enhancement”). In reality, feedback loops exist in all mature manufacturing and distribution
processes.

13

Figure 2: The ICT Product and Service Lifecycle

Design and
Development

Build

Release,
Fulfillment, and
Distribution

Sustainment
and Response

Sourcing and Supply Chain

Product and Service
Lifecycle Best Practices
A. Design and Development
Within design and development, buyers and
their suppliers should be concerned with
two core categories of efforts: how suppliers
manage software development, and the extent
to which they are using secure engineering
practices.
1. Software Development Practices
Suppliers should have core processes and
practices in place for all products and services to create and manage basic quality
and security for the development, operation, and maintenance of software. These
practices should be followed, irrespective
of any additional secure engineering,
supply chain risk management, and/or
manufacturing methodologies that may be
utilized to increase security and integrity.
Practices in this category should address
such basics as: design; development policies and processes; quality and test management; configuration and vulnerability
management (recall, not all vulnerabilities
are security vulnerabilities); and product
maintenance and disposal.
2. Secure Engineering Practices
Suppliers should follow practices designed
specifically to reduce the number and
severity of unintentional vulnerabilities in
the products, services, or components they
are developing. This covers activities like:
threat modeling, analysis, and mitigation;
secure coding practices; run-time protection techniques; security vulnerability
analysis, response, and remediation (i.e.,
patching); and continuous improvement
(i.e., monitoring and assessing changes
in the threat landscape and successful
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attacks and, as appropriate, evolving engineering practices).
Questions Related to Design and
Development:









How does the supplier manage its software development processes, and are
those based on industry standards or
best practices? If yes, which?
Does the supplier have a lifecycle
strategy that ensures that products and
services are conceptualized (i.e., during
R&D), designed, developed, and maintained from a security perspective over
their lifecycle? Are cybersecurity requirements embedded throughout, and are
they based on any industry standard or
best practice?
Are secure coding practices in place
throughout the lifecycle?
How does the supplier identify and
trace vulnerabilities (security and nonsecurity) and ensure that they are appropriately prioritized based on risk and
addressed in every product and service
that might use the vulnerable code/component?
How does the supplier monitor changes
in the threat landscape and take them
into account in the design, development,
and deployment phases?

B. Build
This category includes converting source
code files into software that can be run on a
computer, as well as the manufacture, assembly, and integration of various software and
hardware components into finished products
and services. Throughout build, mitigating the
risk of tainted or counterfeit components being
inserted before or during manufacturing and
assembly is important. Good product development and secure engineering practices (as dis-

cussed above), and supply chain best practices
(see below) during the build phase will help
prevent product and service compromise from
a security or counterfeit perspective. Within
those broad practices, code and component
quality reviews that managing code or component integration, version control, and compilation and manufacturing are essential.

dents and communicating about and correcting
vulnerabilities that may be reported or discovered after delivery.
Question Related to Sustainment
and Response:



Questions Related to Build:





What are the security processes used
for compilation and/or manufacturing
processes?
How are products and services continually tested for security vulnerabilities?
What international standards and best
practices does the vendor comply with
in terms of compilation and/or manufacturing?

C. Release, Fulfillment, and Distribution
When products and services are finished and
ready to be shipped or provided, release practices should again be documented and followed
consistently. These steps are essential to assure
that all of the channel partners are following
best practices in the release cycle, as well as
strong security and supply chain practices so
that physical and logical access are not compromised during distribution to the customer.
Questions Related to Release, Fulfillment,
and Distribution:





How do suppliers identify and authorize
partners to distribute their products and
services, and how do they verify partners
are meeting their commitments?
How are security and integrity of products and services maintained until final
customer acceptance?
How does the supplier help the customer
integrate products and services into existing infrastructure safely and securely?

D. Sustainment and Response
The activities related to this category help assure that when a product or service has been
delivered to the customer, there is an agreement in place that governs product and service
maintenance and sustainment. Buyers should
understand what their providers will commit to
in terms of maintaining the product, including
patching for functionality and for security as
well as how they will respond to reported inci-

How do ongoing maintenance, patching,
incident resolution, and upgrade procedures maintain and enhance product and
service functionality and security?

E. Sourcing and Supply Chain
This category covers the outsourcing of any of
the functions described above for hardware and
software to third-party developers and manufacturers. Buyers should be concerned about
whether suppliers and manufacturers, as well
as any distributors or value-added resellers,
are trustworthy. Therefore, buyers should try
to determine from their suppliers the extent to
which their supply chains and their outsourcing
partners are similarly carrying out best practices for design and development, build, release,
fulfillment, distribution, as well as sustainment
and response.
Processes and practices in this category cover
the overall supply chain, including: selection and
authorization of suppliers and business partner
such as original equipment manufacturers
(OEM), component suppliers, integrators, valueadded resellers and distributors; the protection
of the suppliers’ environment (e.g., physical and
logical access control); and the security and
integrity of the manufacturing processes (e.g.,
practices, training, and tooling for secure transmission and handling, open source, counterfeit
mitigation, and malware detection).
Questions Related to Sourcing
and Supply Chain:






Are third-party inputs evaluated for security prior to selection and tracked/validated upon entering the supply chain?
How does the supplier conduct security
management with its suppliers? Has
the vendor established relevant security
criteria and passed the criteria onto its
suppliers?
How does the supplier describe its
manufacturing process flow and provide
details on how it assesses the process,
both upstream and downstream, to
discover the existence of any tainted or
counterfeit components?
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3. Creating Assurance
The previous two sections of this Guide describe
considerations and questions to help ICT buyers assess if and
how their suppliers govern and manage cyber risks generally,
as well as throughout the lifecycle of their products and
services, enabling buyers to make more informed decisions
based on risk tolerance. Supplier statements that describe
governance and product or service development policies
are useful, but they may not be sufficient in all cases. Buyers
may also request, and in some cases require, ICT suppliers
to demonstrate assurance by disclosing information and
showing evidence that they are adhering to the commitments
that they describe. With assurance, buyers gain trust in
suppliers’ implementations of risk mitigations.

T

his section provides guidance to help buyers understand the various approaches
that can be used to foster greater assurance. It also covers the different approaches
suppliers can use to demonstrate that their
processes and practices provide greater assurance.
Both fostering and demonstrating assurance
help to build and continually enhance trust
among ICT buyers and suppliers:
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Approaches to foster assurance, including laws and regulations, contracts, and
transparency, increase the likelihood
that: buyers will either require or request
greater security and integrity in their ICT
products and services; and, suppliers will
increasingly use processes and practices

to enhance those areas. Fostering assurance helps incentivize and encourage
a market for more secure ICT products
and services.



Methods of demonstrating assurance,
including external attestation (often via
certification) and self-attestation, are
means by which concrete evidence or
other information is shared to show how
various standards, processes, or practices are being used by suppliers. Sharing
such information helps to advance trust.
Buyers and suppliers should consider
multiple approaches, flexibly based on
risk, to request or require information
that can help demonstrate assurance.
These approaches can contribute to efforts to establish, maintain, and increase

trust, but they may also have associated
costs, including delaying the adoption of
more secure products and services or
unduly stifling innovation.

Fostering Assurance
How does the ecosystem advance ideas about
the need for and value of assurance? Along a
spectrum of conduct from less to more voluntary, there are multiple approaches that governments, suppliers, and buyers can undertake to
foster assurance, including through laws and
regulations, contracts, independent evaluations
or attestations, and transparency.
Laws and regulations: Government policymakers may require public and private sector
ICT buyers that operate within their jurisdictions to comply with certain security, privacy, or
related requirements or commitments; in turn,
those organizations must ensure that their suppliers also comply. In other words, buyers must
be confident that the products and services
they procure will meet the demands of their
governments; as a result, laws and regulations
that stipulate such commitments may help to
foster assurance.
For example, the European Union requires that
organizations operating within its jurisdiction
adhere to various privacy commitments, and
the European Commission has developed
Model Clauses—also known as Standard Contractual Clauses—that are consistent with those
commitments. Standard Contract Clauses are
used to facilitate the transfer of personal data
outside of the EU in a manner that is consistent
with the spirit of the requirements of 95/46/
EC, the Data Protection Directive. Both the EU
requirements and the Model Clauses help to
foster assurance by establishing benchmarks
against which ICT buyers can evaluate their
suppliers, incentivizing suppliers to pursue
methods to assure customers that they meet
or exceed those benchmarks. Other jurisdictions are developing different approaches, and
inconsistency across jurisdictions is increasing
costs to buyers because suppliers must build
and maintain different products/services for
different jurisdictions.

Contracts: ICT buyers and suppliers make
mutual commitments through the process of
contracting—including security, privacy, quality,
or related commitments. In their contracts with
suppliers, ICT buyers may, for instance, stipulate
that particular risk management standards or
guidelines must be followed by their suppliers;
examples include the ISO 27000 series (e.g.,
ISO 27002, ISO 27034, 27036, 27018, 27019),
ISO 20243 or the NIST Cybersecurity Framework. (For more information see Appendix A).
Contracts are a particularly powerful way to
foster assurance because they are flexible, market-based mechanisms that can much more
rapidly drive and evolve ecosystem behavior in
a changing threat landscape. Using contracts,
buyers can articulate specific needs, focus suppliers on areas of concern, and drive suppliers
towards approaches that have demonstrated
effectiveness.
Transparency: In addition to legal mechanisms
like government-developed requirements or
contractual commitments, ICT buyers and
suppliers can benefit from more voluntary
approaches to fostering assurance. In particular, suppliers offering their customers greater
transparency into their security processes and
practices, and into the products and services
themselves, create more opportunities for
buyers to understand suppliers’ commitments,
helping to build trust. Buyers can help by
requesting greater transparency from their suppliers regarding the steps suppliers are taking
to advance and ensure security. As discussed
below, self-attestation is a method of sharing
information and evidence to increase transparency.
Questions Related to Fostering Assurance:






What are the various cybersecurity and
privacy laws and requirements in the
jurisdictions in which the buyer and/or
supplier operate, and how can the buyer
and supplier ensure compliance with
them?
What are the appropriate commitments
to be included in the contract?
How does the supplier seek to provide
the buyer transparency into its relevant
commitments?
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Does the supplier organize securityoriented customer feedback sessions
and enable buyers to interact collectively
around product and service security
concerns?

Demonstrating Assurance
Buyers can determine both what and how suppliers are doing to improve the security of their
products and services in several ways, starting
with the questions provided in this Guide. They
should ask their providers to tell them what
they are doing to govern and manage cybersecurity as part of enterprise risk management,
and what they are doing to manage security
and integrity as part of the product and service
lifecycle.
Buyers may ask suppliers if they are following published methodologies or international
standards. Suppliers can demonstrate assurance through two different approaches:
self-attestation and external attestation. Audits
and certification against international standards
are forms of external attestation—where such
certification programs exist. Either approach
can help to contribute to a buyer’s confidence in
a supplier’s adherence to its commitments, but
each has tradeoffs.
If suppliers are not yet following any international standards, then buyers may recommend that
suppliers begin adopting those they consider
to be most relevant and effective, such as those
in Appendix A, including obtaining external attestation/certification where relevant programs
for those standards exist.
In the meantime, buyers should probe the
current state of a provider’s practices with a
standard set of questions—such as those in
Appendix B—and verify their answers to those
questions through mechanisms like those
described in this section.
Self-attestation involves a process through
which a supplier attests and usually provides evidence that it is adhering to its security, privacy,
or related requirements or commitments, which
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may be embedded in standards, best practices,
or other positions about which it has made
public or private statements. Self-attestation is
particularly relevant for those issues or buyer
considerations that are not able to be readily assessed by independent third-party assessment
organizations (referred to by the U.S. federal
government as 3PAOs). If certification is not
yet possible or suppliers have not yet achieved
that certification status, then buyers should
inquire about what international standards suppliers are following. The buyer could then use
the mapping reference in Appendix A to help
determine the relevance of various standards to
the product lifecycle functional areas described
earlier in this section.
One example of a best practice that is not
yet readily assessed by 3PAOs or other external evaluators is the NIST Cybersecurity
Framework, introduced above. Suppliers can
demonstrate assurance and build trust with
buyers about their operational cybersecurity by
providing information about, and evidence of,
how they have adhered to the risk management
practices embedded within the Cybersecurity
Framework. Other good examples include ISO
31000 and ISO 27036, which provide helpful
best practices but are not readily assessable by
external auditors.
Self-attestation may also be relevant when ICT
buyers require a more granular understanding of how a supplier develops its products or
services. For example, buyers making longterm procurement commitments may require
elevated confidence in a supplier’s ability to
comply with relevant laws and regulations or
contract commitments. Because suppliers that
engineer products and services with laws and
regulations in mind are more likely to continue
to demonstrate compliance in the future, buyers may inquire about how suppliers take laws
and regulations into consideration as they develop ICT products and services. Moreover, the
way in which suppliers provide such information
and show evidence of their commitments and
conformance is significant. Disclosures and
demonstrations that involve clear, complete,
and timely communications enable buyers to

make informed decisions about whether to
trust and rely on a supplier or what additional
assurances might enable them to do so.
In addition to encouraging suppliers to provide
clear communication about their cybersecurity
processes and commitments to protect their
products and services, some buyers may seek
to partner with suppliers that disclose more
information to inform an ICT buyer’s choice and
meet its requirements. For instance, suppliers
may provide certain buyers with particularly
elevated cybersecurity risk concerns the ability to review and/or to test their product or
service code, enabling those buyers a unique
opportunity to develop and deepen their trust
in a supplier. Such suppliers could also offer to
dialogue with interested ICT buyers, creating
opportunities for buyers to visit their campuses
and learn more about their cybersecurity practices. In addition, companies such as Huawei
Technologies and Microsoft operate centers
in various jurisdictions to enable customers to
inspect their products for security purposes.
These more rigorous approaches to self-attestation are appropriate for buyers with unique
and elevated concerns and are not universally
applicable because they have higher costs, and
the level of information exchanged would not be
consumable or meaningful to most buyers.
External attestation involves a process
through which an entity other than the ICT supplier evaluates and potentially attests to or certifies the supplier’s adherence to certain security,
privacy, or related requirements or commitments. The external entity, which may be a
government or sector-specific entity, an independent 3PAO, an independent testing laboratory, or the buyer itself, conducts an evaluation
of the supplier’s relevant processes or practices.
Such an evaluation may be conducted through
an audit or other mechanism. At the conclusion
of the evaluation, the external entity shares its
findings with the ICT buyer and, where relevant,
attests to or certifies the supplier’s adherence
to its commitments.

available for a subset of global standards and
best practices, such as ISO 27001, a leading
information security standard, and ISO/IEC
20243, which addresses product integrity and
supply chain security best practices to reduce
risk associated with taint and counterfeit across
the full product and service lifecycle.
For such auditable standards, independent
and professional assessors develop proficiency
in the requirements and in the architecture,
operations, security control implementations,
or development and manufacturing practices
associated with the product(s) or service(s)
that they are responsible for testing. 3PAOs
award certifications when they independently
determine that a supplier’s commitments meet
or exceed what those standards require.
There are benefits to certifying suppliers
against recognized global standards. Independent third-party certification not only provides
more assurance but also saves buyers the time
and resources they would need to spend asking
questions and validating the answers from each
of their suppliers. Suppliers can then demonstrate assurance to ICT buyers by sharing their
certification as well as the details of the 3PAO’s
assessment. Where appropriate, certification
materials and other audit artifacts can also
be shared with other customers; such global
reuse of existing artifacts results in significant
efficiency and cost savings.
Questions Related to Demonstrating
Assurance:




How is external attestation, including audits of compliance with global standards,
being utilized?
Where buyer concerns or considerations
are not captured within auditable global
standards, how can a supplier self-attest
to commitments that are responsive to
those concerns or considerations?

Audits or evaluations by 3PAOs can provide
buyers with assurance. Audits are most readily
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4. Conclusion
Today, the increased focus on and investment in
cybersecurity is significant and meaningful, yet it
remains insufficient. Most efforts focus primarily on
managing risks to the ICT systems and data they
operate; they are not yet adequately considering the
security or integrity of the technologies they are buying
and how those purchasing decisions can increase
or decrease their cyber risk exposure. Many buyers
of technology products and services are not yet
having conversations about how suppliers govern and
manage risk in their environment, how suppliers develop
technology products and services and manage security
of those over time, and how suppliers can or should
demonstrate their practices in these areas.
The questions in this Guide (see Figure 3 on pages 2223) are designed to facilitate those conversations.
Version 1.0 of this Buyers Guide suggests considerations
and practices intended to assist buyers in developing
and implementing security-minded purchasing practices
to reduce their risk. It is designed to provide buyers
with mechanisms to assure that their suppliers are
appropriately managing cybersecurity risk in their
offerings. We welcome your comments and feedback.
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Figure 3: The 25 Questions*

Human
Resources

Standards and
Processes

Strategy
and Control

Enterprise Security Governance

1.
2.

How does the supplier integrate and manage information and cybersecurity risk into the core
strategic and operational focus of the business?
To what extent can the scheduled release of products or services to customers be delayed in
order to address unexpected security concerns?

3. What commonly accepted international standards and best practices support supplier security processes and practices? Where gaps exist, how are they being addressed?

4. How are key personnel vetted, selected, trained, and held accountable for trustworthiness?

The Product and Services Lifecycle—from Design through Sustainment and Response

Build

Design and Development

5. How does the supplier manage its software development processes, and are those based on
industry standards or best practices? If yes, which?

6. Does the supplier have a lifecycle strategy that ensures that products and services are con-

ceptualized (i.e., during R&D), designed, developed, and maintained from a security perspective over their lifecycle? Are cybersecurity requirements embedded throughout, and are they
based on any industry standard or best practice?
7. Are secure coding practices in place throughout the lifecycle?
8. How does the supplier identify and trace vulnerabilities (security and non-security) and ensure
that they are appropriately prioritized based on risk and addressed in every product and service that might use the vulnerable code/component?
9. How does the supplier monitor changes in the threat landscape and take them into account in
the design, development, and deployment phases?

10. What are the security processes used for compilation and/or manufacturing processes?
11. How are products and services continually tested for security vulnerabilities?
12. What international standards and best practices does the vendor comply with in terms of
compilation and/or manufacturing?

* The questions in this Guide were adapted and combined from the eleven categories of 100 questions
contained in the Top 100 Requirements white paper developed by Huawei Technologies Co., Ltd. (see
Appendix B).
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Release, Fulfillment,
and Distribution
Sustainment
and Response
Sourcing and
Supply Chain

13. How do suppliers identify and authorize partners to distribute their products and services, and
how do they verify partners are meeting their commitments?

14. How are security and integrity of products and services maintained until final customer acceptance?

15. How does the supplier help the customer integrate products and services into existing infrastructure safely and securely?

16. How do ongoing maintenance, patching, incident resolution, and upgrade procedures maintain
and enhance product and service functionality and security?

17. Are third-party inputs evaluated for security prior to selection and tracked/validated upon
entering the supply chain?

18. How does the supplier conduct security management with its suppliers? Has the vendor established relevant security criteria and passed the criteria onto its suppliers?

19. How does the supplier describe its manufacturing process flow and provide details on how
it assesses the process, both upstream and downstream, to discover the existence of any
tainted or counterfeit components?
Creating Assurance

Demonstrating
Assurance

Fostering
Assurance

20. What are the various cybersecurity and privacy laws and requirements in the jurisdictions in

which the buyer and/or supplier operate, and how can the buyer and supplier ensure compliance with them?
21. What are the appropriate commitments to be included in the contract?
22. How does the supplier seek to provide the buyer transparency into its relevant commitments?
23. Does the supplier organize security-oriented customer feedback sessions and enable buyers
to interact collectively around product and service security concerns?

24. How is external attestation, including audits of compliance with global standards, being utilized?

25. Where buyer concerns or considerations are not captured within auditable global standards,

how can a supplier self-attest to commitments that are responsive to those concerns or considerations?
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Appendix A – Standards Referenced
This Appendix is intended to inform ICT buyers and suppliers on the availability and relevance of existing international standards that address the challenges of cyber and supply chain security in IT. The purpose of the information is threefold: 1) for buyers, so they can be more aware of international standards focused on assessing and
managing those risks in their operational environments; 2) for suppliers, so they understand the standards they
should be utilizing to address cyber and supply chain risks in their ICT products and services; and 3) for buyers, for
procurement purposes, so they can increase their awareness of which international standards and practices they
should be requiring of, or recommending to, their suppliers to help assure the suppliers are following best practices
throughout the full lifecycle of their products and services including the supply chain.

% of Survey
Respondents

Specific Areas of Application

Includes Supply
Chain Security
Requirements

General Area of Focus

Includes Product
Development
Requirements

Standard
Name & Link

3rd Party
Certification

This Appendix will be maintained and revised over time to account for additional input from government and industry. EWI welcomes input to expand and refine this compendium of cybersecurity and supply chain standards.

Standards Related to Governance, Security Management and Risk Assessment
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ISO 27001 and
27002

Information security management:
the international standard ISO
27002 defines guidelines for the
implementation of controls listed in
ISO 27001

Standard for managing the
security of an organization’s
information assets.

YES
(27001
only)

NO

NO

43%

ISO 27005

Security risk management for
information technology and security
techniques

Guidelines for information
security risk management—
supports the general concepts
specified in ISO/IEC 27001.

NO

NO

NO

31%

NIST Cybersecurity Framework
(CSF)

Operational requirements for critical
infrastructure operators

Risk management and governance.

NO

NO

NO

30%

O-FAIR

The Open Group (FAIR standard)
risk analysis taxonomy and methodology

A set of standards for various
aspects of information security risk analysis—offers a
taxonomy and methodology for
risk analysis.

YES: Certification
program
for practitioners

NO

NO

26%

NIST 800-30

Risk Management Guide for Information Technology Systems

Risk assessment and management.

NO

NO

NO

25%

ISO 31000

Risk management—principles and
guidelines

Generic guidelines—not specific to any industry or sector.

NO

NO

NO

23%

COBIT

Standard from ISACA—provides a
framework for IT governance and
control

IT governance and controls.

YES: Certification
program
for
practitioners and
auditors

NO

NO

13%

% of Survey
Respondents

Includes Supply
Chain Security
Requirements

Specific Areas of Application

Includes Product
Development
Requirements

General Area of Focus

3rd Party
Certification

Standard
Name & Link

Standards Related to Product and Services Lifecycle - Design through Disposal
NIST 800-53

Security and privacy controls

Applies to U.S. federal information systems and the environments in which the systems
operate—800-161 is an overlay
to 800-53 and 800-161 does
cover supply chain.

YES

YES

NO

33%

ISO/IEC 20243

Best practices for product integrity
and supply chain security (focus on
preventing tainted and counterfeit
ICT products)—the standard (also
known as O-TTPS) can be downloaded from ISO.org or from The
Open Group publication site.

Applies to processes used
throughout an ICT product’s lifecycle (design through disposal,
including software, hardware
and supply chain). Includes
requirements for suppliers.

YES:
For ICT
Providers
(OEMs,
hardware
and
software
component
suppliers,
integrators and
value-add
resellers)

YES

YES

28%

NIST 800-161

Supply chain risk management
practices

For U.S. federal information
systems and organizations
—overlay for NIST 800-53.
Includes requirements for buyers and suppliers.

NO

NO

YES

23%

ISO 27034

Software application security

Applies to processes in full lifecycle development of software
applications—does not include
supply chain processes.

YES: For
practitioners. Professional
certifications are
available

YES

NO

20%

ISO 27036

Information security for supplier
relationships—broad focus on all
supplier relations

Processes apply primarily to
sourcing and supply chain
and the supplier relationships
throughout.

NO

NO

YES

13%

Top 100
Questions. See
Appendix B.

Procurement questions buyers can
ask of their ICT providers

Questions buyers can ask of
ICT providers to understand
what they are doing to produce
secure quality ICT products.

NO

YES

YES

7%

ISO/IEC 15408

Product security through Common
Criteria standard

Applies to versions of a product
(primarily focused on design,
product development and secure methodology of a specific
product)—does not include
supply chain.

YES: For
versions
of a product or
Target of
Evaluation
(TOE)

YES

NO

7%
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Appendix B – Cybersecurity Perspectives:
100 Requirements When Considering End-To-End
Cybersecurity With Your Technology Vendors9

Strategy, Governance and Control
1. Does the vendor have a formal strategy and approach to risk management, information and
cybersecurity risk?
2. Do your vendors have appropriate governance, organizational design, policies and procedures to
support their strategies? And regularly update their strategies to adapt to the latest cybersecurity
environment and requirements?
3. What governance structure does the vendor have in place that demonstrates that cybersecurity
is a core strategic and operational focus of the business? Do they have a dedicated board committee on cybersecurity? How does this committee operate?
4. How does the vendor ensure that cybersecurity gets addressed in its business? How are board
members connected into what is happening in the business, and how are they held accountable?
5. What approach does the vendor take to ensure that every part of their business considers the
impact of security? How is this done in a consistent and repeatable way?
6. What is the vendor’s approach to resourcing cybersecurity activities? Is it all done via a central
dedicated team or is each part of the business involved, including regional security resources?
7. Every company has security incidents. How does the vendor learn from their security incidents?
How are they reviewed by their senior executives so that learning is incorporated back into what
they do?
8. Have the vendor’s internal IT systems ever been a victim of a cyberattack, and how have they
learned from this to improve their products and services?
Standards and Processes
9. Does the vendor adopt and support any global standards within the broad definition of cybersecurity? What standards do they conform to and in which standards bodies do they hold senior roles
or actively participate?
9
Source: Huawei Technologies, December 2014,
loads/2014/12/Top100-cyber-security-requirements.pdf.
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10. How does the vendor determine what best practices and standards (or laws) should be followed? What processes did they go through to determine and resolve conflict between laws and
standards and how do they keep this up-to-date?
11. In an effort to conform to a range of technical standards, what teams or capabilities does the
vendor have to support a wide range of management and technical standards including cryptography?
Laws and Regulations
12. How does the vendor assess and attempt to understand the cybersecurity and privacy laws and
requirements in the countries in which they operate? How is this information used in the design,
development and operation and maintenance of their products and services?
13. How does the vendor ensure that their processes are aligned with local laws and requirements?
What do they do when a local law conflicts with their policies, standards or processes? Has your
vendor made public statements in relation to its relationships with governments?
14. How does the vendor ensure that their processes and products conform to export control and
operating laws (including cryptography) of the country in which they are deployed?
15. What is the vendor’s corporate policy on intellectual property rights?
16. How does the vendor ensure that their sales team only sells products and services that comply
with local laws and regulations, including any export controls or trade sanctions?
17. How does the vendor review contracts to ensure that they contain accurate information on their
capabilities in terms of cybersecurity?
18. Given that all large high technology-based companies use other vendors’ technology, does the
vendor clearly describe licensing and control mechanisms in place?
Human Resources
19. Does the vendor include the management team in the cybersecurity awareness education of
all employees? If so, how is this done? Do their senior executives and board of directors receive
continuous training on legal compliance?
20. Not all positions carry the same risk in terms of the insider threat. Does the vendor identify
“sensitive” or “critical” positions when it comes to cybersecurity?
21. What approach does the vendor take to recruiting and vetting employees in “sensitive” or “critical” positions? Does the vendor undertake background checks, exit vetting and sign appropriate
contractual clauses?
22. What processes and mechanisms does the vendor have in place to provide regular awareness
and specific training on cybersecurity that is consistent with employees and contractors’ duties,
policies, procedures and other requirements? How do they know people have completed the training satisfactorily?
23. Does the vendor have any policies that focus on increasing the competence and understanding
of those undertaking “sensitive” or “critical” positions?
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24. Many countries have laws on anti-bribery and anti-corruption. How does the vendor deal with
this with their employees?
25. Does the vendor have a mechanism where staff can notify management (in an appropriate way)
when they feel that things may not comply with policies, laws or regulations?
26. What is the vendor’s employee exit strategy and how do they use the knowledge gained from
that process in the improvement of their policies, procedures, and culture?
27. Does the vendor have a formal disciplinary guide on cybersecurity?
28. When disciplinary action is taken with an employee, how does the vendor account for the potential failure of their manager or supervisor, i.e., do they address any management or supervisory
issues as well?
Research and Development
29. Does the vendor have a formal set of R&D processes that cybersecurity requirements are embedded in, and are they based on any industry standard or best practice?
30. How does the vendor’s R&D processes cater to, and assess the effectiveness of, cybersecurity
requirements including a dynamic threat environment? What mechanisms do they use to determine what is mandatory and what is just good practice?
31. Customers around the world have differing and sometimes conflicting security and functional
requirements; does the vendor have a set of integrated processes that takes a customer requirement all the way through to the end of the relationship and assesses what can and should happen?
32. Does the vendor have a product life-cycle strategy that ensures the product is maintained from
a security perspective over its lifespan? What does this tell you and how do they use it?
33. Does the vendor detail how their main product development process works and how progress is
reviewed and continuously improved from a technical and quality perspective? Do they detail what
reviews, checkpoints and go/no-go decision points are built into that process?
34. Modern software is very complex. It usually contains millions of lines of computer code and
thousands of components from different suppliers. What procedure and technology does the vendor use to ensure the right components are used at the right time?
35. Configuration management is a systems engineering process, and supporting technology for
establishing and maintaining consistency of a product’s performance, functional and physical
attributes is required throughout its life. In complex technology environments this mechanism is a
cornerstone for consistent, high quality and secure code. What is your vendor’s approach?
36. Segregation of duties is important to limit threats and potential damage. How is this implemented by the vendor in R&D, especially for software engineers?
37. Many technology companies embed third-party software and open-source software into their
own computer code. How does the vendor track and manage what is in each of their products?
38. Open-source and third-party software can often be found on many websites. How does the
vendor know that the software they are downloading is legitimate and does not contain malware or
backdoors?
39. Before your vendor uses software from a third-party, what process do they go through to ensure
any known vulnerabilities are resolved before it is accepted for use and after it has been deployed?
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40. How does the vendor ensure that the defect in a third-party piece of software, or an open source
component, or even a common software routine is fixed wherever that code is used?
41. Does the vendor use multiple development languages and tools in their products? If so, how do
they catalogue those tools and confirm whether they are up to-date and supported?
42. Is the vendor able to describe their approach to track and trace their end-to-end R&D process
and the software tools they use – by each open source or third-party software they use?
43. Complex products tend to generate millions of lines of computer code. Does the vendor have
automated code scanning environments to automatically test for coding practice as part of their
R&D process?
44. Can the vendor describe their mechanisms for determining if a product can be released to the
market, and the authorization process?
45. Throughout the product development cycle and the life of the product, defects will be found.
How does the vendor trace all defects and ensure that the defect has been fixed in every product
that might use that component?
46. The vendor should describe how they maximize the growth in their competence on cybersecurity. Do they have centers of excellence or a security skills center? How does this work?
47. Threats are constantly evolving. How does the vendor monitor these and take them into account
in their design, development and deployment phases?
48. The vendor should detail how their processes are supported by the relevant technology. For
instance, how do they use any threat databases in their testing? Or, have they built a library of test
cases?
49. The vendor should describe their approach to release management. Some vendors have a
single code base for all customers for all countries; some vendors have a code base and then
branches for specific regions or countries and customers. Both core methods have strengths and
weaknesses. Which approach do they take?
Verification: Assume Nothing, Believe No One, Check Everything
50. Does the vendor have a cybersecurity laboratory that independently verifies (i.e., tested/verified
by people who did not develop the product) their products, in addition to the R&D process, before
they are released to the market?
51. Can the vendor’s R&D or Marketing ignore the findings of this laboratory?
52. Does any internal laboratory that the vendor might have, undertake penetration tests, static and
dynamic code scanning to ensure that the code conforms to the cybersecurity design and coding
requirements? Do they use an evaluation report to push product teams to make improvements?
53. Does the vendor subject their products to any other independent security verification outside of
their HQ’s control? If so, what verification and how does this work?
54. Does the vendor allow customers or governments to test their products in their internal or an
external laboratory with their own staff, or with security advisers?
55. If a customer or government wanted to use an independent security laboratory run by a thirdparty or adopt Common Criteria (or similar approach), is this something your vendor would do or
would consider?
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56. Does the vendor’s HQ (or business groups), if at all, control or interfere with the independence
of the internal or external laboratories? Does the vendor HQ or their company have the right to see
and modify any report or assessment before the customer or government sees it?
57. Does the vendor’s HQ R&D get access to any of the tools, processes or scripts that are used by
the external laboratories? Could the vendor HQ “second guess” the tests so that the vendor could
influence the test results?
58. When one of the vendor laboratories or verification centers discovers a defect or potential
vulnerability, what is the process for ensuring that R&D fixes the issue so that it does not recur in
future products?
59. Does the vendor laboratory or verification center have the ability to re-test the software after it
has been fixed/patched to ensure that the problem has truly been resolved and nothing else has
been added?
60. How does the vendor systematically integrate the learning from their verification centers into
their business processes?
Third-Party Supplier Management
61. How does the vendor conduct security management with their suppliers? Has the vendor established relevant security criteria and passed them on to their suppliers? How frequently does the
vendor update their criteria to ensure they keep up-to-date with the latest thinking?
62. What procurement process requirements do the vendor’s suppliers take with their suppliers?
63. Does the vendor have contractual clauses or security agreements in place with their core technology suppliers that provide a comprehensive, risk-informed set of requirements that they must
meet?
64. What processes does the vendor have in place to assess the conformity of their suppliers to any
security clauses or agreements? Does the vendor maintain scorecards or other metrics to facilitate
accountability and drive performance?
65. Does the vendor require their suppliers to notify them in the event that they find vulnerabilities
in their products? What does the vendor do with this information? Do they have a vulnerability
management process?
66. What approach does the vendor take if one of their suppliers does not, will not or cannot conform to their cybersecurity requirements?
67. Does the vendor conform to international best-practice standards such as those from the Trade
Partnership Against Terrorism (C-TPAT) and the Transported Asset Protection Association (TAPA)?
Are they certified?
68. Does the vendor conduct onsite audits on the security of their suppliers? What is the scope
of those audits? Can the vendor describe how they work with their suppliers to resolve problems
found in an audit?
Manufacturing
69. What international standards and best practices does the vendor comply with in terms of
manufacturing?
70. Can the vendor describe their manufacturing process flow and provide details on how they
assess the process, both upstream and downstream, to discover the existence of any tainted and
counterfeit products?
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71. How does the vendor ensure that the components that they buy from a supplier are the ones
that they receive in their manufacturing centers and meet expectations/standards?
72. How does the vendor ensure that no components are tampered with by their own staff when in
their manufacturing center?
73. How does the vendor tamperproof their products when they have been built but not yet dispatched?
74. How does the vendor ensure that the products customers receive are the same as those that
left the vendor’s manufacturing center?
75. How does the vendor plan their demand of new components so that they have the latest component as frequently as possible?
76. If a customer’s specific software is loaded onto their final equipment how does the vendor ensure that this is the same software that was authorized by R&D and has not been tampered with?
77. How does the vendor ensure that someone in the manufacturing center cannot load malware
onto a product?
78. In the vendor’s manufacturing center, how do they ensure that all the test ports are closed by
default when the products leave and cannot be accessed after it leaves the manufacturing center?
79. During the manufacturing process, how does the vendor ensure that unauthorized people do
not know what customer the equipment is destined for so that they cannot tamper with specific
customer equipment?
80. When products are returned “unused” from customers because they ordered too many or
because they cancelled the contract, how does the vendor ensure that the product has not been
tampered with before it is returned?
81. When a faulty product is to be returned, what processes does the vendor have in place to ensure
that no customer data exists on disks or storage before it is sent to one of their return centers?
82. When a faulty product is fixed in one of the vendor’s centers, how do they ensure that all of the
replaceable units are original (i.e. not been swapped with a fake item) and that the product contains
no malware? Do vendors re-test their products?
83. Does the vendor have a traceability capability and processes for components? Problems can
arise anywhere: in a vendor’s hardware or software, from a vendor’s personnel, or from a third-party. In the event of an issue, how can they trace the “who”, “what,” “why,” “when” and “where” associated with that issue?
Delivering Services Securely
84. What access do the vendor’s service engineers need to their customer’s installed and operational equipment and services? Can they gain access to what they want, when they want?
85. In what way does the vendor protect the system default accounts or the accounts that the
customer gives them to undertake support and maintenance?
86. What controls does the vendor put around the use of laptops or engineering technology their
engineers carry? For example, can the vendor’s engineers load their own software tools onto their
laptop?
87. What processes and controls does the vendor have in place to ensure that their engineers only
use the right software for each customer?
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88. How does the vendor ensure that their service or support engineers cannot tamper with installed software or install vulnerable or malicious software?
89. Can the vendor detail the approach they take to hardware hardening, software and hardware
checks and security products (such as firewalls) for specific customers?
90. When vendors have to capture data for troubleshooting, do they get customers’ official authorization and only capture the data within the authorization scope? How do they control what is
captured and protect personal data?
91. If the vendor’s support engineer cannot fix the issue on-site, and captured data needs to be
sent to another country for review, how is this controlled to ensure compliance with the customer’s
requirements and local laws?
92. What are the vendor’s processes for handling data that they captured for troubleshooting when
they no longer need it?
93. Audit logs form an important part of proving what has occurred on a system. How can the vendor confirm that their audit logs contain all the relevant information?
94. Customers rely on their vendors especially in times of crisis (e.g., service disruption, natural
disaster) for business continuity. How well-equipped and willing is your vendor to support you in
difficult times? Ask for real examples.
Issue, Defect and Vulnerability Resolution
95. Does the vendor have a PSIRT/Vendor CSIRT (Product Security Incident Response Team/
Vendor Computer Security Incident Response Team), or equivalent? The vendor should detail their
operations and how they can be contacted. What are the processes and requirements that the
PSIRT/Vendor CSIRT team is required to follow?
96. What mechanisms does the vendor put in place to deal with a customer CSIRT or coordinators
so that they can notify your company of issues and work together to expeditiously address them?
97. Does the vendor have an approach to working with the security researcher community?
98. In the event of a major incident, how is the vendor equipped to ensure that their customers
can and will be informed in a timely manner and that the right resources are made available within
their company to respond to the incident? The vendor should be able to clearly describe escalation
processes.
Audit
99. What processes and mechanisms does the vendor have for internal security auditing and
reporting to ensure that the relevant board of directors committee has visibility into the organization’s actual risk posture and incident status and consequences, rather than what may be reported
to them?
100. Does the vendor have the mechanism to allow external stakeholders or their delegated organizations to conduct the audit?
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Appendix C – Feedback Form
The EastWest Institute welcomes any and all feedback on version 1.0 of the Buyers Guide.
We welcome your specific comments, and your thoughts on the document more generally. We have provided some questions below for your consideration.
Please send your feedback to cyber@eastwest.ngo, with the words “Buyers Guide” in the
subject line. We will keep you in the loop!
Questions for reviewer consideration:

1. How useful is the Guide in its present format? How can it be made more useful?
2. How clear is the purpose/intent of this Guide? How well does the Guide accomplish
it?

3. Should it be longer? Shorter? If so, what should be added (or taken away)?
4. Are there major questions or considerations that are missing?
5. Does it refer to the right international standards? Are there others that should be
added, and if so, in connection with what part of the Guide?

6. Is the relationship between the draft Guide and the NIST Cybersecurity Framework
clear enough?

Thank you for your interest. We look forward to hearing from you.
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Administration of Barack Obama, 2016
Executive Order 13757—Taking Additional Steps To Address the National
Emergency With Respect to Significant Malicious Cyber-Enabled Activities
December 28, 2016
By the authority vested in me as President by the Constitution and the laws of the United
States of America, including the International Emergency Economic Powers Act (50 U.S.C.
1701 et seq.) (IEEPA), the National Emergencies Act (50 U.S.C. 1601 et seq.) (NEA), and
section 301 of title 3, United States Code,
I, Barack Obama, President of the United States of America, in order to take additional
steps to deal with the national emergency with respect to significant malicious cyber-enabled
activities declared in Executive Order 13694 of April 1, 2015, and in view of the increasing use
of such activities to undermine democratic processes or institutions, hereby order:
Section 1. Section 1(a) of Executive Order 13694 is hereby amended to read as follows:
"Section 1. (a) All property and interests in property that are in the United States, that
hereafter come within the United States, or that are or hereafter come within the possession or
control of any United States person of the following persons are blocked and may not be
transferred, paid, exported, withdrawn, or otherwise dealt in:
(i) the persons listed in the Annex to this order;
(ii) any person determined by the Secretary of the Treasury, in consultation with the
Attorney General and the Secretary of State, to be responsible for or complicit in, or
to have engaged in, directly or indirectly, cyber-enabled activities originating from, or
directed by persons located, in whole or in substantial part, outside the United States
that are reasonably likely to result in, or have materially contributed to, a significant
threat to the national security, foreign policy, or economic health or financial stability
of the United States and that have the purpose or effect of:
(A) harming, or otherwise significantly compromising the provision of services
by, a computer or network of computers that support one or more entities in a
critical infrastructure sector;
(B) significantly compromising the provision of services by one or more entities
in a critical infrastructure sector;
(C) causing a significant disruption to the availability of a computer or network
of computers;
(D) causing a significant misappropriation of funds or economic resources, trade
secrets, personal identifiers, or financial information for commercial or
competitive advantage or private financial gain; or
(E) tampering with, altering, or causing a misappropriation of information with
the purpose or effect of interfering with or undermining election processes or
institutions; and
(iii) any person determined by the Secretary of the Treasury, in consultation with the
Attorney General and the Secretary of State:

1

(A) to be responsible for or complicit in, or to have engaged in, the receipt or use
for commercial or competitive advantage or private financial gain, or by a
commercial entity, outside the United States of trade secrets misappropriated
through cyber-enabled means, knowing they have been misappropriated, where
the misappropriation of such trade secrets is reasonably likely to result in, or has
materially contributed to, a significant threat to the national security, foreign
policy, or economy of the United States;
(B) to have materially assisted, sponsored, or provided financial, material, or
technological support for, or goods or services to or in support of, any activity
described in subsections (a)(ii) or (a)(iii)(A) of this section or any person whose
property and interests in property are blocked pursuant to this order;
(C) to be owned or controlled by, or to have acted or purported to act for or on
behalf of, directly or indirectly, any person whose property and interests in
property are blocked pursuant to this order; or
(D) to have attempted to engage in any of the activities described in subsections
(a)(ii) and (a)(iii)(A)–(C) of this section."
Sec. 2. Executive Order 13694 is further amended by adding as an Annex to Executive
Order 13694 the Annex to this order.
Sec. 3. Executive Order 13694 is further amended by redesignating section 10 as section
11 and adding a new section 10 to read as follows:
"Sec. 10. The Secretary of the Treasury, in consultation with the Attorney General and the
Secretary of State, is hereby authorized to determine that circumstances no longer warrant the
blocking of the property and interests in property of a person listed in the Annex to this order,
and to take necessary action to give effect to that determination."
Sec. 4. This order is not intended to, and does not, create any right or benefit, substantive
or procedural, enforceable at law or in equity by any party against the United States, its
departments, agencies, or entities, its officers, employees, or agents, or any other person.
Sec. 5. This order is effective at 12:01 a.m. eastern standard time on December 29, 2016.

BARACK OBAMA
The White House,
December 28, 2016.
[Filed with the Office of the Federal Register, 8:45 a.m., December 30, 2016]
NOTE: This Executive order and its attached annex were published in the Federal Register on
January 3, 2017. They were released by the Office of the Press Secretary on December 29,
2016.
Categories: Executive Orders : Malicious cyber-enabled activities, additional steps to address
national emergency.
Subjects: Defense and national security : Cybersecurity :: Strengthening efforts.
DCPD Number: DCPD201600880.
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