
Foreign	  Law	  
Enforcement/
Prosecutor	  

Foreign	  
Central	  
Authority	  

U.S.	  Central	  
Authority	  
(DOJ/OIA)	  

U.S.	  ACorney	  
in	  California	   District	  Court	   FBI	   Company	  

Process	  for	  obtaining	  user	  data	  from	  California	  
under	  a	  mutual	  legal	  assistance	  treaty	  (MLAT)	  

Request	  for	  online	  records	  

Provision	  of	  online	  records	  

1	  
•  Provide	  

alleged	  facts	  
of	  the	  crime	  
and	  legal	  basis	  

•  What/why	  
data	  is	  being	  
sought	  

2	  
•  Assess	  compliance	  

with	  domesJc	  law	  
and	  MLAT	  

•  Write,	  translate,	  
and	  transmit	  
request	  

	  

3	  
•  Assess	  compliance	  

with	  ECPA,	  
ConsJtuJon,	  and	  
MLAT	  

•  Seek	  more	  
informaJon	  if	  
necessary	  

•  Refer	  request	  to	  
AG	  

4	  
•  Check	  

compliance	  with	  
ECPA	  and	  
ConsJtuJon	  

•  Refer	  to	  FBI	  and	  
seek	  warrant	  

5	  
•  Assess	  request	  

against	  ECPA	  
•  Issue	  warrant	  

using	  28	  USC	  
1782	  

6	  
•  Serve	  warrant	  

7	  
•  Check	  validity	  

of	  warrant,	  
challenge	  if	  
appropriate	  

•  NoJfy	  user	  (if	  
permiCed)	  

8	  
•  Provide	  

responsive	  
records	  

9	  
•  Check	  

responsiveness	  
of	  records	  

•  Carry	  out	  
minimizaJon	  

•  NoJfy	  Court	  	  
•  Forward	  to	  AG/

DOJ	  

10	  
•  Note	  compliance	  

with	  warrant	  	  
(may	  be	  
undertaken	  
concurrently	  
with	  forwarding	  
to	  AG)	  

11	  
•  Check	  

responsiveness	  
of	  records	  

•  Forward	  to	  DOJ	  

12	  
•  Check	  compliance	  

of	  response	  with	  
material	  requested	  

•  Seal	  the	  evidence	  
•  Transmit	  to	  

Foreign	  Central	  
Authority	  

13	  
•  Check	  

responsiveness	  with	  
material	  requested	  

•  Provide	  to	  
requesJng	  Law	  
Enforcement/
Prosecutor	  

14	  
•  Use	  data	  for	  

invesJgaJon/
prosecuJon	  

ECPA	  –	  Electronic	  CommunicaJons	  Privacy	  Act	  
DOJ	  –	  Department	  of	  JusJce	  
OIA	  –	  Office	  of	  InternaJonal	  Affairs	  

Kate	  Westmoreland	  
Katewestmoreland.com	  	  


